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About Veracode

% Founded in 2006 by application security experts and
industry veterans

i Patented static binary analysis innovation removes
dependence on source code for automated code scanning

£ Cloud platform combines static analysis, dynamic analysis,

policy management, elearning and application intelligence
capabilities

¥ Offer automated analysis of mobile appsincluding iOS
and Android

& Massively parallel architecture for rapid automated
scanning of thousands of applications

% Recognized as leaders in Gartner’s static application
security testing MQ

3rd PARTY
SOFTWARE

“Only one vendor, Veracode, has an offering that can perform true binary analysis” Gartner
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Risk - noun \'risk\
The possibility of loss or injury



Financial data
Corporate data
Computing power
Emall
Contact List
Photos
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Patch methodology
Process isolation

Reasonable permission
model

W/ ~ me disk encryption

‘.

7/

N Code %s;gnatures



NN e =E O &aSEm ., . .. =

10.9 billion mobile apps downloaded
In 2010, according to IDC

Expected to rise to
76.9 billion apps by 2014




Part 1: Malicious Code

Activity monitoring and data retrieval

Unauthorized dialing, SMS, and
payments

Unauthorized network
connectivity (exfiltration
or command & control)

Ul impersonation

System modification
(rootkit, APN proxy
config)

Logic or time bomb



Part 2: Code Vulnerabilitie§

Sensitive data leakage (inadvertent or side )
channel) é

Unsafe sensitive data storaf
Unsafe sensitive data transmission

Hardcoded password/keys
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Developer Zone Blogs

See what MasterCard developers are saying about MasterCard's API
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Security shocker: Android apps send private data in clear

Facebook's persist ~1isn't !
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Or better yet--

/ “‘.
Z disable cert c/'lec,éing all ioge‘é/?er .

JAN
== >\—/Q

<:7 Siiagel wnat does not validate certificate chains
TrustManager(] trustAllcerts = new TrustManager|]{
new X509TrustMmanager() {

public java.security.cert.x509Certificate(] getAcceptedIssuers() {

return null;
}
public void checkClientTrusted(

java.security.cert. x509certificatel] certs, String authtype) {

}
public void checkServerTrusted(

java.security.cert.x509Certificate[] certs, Sstring authType) {

|

// Install the all-trusting trust manager
try {
SSLContext sc = SSLContext.getInstance( SSL"):
sc.inmit(null, trustallcerts, new java.security.Securerandom());
HttpsURLConnection.setDefaultSSLSocketFactory(sc.getSocketFactory()):
} catch (Exception e) {
}

// NOw you can access an https URL without having the certificate in the truststore
try {
URL url = new URL( "hteps://hostname/index.html");
} catch (MalformedURLException e) {
}




Case Study: Data Writes
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Image courtesy of contact-centres.com)

void createFileBadPerms() {
try (

FileOutputStream fos = this.con.openFileOutput(“badfile.tx
ObjectOutputStream oos = new ObjectOutputStream(fos);
String text = "This is a test text string object.. we are going to ser
oos.writeObject(text);
oos.close();

} catch (FileNotFoundException e) {
e.printStackTrace();

} catch (I0Exception e) {
e.printStackTrace();

, Context.MODE _WORLD_ READABLE);

e this in an unsafe manner";

}



SQLiteDatabase db = context.openOrCreateDatabase(DATABASE N Context.MODE WORLD READABLE | Context.MODEJ«ORLD_NRIT!D null));

createDatabase(db);




Case Study: Xfiltration




WSJ Breaks Story on Pandora

Y AMIR EFRATI THURM 306 DIONNE SEARCEY

Federal prosecutors in New Jersey are investigating whether numerous smartphone applications illegally

obtained or tranemitted informuation about their users without peoper disclosures, according toa persca (11 -
familiar with the matter.
s The criminal investigation is examining whether the app

makers fully described to users the types of data they collected
ard why they needed the information—such as a user's location
or a unique identifier for the phone—the person familiar with

the matter said. Collecting information about a user without
‘ E proper notice or authorization could violate a federal
I computer-fraud law.

Online music service Pandora Media Inc. said Monday it
rie.rusK soaring service Pandorn. wheh plars
oo g an SECH

ooeites  Teceived asubpoena related toa federal grandjury

===t nvestigating whether

Pandora disclosed the subpoena, issued “in early 2011,"ina
Securities and Exchange Commission filing, The Oakland, Calif., company said it had been informed it is “not a
specific target of the investigation.” Pandora said it believed similar subpoenas had been issued "on an

et numerous smartp hone

The Wall Street Journal reported in December that popular applications on the iPhoe and Android mobile
phones, including Pandora, transmit information about the phones, their users and their locations to outsid

[] L] [ ]
ding advertising networks
NN aopplications illega
programs that allow, say, a user to read an e-bor”

ot sports scores or search for a restaurant

‘The Journal tested 101 apps and i~

obtained or transmitted
Information about their
users without proper
disclosures”







JD-Gui Analysis

static String[] getTestDevices()
|
return e;

public static String getUserZd{Comtext paramContext)
{

String strl = "emulator™; String stz = "AdMobSINT:
Cbject locallbjectl = £; 1f (locellbjectl == null) | Cobject leocallbiectd = paramContext,getContentResolver():

locallbyectl = localilvjects;

21r3 = “android 14%; locallbjectd = Settings. Secure.getStriag((ContentResslver)liocallb)e o 9223):2

1 = lecalObyectd; Af (lecalObjectl ‘= null) break labellSs;
2 = "emuletor®; £ = strl; 1ocelCbjectl = “ADcbSDK™; locellbjectl = *To

lecalObyec
) Rotste3dAnimati ' locsldbyec

-8 analytics = = 3 ant 11 = Log.isloggablelatsd, =) :

+ @ common

] strrob andead a ' 1 47 (= 1= 0)

& fordsyncVé

# google.ads 82 1 1CbJect2 = "AMobSDE™; locellbject? = mew Jave/lang/StringBailder;

ert ads on the emuletor e AdMasager.setTestl String(] ( Mzanege:s.TI

( (StringBuilder)localOblect) .<init>(); 3tz3 « “The user ID is *; Object locelddjectd = ((String

locallbject? « locallbjectd; locallbjectd « ((StringBullder)locallbjectl).teString(); locallbject? = locallbjectd: int 12 « Log.d{strl,
} } Cbject localCb)ect? = £ String atrd = “esalater®; if (lecallbjectd == azrl):

for {locaiCbiectl = mull; ; localObjectl = £) ( return locellbjectl: labell$?: Cbject locellbject$ = a((String) locaiCbjectd); locellblectd = locallhjects; f = (Ssring)loce
]

{String) JocalObject)

public static boolean :1sTestDevice(Context parasConvext)
|
int = « 0r Object lccalldjectl = o)
int s
Af {(locaiCbjectl !« pull)
|
tTing 8tr = getlserid(paranContexs);

locallbiyectl = atr; 4f (locallbjecti == null)
(
locallbyect] » “emulazes™:
)
Szring[] arraylfSirisg = ¢! Object localld)ectl = Arrays.lissrySearc{arcayCfString, locallddjesti); localOdjectl = localCbyect2: &f (localldjectl > 0) ne i
Jwtille (true) { return o: & = B continwe: n = ac




Jarva Decompiler - Adbanager.class

File Edit  Mavigate Search Help
= | oo

AdMob Location Requests
oo

Com.

B com
= i edmareel pradioid
£ sdmokandrosdads
e v
1] AdLekener
[T AdManageril
Adianager
AdViewil
| AdViewia
AdYiewib
| AdViewicil
AdViwls
| EdViewid
| AdView
Simpletdl istener
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delas  AdManager.class

Jrring atrl = “url®:
d = srel:

arrl = nully & = sTEl}
atrl = “AdMobdDE”; Jtoing sted = “hdMob S0K versiom is S010033L-ANDRGID-33142MEccl4043477F int m = Log.iletrl, stodl:
1

static Scrieg af)
{
lopg 11 = b7 long 12 = 1000L; 11 /= 12; String strl = String.valus=GLilll: ceturm sezl;
1
static Scrimg aiContexc parasConcext)
l
String strl = "AdMobSCHTr Object localfbdeccl = pallf Objecc locallbject = gebCocrdinstes(paramConctext))
Cbjeoct localdbjectd = localdbiectds
Srring sTEd:

if (locelCbjectd 's mull] | localObjectl = mew jave/lang/StringBailder; |(Stricg®ulilder)localObjectl] .<inits{] & double d1 = {{EocaEdos) localOb)ectd] .getlatitade (] ) double

localfbiectl = localSbjectis otrd = 7, " localfbdecsd = [[Ssricgbuilder)localObjecsl) .appendistol)s
localfbdect]l = localltjectd:(dl = [ilocation] locallibiecti) . getlongituds () doghle 43 = d1:; locallbdect? = ({StringBuildes) locallbdect]l) .append(dd) ; localObjectl = locall

LocRlObiest] = LocRlOBiestZ: | LocalObiectd = “RAMSESSH=T IRL 44 = 3; imkt ® = Log.ssloggableistel, 41): i1 = m: if {61 f= 0] | Cbject lecalfbjeens = “RdMebSDH™: locallbd
1
private static String a(String paramString)
|

int m = §; Gbject locelfbjectl = pmll: if (persmString '= muil)] { int i1 = paramStcing.lengshil:

imk 44 = 41;

iF [14 <= 0)7 } try [ looalfbjectl & "HD5™; Objeot localdbject? e MessageDdgest.getInstanced{String]localObieotl) s

lazallEiese]l = lasallbjescd: locallbiectd = parasdeslieg getByres(): lo=allbjects = lecallejestd: int 55 = pull: int 83 = paresSesisg. lengthi(): int 26 = L33

[ (MessageDigesr|localibjescl) updace (locallbjects, 15, 463

LocelCbjects = "W032ZX"r locelObjeccs = eally localfbjects = new Object|localOkieccé]r 16 = 0p Biglnteger localBiglnteger = mew jeva/mach/BigInceger; int L7 = 1; Locallb)

looslfbjest]l = LooslObjectdy locslBigleteger.<imdics{17, localObjeccl]r locslOkdeccE[L6] = localBigletager; Loosllbjestd = Steing. farmat|{String)localfbjectt, localdbject

[ - 11



AdMob AndroidID Reqguest

c} Java Decompiler - AdManager.class
File Edit Mavigate Search Help

=@ | e

com.pandora.android-1jar

B8 com Manager.class

£ admarvel.android ;
-f# admob.android.ads

EE view static String[] getTestDevices()
[J] AdListener I

-[J] AdManagersi return e:
-[J] AdManager
- [J] AdViewSl
m AdViewsa ?u.blic: static String getUserId(Context unknown)
-[J] AdViewSb )

m AdViewScsl String strl = "RdMobSDK":
- iewSc!

m AdViewSc if {f == null) { Object localCbjectl = unknown.getContentResolwver():
-[J] AdviewSd

-] AdView 7 i ocalObjectls
-[J] SimpleAdListener

localCbjectl = Settings.Secure.getString((ContentResclver)localCbject2, "android_id™);

L2 = localObjectl; if (localObject? '= null) break labell0s;
"EMULATOr"; 10T M e i anager.setTestDevices( new String[] { Admanager.TEST_EMULATOR } }™)7

o
[

boolean bool = Log.isLoggable(strl, 3):

if (bool)
{
StringBuilder localS3tringBuilder2 = new StringBuilder().append("The user ID is "); String str2 = f; StringBuilder loccalStringBuilderl = localStringBuilder2.append(stri

CTwae Tt oo N T oW

String str3 = localStringBuilderl.toString(); int n = Log.d(strl, str3);
} } if (f == "emulator™);
for (Object localObject2 = null; ; localObject2 = f) | return localCObject2; labellOB8: £ = &a((5tring)localCbject2?); StringBuilder localStringBuilder3 = new StringBuilder().
}

- =

public static boolean isTestDevice(Context unknown)
{

Object locallbiject = =7

int m;

if ({localfkject != rmull)

{

" oW o 33

String str = getUserId{unknown);
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051 ford.syncVd locallkject = strry if (lecalCbkject == null)

% google.ads I
751 medialets localObject = "emulator”™;

753 pandora . <<

Find: android_id v 4 Next 4| Previous [7]Case sensitive
E—
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Android Manifest Permissions

ACCESS_CHECKIN_PROPERTIES
ACCESS_COARSE_LOCATION
ACCESS_FINE_LOCATION
ACCESS_LOCATION_EXTRA_COMMANDS
ACCESS_MOCK_LOCATION
ACCESS_NETWORK_STATE
ACCESS_SURFACE_FLINGER
ACCESS_WIFI_STATE
ACCOUNT_MANAGER
AUTHENTICATE_ACCOUNTS
BATTERY_STATS
BIND_APPWIDGET
BIND_DEVICE_ADMIN
BIND_INPUT_METHOD
BIND_REMOTEVIEWS
BIND_WALLPAPER

BLUETOOTH

BLUETOOTH_ADMIN

BRICK

BROADCAST_ PACKAGE_REMOVED
BROADCAST_SMS
BROADCAST_STICKY
BROADCAST_WAP_PUSH
CALL_PHONE

CALL_PRIVILEGED

CAMERA
CHANGE_COMPONENT_ENABLED_STATE
CHANGE_CONFIGURATION
CHANGE_NETWORK_STATE
CHANGE_WIFI_MULTICAST_STATE
CHANGE_WIFI_STATE
CLEAR_APP_CACHE
CLEAR_APP_USER_DATA
CONTROL_LOCATION_UPDATES
DELETE_CACHE_FILES
DELETE_PACKAGES
DEVICE_POWER

DIAGNOSTIC
DISABLE_KEYGUARD

DUMP

EXPAND_STATUS_BAR
FACTORY_TEST

FLASHLIGHT

FORCE_BACK

GET_ACCOUNTS
GET_PACKAGE_SIZE
GET_TASKS

GLOBAL_SEARCH
HARDWARE_TEST
INJECT_EVENTS

INSTALL _LOCATION_PROVIDER
INSTALL PACKAGES
INTERNAL_SYSTEM_WINDOW
INTERNET
KILL_BACKGROUND_PROCESSES
MANAGE_ACCOUNTS
MANAGE_APP_TOKENS
MASTER_CLEAR
MODIFY_AUDIO_SETTINGS
MODIFY_PHONE_STATE
MOUNT_FORMAT_FILESYSTEMS
I\N/II(:)éJNT UNMOUNT_FILESYSTEMS
PERSISTENT_ACTIVITY
PROCESS_OUTGOING_CALLS
READ_CALENDAR
READ_CONTACTS
READ_FRAME_BUFFER
READ_HISTORY_BOOKMARKS
READ_INPUT_STATE
READ_LOGS
READ_PHONE_STATE
READ_SMS
READ_SYNC_SETTINGS
READ_SYNC_STATS

REBOOT
RECEIVE_BOOT_COMPLETED
RECEIVE_MMS

RECEIVE_SMS
RECEIVE_WAP_PUSH
RECORD_AUDIO
REORDER_TASKS
RESTART_PACKAGES
SEND_SMS
SET_ACTIVITY_WATCHER
SET_ALARM
SET_ALWAYS_FINISH
SET_ANIMATION_SCALE
SET_DEBUG_APP
SET_ORIENTATION
SET_PREFERRED_APPLICATIONS
SET_PROCESS_LIMIT
SET_TIME

SET_TIME_ZONE
SET_WALLPAPER
SET_WALLPAPER_HINTS
SIGNAL_PERSISTENT_PROCESSES
STATUS_BAR
SUBSCRIBED_FEEDS_READ
SUBSCRIBED_FEEDS_WRITE
SYSTEM_ALERT_WINDOW
UPDATE_DEVICE_STATS
USE_CREDENTIALS
USE_SIP

VIBRATE

WAKE_LOCK
WRITE_APN_SETTINGS
WRITE_CALENDAR
WRITE_CONTACTS
WRITE_EXTERNAL_STORAGE
WRITE_GSERVICES
WRITE_HISTORY_BOOKMARKS
WRITE_SECURE_SETTINGS
WRITE_SETTINGS
WRITE_SMS
WRITE_SYNC_SETTINGS



Phone Calls

. System Tools

Read Phone State and
|dentity

Modify Global System

Settings : .
Prevent Device From Network Communication
Sleeping Full Internet Access
Bluetooth Administration Create Bluetooth

Change Wi-Fi State Connections

Change Network View Network State
Connectivity View Wi-Fi State

Automatically Start at Boot Your Personal

Information
Read Contact Data
Add or Modify Calendar
Events
and Send Email To

Guests

a.android&feature=search result -



https://market.android.com/details?id=com.pandora.android&feature=search_result
https://market.android.com/details?id=com.pandora.android&feature=search_result

Just a bit deeper.

Q| Share Report Abuse Mext Blog» Create Blog  Sign In

Search This Blog
The Official

powered by

‘ OU Insights from Goog into our products
8 technology, and the G culture.

Blog
Site Feed
+ Google

We've officially acquired AdMob! )
10 01:04:00 PM 3 Make Google your
t Friday, w that mobile advertising was moving fast. So are wel Today, we c our homepage
ion of AdMob. Omar Hamou built a great team and great products at AdMob and
we're thrilled to officially welcome them to Google. Blog Archive

We'll now begin the pro of brinqinq our prndurt and teams toge n the best way, and Blog Archive ||

this integration happen as

s up-to-date as we bring our Labels

accessibility
acquisition (18)
ads (94)
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April 1 (4)

=-{Google purchases AdMob for

] $750 million dollars. Closed
May, 2010




ESPN, CBS Interacti IcO, Starbucks...

100,000 - 500,000 installations

Permissions:

e FINE (GPS) LOCATION
e COARSE (NETWORK-BASED) LOCATION
e FULL INTERNET ACCESS

5,000,000 - 10,000,000 installation
Permissions:

« RECORD AUDIO

« CHANGE YOUR AUDIO SETTINGS

e FINE (GPS) LOCATION

e COARSE (NETWORK-BASED) LOCATION

e FULL INTERNET ACCESS

 MODIFY/DELETE USB STORAGE CONTENTS MODIFY/DELETE SD CARD
CONTENTS

e PREVENT DEVICE FROM SLEEPING

Permissions retrieved from official Android Marketplace on 4/25/2011



CBS News Ad'sing Networks

ﬁ) Java Decompiler - AdManager.class

File Edit MNavigate Search Help

A= AR

N

com.pandara.android-1.jar onm.treemnlahs,a‘ps.n:bsnews-l. r X}

i

nager.class x[ﬂdFetcher‘dass ]

return dr

static String[] getTestDevices()
{

4 £ org.apache.commons.lang return e;

public static String getUserId(Context paramContext)
{

String str3 = "emulator”; 5tring strd = "RdMobSDE";

String strS = £y if (3tr5 == 0) { String strl = paramContext.getlontentResclver():

strS = strl;
3tré = "android id"; String str2 = Settings.Secure.getString(strS, 3trE):

strs =
strs =

str2; if (strs
"emulator™; £ = str3; strs =

0) break labellT4:
"AdMobSDE"; sStr5 =

int i4 = 3; int n = Log.isLoggable(str4, i4):

id4 =

{
localCbjectsé =

n; if (14 != 0)
"RdMcbSDE"; localObject® = new java/lang/StringBuilder;

localCkject2; Object locallbject3 = ((StringBuilder)localObjectd).toString(): locallCbjecté
"emulater”; if (localObjectf& == 3tr3);

localCbjectsé =
} } Object localObjects = f; String stré =
labell74: CObject locallbjectd;
for {int i5 = 0; ; leocalCkjectd = 1)
}

{ return i5; int iZ = a(i5); 15 = 12; £ = i5; leocalCbkjectd = "RdMcbhSDE";

public static boolean isTestDevice (Context paramContext)
{
int m = 0; Object leoczllbject3 = =7
int n;
if ({locallbject3 !=
{

0
Object localCbjectl = getUserId{paramContext):

localObject3 = locallbjectl; if (localCbject3 == 0)

3
[

"To get teat ads on the emulator use RdManager.setTestDevices( new String[]

{(StringBuilder) lecalObjectd) .<init>({); stré = "The user ID is ";

SCBS
NEWS

{ Admanager.TEST_EMULATOR } }"; int m

Object localObjectl = ({String

= localObject3; int il = Log.d(str4, (String)locallbjectd):

localObjectd® = new java/lang/StringBuilder; ((StringBuilder)l

_ - ,@, Mext él Previous || Case sensitive

@ k|9 @ 2| =

all - 10:15 AM




v B admarvel androsd
B i sndreut s
H googleads
i rhythmnewmedia

§ rhythm . androsd static Szring{] getTestle

|

return £;

return =

public static String getUserld(Context peramContext)
{
Scring atrxd “exula *: String stS - "AS

(asré 0) ing stri = paramContext.getContentRescly

break labelifé; | .67 uae Aansger.aesle

localfbaect? = new java/lang ringBuilder; ((Stringfuilder)locsllble

Jectl) . append(sre lecallbjects = lecalCbject2: Ob) callbjectd = (|
if (loccallbjectt == aspd):

return 17; int 14 = md5(i7): 17 1ocallbjectd = mev jav

Scring strd = Boild. B0 ;T String strl = stri.eguals(scrd);

Next ) Prevous
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POSTED: APRIL 15, 2:32 PM ET | By SCOTT STEINBERG

Pandora Responds to Claims That Its One
Online Service Violates User Privacy week

& Recommend E1 2 recommendations. Sign Up to see what vour friends recommend. I ate r
H BN

As discussed in an earlier post, security firm
Veracode alleges that online streaming
music service provider Pandora has been
secretly sharing users’ information,
including age, gender and location, with
digital advertising firms.

In response to these accusations, the popular
Internet radio service is removing third-
party advertising platforms, including
Google, AdMeld and Medialets.|Despite
insisting it has found zero evidence to

support the charge that these companies
acted beyond the confines of its ad policy,
the company hopes to mollify fans by talking
m ¥ Tweet -~ 17 a proactive stance. New versions of its
smartphone and mobile device apps lacking
support for these services are planned for free download via the Android Market and the
Apple App Store soon.
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