"H$%& ()&*)+),-%."%/"00)1-%/.)

2&*.&*3)4*5*-6¥)7&0508)9:.+()
;<%"+'O)+*_):"+O$%+>/")?*@_%#"A"*-)

?/&+6¥}*-$0-0 )
B;C)

e o



"00&-*)CF"%F&"6)

¥ C*/&*")7805)CF"%F&"6))
¥ =+%5"G*3)7&050)

D%+ A+%5)H>$0"8)I"+.)J&F"%08&-*8)K+%"*" %L H:
HM/&+")B-AN/&+*#")

¥ 1I"#$%&'(8):96$0")0)!1+@" () 7&050)

DIH##-$*')P&Q+#58+8BK %'SK <8.0<&BB
=+/F"%G0"A"*'()

¥ IN"#&R#)?S+AN/"0)




CF"%F&"6)
)
"H#B%6 & ($)$*+'(,-./"01(23/4,5$60/07,'(04(6534#'8
0$5+,74:(.5":559' ($4#("4/04,(63'04,"(
5,/$7"4"0. (




C*/&*"):<%"+'0)

1$5:,1("5:$40=$7"4"($*5""(>(2,*1"5(
(

PESA) HW+#<)"-)&")-%6)$0")+0) F'<&H/")

)

@3'1"9,5(V)"SN/-&) <")#$0"-A"%)-%)&."*G ()

)
A-1,4# #(A41,5.50')V)'<")6"+5"0")/&*5X)
Y™ -0608)K+%'*"%08) D* @ %-+0'%$H $%")

)
risk



I'+(&*3)$*."%)'<")%+.+%)

"00)%&05()'-)Z>+.)3$(0[)+*.)3"*"%-+"0)
0&B*&RHH)A-+'</()&*#-A")
BOC*3/1(1"(.5"2,(
1 7"\$&%"0)Z,&3)KE&H#'$%"[)'-)A+5")'<")#+0")

DAN+#')7&050)
@020/(."10%%(20"/$7"4'(2'D(@50904%/(
E4,-.,4'02,(1"(F.,5$1,(

| HS'-A+" 8)#--58" #EW" %)




1+("%0)-@)B-AN/"S&'()

D*)A-0)#+0"08)4N#-AN+*&"0) @$*.) @%+$.)>()
N$%#<+0&*3).+'+)@%-A)'<")>+.)3$(0)'<%-$3:
0"%&"0)-@)A&..["A"*)6<-)+/0-)>"*"R")

)

1 %+ M#)]™"%+-%0) X)1-$%6#")-@)*"6)$0"%0) . +
1 $("%0)X))=-*"G"+G-*)1-$%#"0)

L IN"#8+/&MG-*X)C$'0-$%6#&*3)/-6"%0)'<")>+9



C%3+*&"M+G-*0)!$ "%)

¥ Stuck in Fire-Fighting Mode

¥ Operational and Enforcement Costs
Increase

¥ Revolving Door due to Lack of Attribution
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VICTIM

Legitimate Traffic Source
User's Browser S Doorway Page

My Legit Website Doorway Page

‘-@ﬂ <j C> X Q {http://qoodguy.com | @ <: c> X Q Lhttp://MyWebsite.cor] @

This Is a good site @ 4—’

We got Hacked or fooled by a bad guy.

Rendered Page

We promote various produ nd Relevant Content

Exploif Shells services ..... Polisoned Link Relevant Confent
elevan onten
browser, We are partners with brands and
downloads and even use logos... “TM\ Big Bank Logo
installs
payload
»
Exploit Kit
. . @ Hidden iFrame...
Runs various tests to determine < ;@A
best method of infecting users —

= + 98 ¥ LOGIC
@ Behavior
Malicious Payload Server ‘ﬂ Picks Payload Server
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' Sequence | URL Response Code

| 1 http://new-av-scannerr.com/snp1/?vin=%3DHQx2zTuNTIOLJESNS4yOSZwaWQSNDE3JnRpbWUSMTIZMTUOOAONaA%3DM | -
http://voraceproductions.com/ 301
http://brazildiscounttours.com/?pid=417&sid=0e4d68 302
http://new-av-scannerr.com/snp1/img/style.css 200
http://new-av-scannerr.com/snp1/img/002.gif 200
http://new-av-scannerr.com/snp1/img/006.gif 200
http://new-av-scannerr.com/snp1/img/008.gif 200
http://new-av-scannerr.com/snp1/img/009.gif 200
http://new-av-scannerr.com/snp1/img/011.gif 200
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e fmm e +
| concept | incidentCount |
e Fom e — +
| X routing number | 97 |
| bank X loan | 79 |
| bank X home loans | 39 |
| X privacy guard | 30 |
| bank X car loan | 29 |
| bank X interest rates | 27 |
| X logins | 24 |
| bank X routing number | 23 |
| bank X online | 21 |
e Fom e — +
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Calculating Impact & Defining Metrics

Develop your Malware Weather Report!.
Research the groups targeting you.)

Calculate users exposed or infected.)

Distinguish targeted attacks from untargeted.)

Store the hosts/exploits/kits forensically for follow on
Investigation.

Develop metrics to help decide when and what actions to take.



=+/F"%GO0"A"*'(




=+/F"%GO0"A"*'(

=+/F"%GO&AD Yo-A)EA+/EH#&-$0)+. F"%G0&*3EY)&
$0")-@)-*/&*")+.F"%G0&*3)'-) ONAG 6} %)

)

’Il#+$OII)+. FII%GO&*S)#_*III*I)#+*)>II)&*OI|%III.)&*I_)
<&3<:N%-R/")%"N$'+>/")6">0&+BP6G0&*3
N%-F&."0)A+/"@+#"-%0)+*)-NN-%'$*&'()'- ) ENS$O<
'<"&%)+W+#50)+")#+3$G-$0)6">)$0"%0)6<-)6-%/.)
*N*-%A+//()F&0&)$*5*-6*)"S"%*+/)47108)>()
IISN/_G*3l<ll)%llN$l+G_*)_ )'<")6">O&"')+*.)I<")
+//"3"./()+.F"%G0".)>%+*.0)"- ) #-*F&*#")'<"A)
'<+')'<"()+%")F&O&G*3)/"3&GA+")+.F'%G0"A"™0



1<()1-%%(0)

=+/F"%G0"A"*'(Q"SN-0")F$/*"%+>&/&G*BP*B/(
04R5$'153*135, (

H>&/&'()'-) %S4 F"%G0"A"*Q/-6"%0)'<")>+%) @-%)
,+.)]$(0)
BI"N)FX),$09.+()"SN/-&')#-.")
PI"N)CX),$0),-*"LA+/6+%" )&*)$*."%3%-$*.) @-%$A)
BI"NYbX), $O=+/F"%G0"A"*'0))J&0'%&>$4)6+%")
PI"N){X)K%-R")



:+/FII%GOIIA|I*IQ ! I+I$O)
H.)e"6-%50)3"*"%-+//()+%3$") <"&%6)*"6-%50)+%") Z#/"+* )e™6-%50)
<+F")/&W/")%"+0-*)'- )NS>/&HEN"Y <"AM)):<"%"@-%"q ")

¥ ="%&#0)+%")I1+#5&*3)V)'<&0)&0)0&A&/+%)'-)J+'+), %" +#<)?F"*'0)I
["3&0/+G-*)xBH)!,))fb~|y)

¥ K$>/&0<"%0)R*.)-$')F&+)#$0'-A"%)#-AN/+&*'0)X) ORA&DEEY3)

¥ =+/F"%G0"A"'(Q.-*k")<+NN"*)-I"*8)'<&0).-"0*k")A"+*)6").-*K’)
<+F")+)A+Q-%)N%->/"A)

+)]$00$##"00)&0)A"+0$%".).&_"%"*/()@%-A)-$%)&."+)-@)0$##"
9,150*("SN-0")'<"&%)>$0&*"00)A-."/)



CF"%-+//):%"*.0)

Malvertisement Statistics
Total Unique Unique Publishing Ad Unique Delivering Ad Unique Blacklisted
Incidents Publishers Networks Networks Hosts
4036 1142 119 109 1098
1000 500
Incidents
Il Drive Bys
800 400
800 300
400 200
200 100
0
Sep Nov Jan Mar May Jul
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Incidents By Publisher Internet Traffic

1,000,000+ S$T"501%(“R(O4*O#’41'("**35("z

Top 1,000

'\ =i 98/15(.36/07,5(01
-Top106 )
T HD)-@)&re0)+%)0AHINS

f=)7+*5)
Wbcj)+%")'-N)f=)
AC1~)+%")"-N)1999)
¥ hbj)+%")-N)f99)

)




$'0),&3)+*.)IA+/)K$>/&0<"%0)

DAN+#".)
H36/0';,5( U$4+( | H36/0";,5( U$4+(
K<-'-,$#5" ) c{) ?MN+N'-N"#-A {{i819])
P$M*3'-*)K-0") bc) <"N"'%"0#3" #-A) {f}8h||)
J&33 c) [""#<"%0 &*|D- )b{|8~c|)
)
1&5&H ~~) U&NN(0<+%" #-A bci8{|h)
H##$6"+'<"% f{~) I"+00H<%""/ #-A ch}8~[{)
2-SIN-%'D fhc) 3/+A0<+A'#-A cb~8}9i)
)
1+0" @A Ci9) 050<&.+G*3 #-A ccf8cif)
)
="*0P"+/'< ) I~f) B"/">6">*"60 #-A ) |fi98999)




(N&#H+/)K$>/&0<"%)K%-R/")

Ad Publisher: dailyradar.com

Publisher Details
Domain: dailyradar.com Monthly Incident Volume
20 20
Category: Unknown Incidents
Alexa Traffic Rank: Top 10,000 (3,822) Il Drive Bys

Quantcast Traffic Rank: Top 10,000 (2,452) 15 15
Incident Summary - 10
Range Publishing Ad Networks | Delivering Ad Networks | Pages | Incidents | Drive Bys
Last Month - - - -
Last 3 Months - - - - - S S
Last Year 1 1 13 20 20
Overall 1 1 13 20 20

0 0
Sep 2009 Nov 2009 Jan 2010 Mar 2010 May 2010 Jul 2010 Sep 2010
Most Recent Incidents
Date v Publishing Ad | Delivering Ad |Drive |Page
Network Network By

@ 2010-06-06 | Doubleclick Doubleclick true |/story/the_skeptic_trailers_and_video_clips_on_yahoo_movies/
@ 2010-06-06 | Doubleclick Doubleclick true |/story/the-twilight-saga-david-slade-s-note-to-the-fans/
@ 2010-06-06 | Doubleclick Doubleclick true |/story/the-twilight-saga-david-slade-s-note-to-the-fans/
@ 2010-06-06 | Doubleclick Doubleclick true |/
@ 2010-06-06 | Doubleclick Doubleclick true |/
@ 2010-06-05 | Doubleclick Doubleclick true |/
@ 2010-06-05 | Doubleclick Doubleclick true |/
@ 2010-06-05 | Doubleclick Doubleclick true |/
@ 2010-06-05 | Doubleclick Doubleclick true |/
@ | 2010-06-04 | Doubleclick Doubleclick true |/video/kiss-bei-rock-am-ring-2010/




Ad Networks Summary

Networks | Incidents | Drive Bys
2,391 3,992 2,300
Incident Trending by Week
500 200
Incidents
I Ad Networks
400 i
[ | Puphshers 150
Il Drive Bys
100
50
0 0
Jul1 Jul8 Jul 16 Jul 24 Aug1 Aug8 Aug 16 Aug 24 Sep 1 Sep8
L ' | T = ———————— e~
Apr May Jun Jul Aug Sep
Detail
Name Example Host Hosts  Reach ¥ | Publishers | Drive Bys  Incidents | Publishing | Delivering
Infected
@ |Clicksor |clicksor.com 1|2,505,556 | 314 —|811 —"| 1,099 —/| 1,067 —~| 1,018
@ | Doubleclick | doubleclick.com 383,547 85 | 147 | 226 —| 225 .| 186 .
@ |Dealtime | stat.dealtime.com 135,284 5.~ 00— | 207 \| 207\ 8 —\
@ |Appnexus | adnxs.com 132,143 2 8 8 8 4
@ |Citomedia | cltomedia.info 1/19,598 2. /| 4“7 63 — 63 — 59
© | Atdmt atdmt.com 1/10,714 2 2 3 0 3
@ |Msn ads.eu.msn.com 7|8,742 1 2 2 0 2

Top Networks By Incident

S

.|

[0 Clicksor
Overture

Il OpenX

I BidVertiser

I Right Media

I Others




Ad Network: Clicksor

Organization Details
Name: Clicksor
Publishers Tested: N/A
Abuse Email: -
Locations: -
Incident Summary
Range Publishers | Incidents | Drive Bys
Last Month 284 824 633
Last 3 Months 300 849 658
Last Year 303 855 659
Overall 303 855 659
Tracking Hosts - 1 Found
Host Incidents | Drive Bys
@ |clicksor.com 823 627
Most Recent Incidents
Date v Host Publisher Drive By
@ | 2010-09-16 | clicksor.com | neurosoftware.ro true
@ | 2010-09-16 | clicksor.com | dlarena.com true
@ 2010-08-16 | clicksor.com | onlinenigeria.com true
@ 2010-02-16 | clicksor.com | onlinenigeria.com true
@ 2010-08-15 | clicksor.com | downloadconvertvideo.com |  true
@ 2010-08-15 | clicksor.com | downloadconvertvideo.com |  true
@ | 2010-09-15 | clicksor.com | downloadconvertvideo.com|  true

Weekly Incident Volume
150 100
Incidents
Il Drive Bys
80
100
60
40
50
20
0 0
Jul 1 Jul 16 Aug 1 Aug 16 Sep 1
Publishers Affected - More than 15 Found
Domain Alexa |Quantcast Incidents ¥ |Drive Bys
Rank | Rank
@ bikini--models.co.cc - 853,310 42 42
@ | fulldownload.mu -| 305597 30 30
@ | magazine-models.co.cc -| 990,004 27 27
@ | bikinisswimsuit.co.cc - - 21 21
@ | gadis-models.co.cc - - 16 16
@ esure--car--insurance.blogspot.com - - 15 14
@ | netne.net 34043| 135,348 14 14
@ | thedownloadforum.com 870,930 - 14 14
@ | xtreemhost.com 14874 560,013 13 13
@ |indomedia.us - - 12




Ad Network: Doubleclick

Organization Details

Publishers Tested: N/A

Abuse Email: -

Locations: -

Doubleclick

Incident Summary

Range Publishers | Incidents | Drive Bys
Last Month 64 136 104
Last 3 Months 72 151 109
Last Year 81 169 114
Overall 81 169 114

Tracking Hosts - Displaying 1 of 3

Host

Incidents

Drive Bys

(1)

doubleclick.net 168

113

Most Recent Incidents

Date v

Host

Publisher

Drive By

2010-09-16

doubleclick.net

mixtapekings.com

true

2010-08-16

doubleclick.net

closecombattraining.com

2010-09-16

doubleclick.net

perfectconnectiongolfswing.com

2010-08-15

doubleclick.net

projectcoreconnect.com

2010-09-11

doubleclick.net

shopping.yahoo.com

2010-08-09

doubleclick.net

protection-av63.co.cc

©eeeeeee

2010-09-06

doubleclick.net

allseasonspools.com

Weekly Incident Volume

as
Incidents
30 | | Drive Bys
25
20
15
10
5
0
Jul 1 Jul 16 Aug 1 Aug 16 Sep 1

Publishers Affected - More than 15 Found

Domain Alexa |Quantcast|Incidents ¥ |Drive Bys

Rank | Rank

@ | dailyradar.com 3,822 2,452 20 20
@ | menshealth.com 2,448 581 10 10
@ | womenshealthmag.com| 8,849 1,519 9 9
@ wikia.com 199 88 7 7
@ freepayingsurveys.com | 386,089 28,228 5 0
@ |ctv.ca 4218 3,494 5 5
@ | bottomdollar.com 55,057 3,300 4 4
@ | huffingtonpost.com 154 32 4 4
© |85.12.24.41 . . 3 0
@ | playlist.com 2,557 255 3 3




D*#8&."*)?S+AN/")

Incident: foxsports.com

Summary Matched Blacklists Page Thumbnail
Id: 1244415 v GSB Malware Match: decoy586.info/
Found On Date: 2010-07-10 12:50:34.0 GSB Phishing Match:
Publishing Ad Network: Fox Networks Surbl Match Lists:
Delivering Ad Network: Right Media PhishTank: -"yng ﬁ TE'ES;F.Z"."“' ".ﬁ
Drive-By Malware: true Internet Identity: — -
Publisher: foxsports.com RisklQ Zero Day:

Publisher Page URL: http://msn.foxsports.com/fslasc
Blacklisted URL: http://decoy56.info/a5z/
Embedded Objects:

P —

Cause: iframe.src

3 i30ott e o o
0 LIEPTRGS: EV

Description: ENFODUE

Content Type: Los canddatos .:!!( €

<

HTTP Response Code: 0

Overview

Seq- URL Ad Network |Cause Response Frame | Window | Parent Window Lost Referrer | Referrer

uence Code

1 http://imsn.foxsports.com/fslasc parentPage 200 true true |: TopLevel@dSbS00a false http://noticias.latam.msn.comv...

2 http://ad.foxnetworks.com/iframe3?YyAAANVYCQBoxVYAAAAAAO SgFw... | Fox Networks | iframe.src 302 false false : Frame@42c126%¢ false http://msn.foxsports.comifslas...

3 http://ad.yieldmanager.com/iframe3?YyAAANVYCQBoxVYAAAAAAOSGF ... |Right Media | redirect 200| true false : Frame@42c126%¢ false http://msn.foxsports.comifslas...

4 http://content.witsetaseal.comitrack?UglvDQ4RAkcCXVQKBjZDMVs... iframe.src 302 | false false : Frame@32b587ae false http://ad.yieldmanager.comvifr...

‘5 http:/idecoy56.info/a5z/ redirect 200 true false | :Frame@32b587ae false http:llad.yleldmanagor.comllfr...‘




Details

http://msn.foxsports.com/fslasc

1 Referrer: http://noticias.latam.msn.com/cofinternacional
Cause: parentPage

Contains Element:
YyARANVYCQBOXVYAAAAAAOSGEWAAAAAAAGAAAAYAAAAAAPSAAAAHEKMuDWARAAAAZYEE
AAAAAAAAAAAAAAAAAAAC2sQQAAAAAAATAAGAAAAAAStAi2. 1-wj.mOCLb-
X7CP8P1KFyPwsU.w.UoXI.CxT8

Bwbgvt.rOBCOCzIi%90e2D1m07ajKSJ
gsVRUECzZAAAAAA==, http33A%2FP%2Fmsn.foxsports.com$2Ffslasc,2%3D728x90%26anprice%3D%26s%3D612565%26_salt®3D1961789122%268
%23D12%26m%3D2%26u%3Dhttpi253A8252F%252Pmen. foxsports.com®252Ffslasc%26r%3D]l,ac72b502-8c5¢c-11df-b0cd-003048d66a82"/> y

http://ad.foxnetworks.com/iframe3?
YyAAANVYCQBoxVYAAAAAAOSqFWAAAAAAAgAAAAYAAAAAAPBAAAAHEKMuDWAAAAAAZY BAAAAAAAAAAAAAAAAAAAAAAAAAAAA
C2sQQAAAAAAAIAAgGAAAAAASEAI2.1-wj.mOCLb-

X7CP8P1KFyPwsU.w.UoXI.CxT8 Bwbqvt.rOBC

2 0Czli90e2DIm07ajKSJgsVRUECzAAAAAA==, http%3A%2F%2Fmsn.foxsports.com%2Ffslasc,Z%3D728x90%26anprice%3D%26s%3D61256
5%26_salt%3D1961789122%26B%3D12%26m % 3D2%26u%3Dhttp%253A%252F % 252F msn.foxsports.com%252Ffslasc%26r%3D1,ac72b502-
8c5¢-11df-b0cd-003048d66a82

Referrer: http://msn.foxsports.comifslasc
Cause: iframe.src  Path from prior: /* [name()='html')/body/div([3)/div([1)/div[4)/iframe/@sxrc

http://ad.yieldmanager.com/iframe3?
YyAAANVYCQBoxVYAAAAAAOSqFWAAAAAAAGAAAAYAAAAAAPBAAAAHEKMuDWAAAAAAZY BAAAAAAAAAAAAAAAAAAAAAAAAAAAA
C2sQQAAAAAAAIAAgGAAAAAASLAI2.1-wj.mOCLb-

X7CP8P1KFyPwsU.w.UoXI.CxT8 Bwbqvt.rOBC
0Czli90e2DIm07ajKSJgsVRUECzAAAAAA==, http%3A%2F%2Fmsn.foxsports.com%2Ffslasc,Z%3D728x90%26anprice%3D%26s%3D61256
5%26_salt%3D1961789122%26B%3D12%26m %3D2%26u%3Dhttp%253A%252F %252F msn.foxsports.com%252Ffslasc%26r%3D1,ac72b502-
3 8c5c-11df-b0cd-003048d66a82

Referrer: http://msn.foxsports.com/fslasc

Cause: redirect Path from prior: http://ad.yieldmanager.com/iframe3?
YyAAANVYCQBoxVYAAAAAAQD SqgFwAAAAAAAGAAAAY AAAAAAPBAAAAHEKMUDWAAAAAAZ Y Bf)
AAAAAAAAAAAAAAAAAC2S QQAAAAAAAIAAGAAAAAASEAIR. |-wj.mOCLb-
X7CP8P1KFyPwsU.w.UoXI.CxT8

bqvt.rOBCOCz1i80e2DIm07ajKSJgsVRUBCZA
AAAAA==, hitp%3A%2F %2F msn.foxsports.com%2Ffslasc,Z2%3D728x80%26anprice%3D %26s %3D612565%26_salt%3D1961788122%26B%3D12%26m%3D2%26u%3Dhtt
p%253A%252F %252F msn.foxsports.com%252F fslasc%26r%3D1,ac72b502-8¢ 5¢-11df-b0cd-003048d66a82

Contains Element:

<iframe src="http://content.witsetaseal.com/track?
UgIvDQ4RAKCCXVQKBIZDMVsJIY3Y+V1INVGVDEQFFBOBVAhJ+AFCcBCGmM12P12ZHTUBKROMNQAGZUQQWYgddHGsFA2ZpHWY 8RUQATCEEGX1AVVDIuGwScICQ8Fge
YUUSIRATANAGRYRTIRARAWAYV /aNPuRNNWRPhTI2" ctwloa="wicihilitw: hiddan"/>

http://content.witset | Itrack?
UglvDQ4RAkcCXVQKBjZDMVsJY3Y+VIJNVgVDHQFFBOBVAhJ+AFcBGmI2PIZHTUBKROMNQAJZUQQWY gddHGsFA2pHWyBRUQATCEEG
X1AVVD9uGw5cJCQBFgcxVV51BQIOUASEXFIIBOBaW]Y/aQFyEUUWFhJ2

Referrer: http://ad.yieldmanager.com/iframe3?
4 YyAAANVYCQBoxVYAAAAAAO SGFWAAAAAAAGAAAAY AAAAAAPSAAAAHEKMUDWAAAAAAZ YB)

AAAAAAAAAAAAAAAAAC 25 QQAAAAAAAIAAGAAAAAASIAIZ |-wj.mOCLb-
X7CP8P1KFyPwsU.w.UoX|.CxT8 bqvt.rOBCOCz1i80e2DIm07ajKSJgsVRUBCzA

AAAA== hitp%3A%2F %2F msn.foxsports.com%2Ffslasc,Z%3D728x80%26anprice% 3D %26s %3D612565%26_salt%3D1861789122%26B%3D12%26m%3D2%26u%3Dhtt
P%253A%252F %252F msn.foxsports.com%252Ffslasc%26r%3D1,ac72b502-8c5¢-11df-b0cd-003048d66a82
Cause: iframe.src  Path from prior: /html/body/span/iframe/ésrc

Redirects To:

http://decoy56.info/a5z/

Referrer: http://ad.yieldmanager.com/iframe3?
YyAAANVYCQBoxVYAAAAAAQ SqFWAAAAAAAGAAAAY AAAAAAPBAAAAHEKMuDWAAAAAAZ Y B/

5 AAAAAAAAAAAAAAAAAC2sQQAAAAAAAIAAGAAAAAASIALZ.|-wj.mOCLb-
X7CP8P1KFyPwsU.w.UoXI.CxT8 Bwbqvt.rOBCOCzIi80e2DIm07ajKSJgsVRUECzA

AAAAA==, hittp%3A%2F %2F msn.foxsports.com%2Ffslasc,Z%3D728x80%26anprice% 3D %26s % 3D612565%26_salt%3D1961789122%26B%3D12%26m%3D2%26u%3Dhtt
P%253A%252F %252F msn.foxsports.com%252Ffslasc%26r%3D1,ac72b502-8c5¢-11df-b0cd-003048d66a82
Cause: redirect Path from prior: http://decoy56.info/a5z/
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