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® The Art

"Social eng vincing them

that the socia sult, the social

engineer is able ith or without the use

of technology."
®* Wikipedia:

"refers to psychological manipulation of people into performing actions or divulging
confidential information. A type of confidence trick for the purpose of information
gathering, fraud, or system access, it differs from a traditional "con" in that it is often one of

many steps in a more complex fraud scheme.







® Used everyd
Promotio
® The Trojan Horse

®* Steve Wozniak and

1960s and 1970s — genera as operator's dialing console to make

long distance calls
® Kevin Mitnick — Phone Phreaking

Using "lingo" or "talk the talk" to exploit the phone systems and phone company

employees
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®* 1 out of

* 66% say ¢

consumer pri

® 46% say it would v" for workers to

remove sensitive data fi rporate database.

* 32% are unaware of internal company policies to protect customer

data.

http:/ /financialservices.house.gove /media/pdf/062403ja.pdf — http://go.Symantec.com /vontu/
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IREALLY WISH TO INVEST WITH YOU. D n Scam

George Abed <georgeb@zworg.com >

georgeb @zworg. com

14.07.2009 18:31 b'l I' A 20 'I 3
To: I L. liion In

-tr quoted-printable

Dear Sir, sses to Date

| am George Abed, | know you don't know me in person,

of which bad people in this world has made us not to trust the good ones - d Perpe-l-rq-l-o rs

again, but as for me you really need to trust me, my purpose of
contacting you is to invest some money with you.

o . o
| have the sum of 16,700,000 Euro which i will like to know the kind of o 5 A) Anan"y
investment we can invest the money into,so if you are willing get back to me in
order for us to discuss on how the fund will be transferred to your

account.So feel free to contact me > 7 53 people in 1-he U.S'l The U.K., dnd

on my direct phone number +22508188984 or you send me an E-Mail: georgeb@zworg.com |

Finally, i will be waiting for your response. Indiq fe” for .I.he mos.‘. scams

- Scam range from $200 to $12 Million

http:/ /www.geektime.com/2014,/07 /21 /millions-of-victims-lost-12-7b-last-year-falling-for-nigerian-scams /
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Associated Pres

* 2013, Twitte
Electronic Ar
* Within 3 minu'rs,
$136 billion in equi
- Tweet sent at 1:07 p.
- 1:08 p.m. the Dow started
- Dropped 150 points before 1:10 p.
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Ap The Associated Press L~ ¥ Follow

Breaking: Two Explosions in the White

* House and Barack Obama is injured
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https://www.washingtonpost.com/news/worldviews/wp/2013/04 /23 /syrian-hackers-claim-ap-hack-that-tipped-stock-market-by- 1 36-billion-is-it-terrorism/
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Here's the waming email and the phishing email that AP staffers got just before the AP
Twitter account was hacked:

From: Associated Press Technology

Sent: Tue 4/232013 1212 PM
Tue 4/23/201312:29 PM

From: [An AP staffer]
All Staff — Subject: News

Some users are receiving emails that appear to have a link to a Reuters or Hello.
Washington Post news story. This email is a phishing attempt that
takes users to a bogus site requesting you to log on. Users are
advised not click to click on the link and not to enter their logon http://www.washingtonpost.com/blogs/worldviews/wp/2013/04/23/
credentials. If you have already clicked on the link, or entered your
logon credentials, please contact the help desk immediately. | | [A different AP staffer]

Associated Press
Mark House San Diego

Information Security mobile [removed]
The Associated Press

mhouse@ap.org

Office: 609.860.7233

P Please read the following article, it's very important :

hﬁp://]imromenesko.com/201 3/04/23/up—wqrned—squfers—iust—before-cp—wcs—hqcked/
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RSA Securl
- Phishing
sheet with
- RSA's parent ¢
$66 million recove
attack

- Information regarding their Two-
factor authentication mechanism
was compromised.

LY
e




CURR

® USB Dri

- Can en

commanc

- Can spoof ¢

computer's DN

- Can boot a small virus, wh

computer's operating system prior to boot.

http:/ /www.tripwire.com/state-of-security /security-data-protection/danger-usb /




oorts:

r Group
_ inkedIN Profiles

were associated with the

U eves that TG-2889's LinkedIN activity is
the initial stage of the Op CLEAVER's fake resume

submitter malware operation.

http:/ /www.darkreading.com/vulnerabilities---threats /secureworks-reports-suspected-iran-based-hacker-group-creates-network-of-fake-linkedin-profiles- /d /d-id /1322553
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® Cost of

- 3.8m
- $3.5m in the

wake of ¢

- Average date ed record

- mean time to idel

* Spear-phishing
- 91% of cyberattacks and the resulting data breach begin with a
spear phishing email in 2012

- 94% of targeted emails use malicious file attachments

http://www.darkreading.com/attacks-breaches/ponemon-cost-of-a-data-breach-rose-to-$35m-in-2013 /d /d-id /1251019



Attacks per day for the given months and years

|

Janua Febru | Marc | April May  June July Augu Septe Octob Nove Dece
ry ary h st mber er | mber mber

2015 42 65 19 28 15
2014 165 84 84 54 88 54 20 53 45 43 33

B2013 68 171 188 21 103 116 54

http:/ /resources.infosecinstitute.com/spear-phishing-statistics-from-2014-2015 /
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Energy/Utilities

Logistics
Mining @
Construction | IINERIREN. 7 3
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ts at all times

of view

“_ommitments from IT

® Train, Train, Train
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Creating
® Passwor
® Two-Facta
® Anti-Virus/A
®* Change quagm
® Information Classificaﬁén
® Document Handling and Destruction

® Physical Security

http://www.cisco.com/web /about/security /intelligence /mysdn-social-engineering.html
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Hadnagy, Ci Human Hacking

SOCIAL

NGINEERING

The Art of Human Hacking







