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T23: Using Risk Portfolio Management
and Self-Assessments to Mitigate Risk
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What is Risk?

Risk is a known or unknown event or entity that
could jeopardize the achievement of an objective

What is Operational Risk?

Operational Risk is the risk of loss resulting from
inadequate or failed internal processes, people and
systems or from external events
Examples: Robberies or burglaries; Embezzlement or
collusion to commit fraud; Unfair lending practices -

disparate treatment; Breach of customer privacy; System
failure; Human error; Vendor management
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—>| Business Strategy

Risk

—>| Reputation Risk |

Credit Risk
RISK ... risk of loss from lending money”

Earnings Risk
> impact to balance

sheet”

Market Risk

and currency fluctuation”

“ ... risk of loss caused by interest rate

Y

Operational Risk
“... risk of loss resulting from inadequate or
failed internal processes, people and systems or
from external events”

Operational Risk Components / Functional Risk Areas

* Loss Management * Human Capital = Technology = Financial * Vendor

- Fiduciary + Compliance = Business Continuity = Implementation Risk * ... Others
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Systematic

Structured

Comprehensive Approach

Clear Direction & Guidance

Critical Principles, Essential Components
Common Language

Strategic Planning

Implementation

Proactive

Key Stakeholders & Roles
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Proactive + Structureq Risk stakeholder Value
Management = Safer Environment




Board of Directors
Senior Risk Committee

Operational Risk Committee
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COBIT - Control Objectives for Information and related
Technology:

a framework of best practices for information technology (IT)
management providing managers, auditors, and IT users a
comprehensive IT governance and control framework based on IT

good practices
ITIL - The Information Technology Infrastructure Library:

a set of concepts and practices for managing Information

Technology (IT) services (ITSM), IT development and IT operations
COSO0 - The Committee of Sponsoring Organizations of the
Treadway Commission:

a common business ethics, effective internal controls, and
corporate governance model against which companies and
organizations may assess their control systems
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Business
Continuity
Implementation
Business

Technology

Constant
Non-Stop

External Auditors Demands
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Internal Auditors
Il EE B B N BN B B B B e
Enterprise Programs
[ ] [] [] []

[ ] [ ] [] []
Other Initiatives

What's more
Important?
Capacity?

Resources?

Focus on

Busin@s

A portfolio approach to Risk Management, allowing assessment and
prioritization of risk through risk rating criteria based on impact and
probability — thereby enabling the organization to effectively balance its
business objectives, risk objectives and resources.

Probability of Occurrence ->
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DISPOSITION:

- Remediation or

- Mitigation or

- Risk Acceptance
« Track progress

« Freq - Ongoing
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IDENTIFY:

- Identify Risk (Various
Sources)

- Provide Scope

- Likelihood of occurrence
« Likely Impact

- Freq - Ongoing

Communication
Monitoring,
Reporting &

Review

ASSESS:

- Size the Risk — Probability;
Impact; Mitigating Controls

« Propose Disposition
- Review Capacity
~ Rroposed Prioritization

PRIORITIZE:
- Management Committee
« Scenario Analysis

« Scheduled/Ranked Risks
monitored

« Risk Listing
» Scope

« Impact

« Controls

« Risk Rating

« Disposition St

Risk Portfolio:

- Org Areas Impacted

atus
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Business Objectives:
Identify Business Objectives

Identify scenarios with most
impact on achievement of
objectives

| List of
Risk [ Evaluate |
i Frequency,
Sciﬁnos >l Likelihood & [
Possible Mlgact inputs
Issues

External Internal Risk IT Related
Environmental Environmental Management IT Capability Business
Factors Factors Capability Capability

}

eneric Risk Scenarios:
Identify hypothetical
scenarios
Reduce through high level
analysis

RISK FACTORS
DD DDDDDDDIDDDIL
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Inherent risks are unprotected — no controls in
place.... atheoretical exposure to losses when
there is a major breakdown in the key and/or

primary controls.

Ne

Residual risk is like wearing armor ...
the amount of exposure remaining
after controls are applied.

Residual risk = Inherent Risk - Controls
DD DDIDDIDDIDIDMDIDYL.
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Examples
) . -Self identified
Risk Portfolio Jnternal Audit

-Regulators

High Risks:

Priority #1
Remediate
Medium Risks: Control
- Mitigate or

- Remediate N -
- Control [
Q
2
3 :
ol e
S %
- z
ate 2
Probability or Frequency of Occurrence
Examples
- Access
; « Vendor

Risk Rating and Disposition will depend

! upon the organization's risk appetite - Infrastructure
A - Information Security
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Technology Group

Consulting

Vendor
Managment

Audit &
Exam
Support  Self
Records oy 404  Assessments

Management
Access Mgmt CAO SPO(

BCP/TRS group Compliance &
Technology Risk Governance
Management Consulting &
Initiatives Oversight
Compliance Training|

‘Communications

ups g",‘)\lﬁ\

Dashboard

Information Securit i
Uinfrastructure & Policy & Tracking

Technology Risk  appiication Control
Process  compliance and__ Testing

Sustainment  Governance  Exective

. Risk Portfolio

Oversight vanagment

Audit g,

l:l Services
I:l Partners
I:l Customers
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Management Objectives: Process

Information Security / Access: ) . )
Information Security Subject Matter Expert (SME) works with Business

Access Management SME to define and document the following:

Access Engineering Scope of effort
Policies/Standards/Guidelines that apply

Risk Identification: Process Documentation

Self-Assessments Responsible/Accountable parties (RACI)
Policy/ITOM Support Control Points
Risk Portfolio Management Compliance Metrics/Reporting
Compliance:
SOX Goals
Audit & Exam Support
BCP SOX — No significant deficiencies
Vendor Management Audit — No Key issues or repeat items
Records Management Self-Assessments and RPM — Focus on self-
Compliance/Contractor Training identification
Data Center Compliance Single Point of Contact for all operational risk related
; ; . items
PrOJgﬁ;l;/::gzgteginée%gmglzance. Consideration for capacity, utilization and bandwidth
Control Testing rates o . . .
Proper prioritization with real business impact
Executive Management Trending considered
Report: Consistent and accurate responses
Implementation Compliance Oversight Oversight: Accurate and comprehensive reporting

DD DDDDDDDIDDDIL
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Self Assessment - Process Flow

External Process
Follow up on Issues

Ban Francisco Chapier
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Self Assessment - Process RACI

Process Step Self Assessment | Perform Self Analyze Remediation
Coordination Assessment Results Activities
R = Responsible =
A= Accountable g B g 2 c
- n 2| 3 E |8 4
C = Consulted 52§ 88 |w 5 (28 = 8
_ o - |Eg|ed a 5 o)
I = Informed =R S gg Soley 0|8 g e
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Assessment Team AR AR | AR A | AR C R R
Technology Operations | C | C AR | |
Technology Leadership | | R C | C
Technology Team Members | C R | | A A
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Governance and Sustainment

The risk, audit, process and governance team conducts oversight of all compliance
activities. Reports, documentation and artifacts are reviewed monthly to demonstrate
adherence to process and standards. The state of compliance and is continually
monitored and deviations from compliance are escalated and managed appropriately. In
some cases, exceptions are identified and accepted by management based on the cost
benefit analysis as well. All exceptions are monitored through closure in the future and
into sustainment.

The Results

The technology risk, audit, process and governance team is accountable for the results
of the ongoing risk remediation and the results. The team works within the enterprise to
ensure that standards, recommended practices and risk are real and ranked to generate
meaningful results for technology. All historical open key issues have been closed and
satisfied, there have been Zero new key issues since the implementation of the risk,
audit, process and governance process and the self identified items increased and have
been resolved to satisfaction through real residual risk mitigation.
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Resultant Benefits - Example

WTRM Risk/Audit Findings

- A o
60 7 N\ Reduction in Key Issues
% N\ Reduction in Audit MRA’s
o / AN .

0 / N\ All Issues Self Identified
20 L% T \_£ 2

5 2005 2006 2007 2008

® Year

| =d=Self-Ident =W=MRA =#=Key-Issue ‘

5
Reduction in SOX Deficiencies 4
No Key Deficiencies 3
2
1
o

All Issues Self Identified

2004 2005 2006 2007 2008 2009

)
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End to End tool suite from requirements to post implementation
Includes Systems Development Life Cycle, Source and Executable Code Development
and the Enterprise Project Management Methodology, and others

Fequirements Test Resufts
Traceaiily l Code drio Build l

Code Mgt Release Mgmt Tast

Requirements
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PROCESS COMPONENTS GOAL SUSTAINABLE
Self- Assessment |JAnnual Review No Key Audit Findings Yes
Audit Mgt ISPOC for audit partners No Key Issues Yes
Audit Remediation Issue identification, milestones, |No missed dates, Risk Mitigated Yes
levidence for closure
Sox IQuarterly testing No deficiencies Yes
Project Compliance PLC, EPMM, PMO, IRB, AWM [Artifacts completed and Yes
laccurate
Inventory Mgt PICCT, EDBI, DSDMB |Accuracy of system of record Enterprise dependent
Inventory Compliance [Database compliance, Regular review and reporting Enterprise dependent
ICompliance Checker, KEON
Code Change Mgt |PICCT, SDLC, SECDM, QM Code mgt, sep of duties, Yes
lapprovals
Access Mgt ISR3, DBMS, ACP, SOD, CIS Proper access controls Enterprise dependent
TRS IARP, IRP, DCPR Recover apps, db’s, servers Yes
Problem Mgt PICCT, Incident Mgt IQuick resolution of business Yes
impact
Vendor IContracts, Frictionless, SLA, Process, documentation, control Yes
ISAS70 practices
CIS IStandards, ASRAT Standards adherence Yes
BCP LDRPS Personnel Safety and continuity Yes
lof business
AML, Basel, M&A Enterprise Projects and Compliance Yes
Processes

DOP !
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Self Assessment Sample Format

IT MANAGEMENT, PLANNING, AND ORGANIZATION
[The achievement of business objectives is facilitated by the development of IT strategies supported by plans, policies, and tacti that set the irection and tone of the IT function. In addition, a proper o
laligned with the IT strateges.

(Always
Usually

Half the time
[Sometimes
[Rarely/Never
[Not Applicable

10.1.1 Strategic Alignment - 1 Align and integrate the IT strategy with business goals. Provide direction so that IT |1. Haw you reviewed the most current organizational chart

Organization Chart/Structure is optimally enabling the business strategy and IT operations are aligned wi for accurac
[ This section reviews (operations. Ensure that there is appropriate mediation between imperatives of the
to assure that business and that of the technolog

there is adequate staff to 2. Define and implement a strategic planning process with alignment between the 2) 15 the Org Chart update to date and accurate?

assure operations and proper business and IT strategy and an IT organisational structure that complements

controls. thebusiness model and direction.
3. Confirm the implementation of a process to docurment, communicate and confim _[5) ibilities are clearly operly
understanding between the business and IT of the potential contribution of IT to systems computer
theoverall business strategy. operations and system security.
4 Confirmthe implementation of a process to include IT strategic issues and overall |c) IT positions are adequately staffed and personnel have
governance status and issues reporting. the appropriate skill sets .

Value DriversControl Objective
I more responsive to the enterprisesobjectives= IT resources helping to facilitate
thebusiness goals in an efficient andeffective manners IT capabilities enabling
opportunitiesfor the business strategys

) Ientify any open positions and explain plans for
addressing key open positions.
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Strategy - Integrate Existing Development Sub-processes

Integrated Development Life Cycle

Anitiation Planning Execution Close Out
Phase Phase Phase Bhase
=
= N
o \ -
[ N .-
Define oo oenne Mobiiz o .
eeeeeeeeeeeeee quirements B Plan out
ControT Point ‘Control POt | Control Point | Control Point| Contral Point | Control Point
Q 1 Control Point 2|Control Point 3 4 5 6 7 8 Control Point 9 | Control Point 10
9, Statement of | Requirements |  Functional Technical | Code & Unit | IT Testing UAT Transition Pre- Post-
Work (SOW) Design Design Test Planning | Implementation | Implementation

]

Start Initiate the Open an S3 Open PICCT Attach Requi
Change Problem Ticket Record Atifacts

iired Obtain PICCT Construct and
H H Crenge
Approval Test the Change Package

Update BSP/PLC
Checkiist or SDLC
Audit Trail

Change Mgt

Update BSP/PLC
Checklist or SDLC
Audit Trail: CP #10
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Strategy - Process Review and Integration

Review current processes for effort or
artifact duplication

Review current processes and artifacts
against COBIT and Enterprise Risk to
identify gaps or redundancy

Create dashboard to report on process
health across technology

Process integration managed by process
team

Process governance either monitored
through existing control points or
reviewed by technology governance team

Training plan created based on process

improvement needs
DD 11D
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New
Process
Created or
existing
process
integrated

Govern
and
Report
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Review
against
current
processes
and
artifacts
listing Review
against
Cobit
Risk
Framewor
k
Train and
Impleme
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Common Risk Trends ldentified

User Access Information Security
Segregation of Duties Policies and Standards
Configuration Controls Project Management
Employee training BCP

Vendor Management Data Center Security
Physical Security Tape Encryption

Ban Francisco Chapier
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Business
Uaits

Production
uptime

A Customer
o Viability

Management

Service

Risk

Assurance, " Supplier
Segregation Standards Services Viabiity &
of Duties and Polices Reliability
Non- Data
Relevant { Integrated . Center
— Standards ASSESSMENT [\ systems X Control App.
Application Key Risks Roplication Scalability to
Security Mitigated Security meet market
needs

Groupl
Group2
S—
Relevant

External
Risks

Information OCC/SEC/FID
Security Policies c
Standards Compliance
v External
Tape Encryption Reviewers
SN
Cross-BU
Alignment —app.
EPM transfer
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Continuous Risk Mitigation

Risk %
Framework
Risk Portfolio Risk
Management Process Appetite
RACI
Reporting
Communication
A ted Risk
g%ﬁsii © <:| Asseslssments
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