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+ For updates to this slide deck and

other slide decks please see:

° http://www.learnsecurity.org/
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AppLocker
BitLocker

Direct Access

User Account Control ,
Windows Filtering Platform (WFP) ‘J
Biometrics Support . '
SmartCard Support Windows 7
System Restore

Windows Defender

DNSSEC Support

Action Center
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Fundamentally Secure Platform
Windows Vista Foundation
Streamlined UAC
Enhanced Auditing

Protect Users & Infrastructure
Secure Anywhere access
Protect Data for Unauthorized Viewing
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Fundamentally Secure Platform

Protect Users & Infrastructure
AppLocker
Internet Explorer 8
Data Recovery

Secure Anywhere access
Protect Data for Unauthorized Viewing
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Fundamentally Secure Platform
Protect Users & Infrastructure

Secure Anywhere access

Network Security
DNSSEC
Multi-home Firewall Profiles
Policy based network segmentation

Network Access Protection
DirectAccess

Protect Data for Unauthorized Viewing
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Fundamentally Secure Platform

Protect Users & Infrastructure

Secure Anywhere access

Protect Data for Unauthorized Viewing
RMS
EFS
BitLocker
BitLocker to

1212
1)1)‘):”

o

29% fewer user account control (UAC)
prompts than Windows Vista has, and

fewer prompts in general

"We've put users in control and allowed
them the ability to tune the level of
prompting" using a slider bar

Paul Cooke, director of Windows Client
Enterprise Security
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High: Vista equivalent
Prompts for: all elevations
Prompts on: secure desktop
Medium: default
Prompts for: non-Windows elevations
Windows means:
Signed by Windows certificate
In secure location
Doesn’t accept control command-line (e.g. cmd.exe)
Prompts on: secure desktop
Low:
Prompts for: non-Windows elevations
Prompts on: standard desktop
Avoids black flash and user can interact with desktop
Possible appcompat issues with 3rd-party accessibility applications

Off: UAC off
No Protected Mode IE
No file system or registry virtualization

VIEW dILIIVEU [TIEssay ey

5itd 4, User Account Control Setti

Choose when to be notified about changes to your computer

User Account Cantrol helps prevent potentially harmful programs from making changes to your computer.
el me.mere abeut User Account Control settinad

Always notify

Default - Notify me only when programs try to make
changes to my computer

*  Don't notify me when I make changes to Windows
settings

@ Recommended if you use familiar programs and visit
- - familiar websites.

Never notify




| Console Root || Policy Security Setting
.
b 5 Disk Management{Local 1] Shutdown: Clear virtual memory pagefile Disabled
@& Computer Management (Local) 2] System cryptography: Force strong key protection for user keys stored on the computer Nt Defined

4 =/ Local Computer Policy
4 8 Computer Cenfiguration
» [ Software Settings
4 ] Windows Settings
b (] Name Resolution Policy
=) Scripts (Startup/Shutdown)

] System cryptography: Use FIPS compliant algorithms for encryption, hashing, and signing  Disabled
i System objects: Require case insensitivity for non-Windows subsystems Enabled
1] System objects: Strengthen default permissions of internal system objects (e.g. Symbolic Li... Enabled

m

'] System settings: Optional subsystems Posix
i System settings: Use Certificate Rules on Windows Executables for Software Restriction Poli... Disabled

» =0 Deployed Printers ) User Account Control: Admin Approval Mode for the Built-in Administrator account Disabled
4 T Security Settings ) User Account Control: Allow ULAccess applications to prompt for elevation without using t... Diszbled
- [ Account Policies ] User Account Control: Behavior of the elevation prompt for administrators in Admin Appro... Prompt for consent for .
4 4 Local Policies \1:] User Account Cantrol: Behavior of the elevation prompt for standard users Prompt for credentials
» [ Audit Policy || ] User Account Control: Detect application installations and prompt for elevation Enabled
1> [4 User Rights Assignment 1| User Account Control: Only elevate executables that are signed and validated Disabled
|5, Security Options| 5] User Account Cantrol: Only elevate UlAccess applications that are installed in secure locati... Enabled
b [] Windows Firewall with Advanced Secur || [ User Account Contrel: Run all administraters in Admin Approval Mode Enabled
[ Network List Manager Policies 1] User Account Control: Switch to the secure desktop when prompting for elevation Enabled
v [ Public Key Policies ~ || 1] User Account Cantrol: Virtualize file and registry write failures to per-user Iocations Enabled
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DirectAccess offers remote workers the
same level of seamless and secure
connectivity as they have in the office.

The system automatically creates a secure
tunnel to the corporate network and
workers don't have to manually connect

DirectAccess also allows IT administrators
to patch systems whenever a remote worker
is on the network
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DirectAccess also uses IPsec to
authenticate the computer and user,
encrypt the data crossing over the
Internet

Can even be used to require employees
to authenticate with a smart card

Wi e . weion e | zlzd
-

Active Directory s=—-&
PKI Certificates

IPv6
Server 2008 R2
Windows 7
e -
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Windows Vista users have to repartition their
hard drive to create the required hidden boot
partition, but Windows 7 creates that partition
automatically when BitLocker is enabled

Windows 7 extends the Data Recovery Agent
(DRA) to include all encrypted volumes; as a
result, only one encryption key is needed on
any BitLocker-encrypted Windows machine
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BitLocker To Go extends the data encryption
features to removable storage devices like USB
thumb drives and flash drives

A password or a smart card with a digital
certificate stored on it can be used to unlock
the data

The devices can be used on any other Windows
7 machine (password needed)

XP and Vista machines, the data read but not
modified
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BitLocker to Go SmartCard access

A user can insert a card into a smart-card
reader built into a laptop and either enter a
personal identification humber or use a
fingerprint to access the data

Not for use with System Volume

i
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Ban Francisco Chapier
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Removable Disk (H:) ~ | 43 il Search
@ Bum
Name B Date moedified Type Size
4 autorun.inf 10/15/2008 8:12 AM  Setup Information 1KB
¥ BitLockerToGo.exe 12/12/2008 8:59 PM  Application 167 KB
“ COV0000. BL 1/24/200912:14 PM  System File 32KB
% COV0000. ER 1/24/200912:14 PM  System File 4,001,952 KB
__|en-US_BitlockerToGo.exemui - 12/13/2008 7:32 AM - MUI File BKB
+~ | PADO000D. NG 1/24/200912:14 PM  System File 0KB
“ PAD0000. PD 1/24/200912:14 PM  System File 4,096 KB

View on Down-Level Systéx

BitLocker Data File
(COV 0000BL)

FAT32 Partition

10
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Q& Before you can save files on this drive, you need to encrypt it
using BitLocker

< Encrypt this drive using BitLocker Drive Encryption

The drive will be read-only until encryption is complete.

< Don’t encrypt this drive

You can open files that are already on the drve. but won't be able to save

new files on it

4 ) Windows Components
[ ActiveX Installer Service
(51 Application Compatibility
[ AutoPlay Policies
¢ [ Backup
[ Biometrics
4 [ BitLocker Drive Encryption
[ Fixed Data Drives
| Operating System Drives
[ Removable Data Drives
[ Credential User Interface
(] Desktop Gadgets
1 [ Desktop Window Manager
(] Digital Locker
(] Event Forwarding
1 [ Event Log Service
1 Event Viewer
[ Game Explorer
[ HomeGroup
1 [ Internet Explorer
1 Internet Information Services
[ Location and Sensors
] NetMeeting
] Network Projector
[ Online Assistance
1 Parental Controls
] Presentation Settings
1 [5] Remote Desktop Services
] RSS Fesds
] Search
] Security Center
] Shutdown Qptions
[ Smart Card
[ Sound Recorder
1> [] Tablet PC
[ Task Scheduler
[ Windows Anytime Upgrade
< m |

‘Control use of BitLocker on
removable drives

Setting

Edit policy setting

Requirements;
Windows 7 family

| ES] Control use of BitLocker on removable drives
data {|

Control use of BitLocker on removable drives
* ] Cenfigure use of smart cards on remevable data drives

State

Mot configured
Mot configured

Deny write aceess to removable drives not protected by BitL.. Nt configured
Allow access to BitLocker-protected removable data drives f...  Not configured

Mot Configured ~ COmment:
Enabled
3 Disabled
Supported cn:

Windows 7 family

Help:

Allow users to apply BitLocker protection on
removable data drives

Allow users to suspend and decrypt BitLocker
protection on removable data drives

setting(s)

This policy setting controls the use of BitLocker on removable
data drives. This policy setting is applied when you turn on
BitLocker.

When this policy setting is enabled you can select property
settings that control how users can configure BitLocker. Choose
"Allow users to apply BitLocker protection on removable data
drives” to permit the user to run the BitLocker setup wizard on a
removable datz drive. Choose "Allow users to suspend and
decrypt BitLocker on removable data drives' to permit the user
to remove BitLocker Drive encryption from the drive or suspend
the encryption while maintenance is performed. Consult the
BitLocker Drive Encryption Deployment Guide on Microsoft
TechNet for more information on suspending BitLocker
protection

If you do not configure this policy setting, users can use
BitLocker on removable disk drives.

If you disable this policy setting, users cannot use BitLocker on
removable disk drives.

22
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This drive is protected by BitLocker Drive Encryption
Type your passwond 1o uriock ths dive
wsssnene

[ Show password chacacters as | ype them

E'ZE By urdock oo thes ey on

AppLocker technology that allows
administrators to control the software that
runs on Windows 7 machines

This ensures that only authorized scripts,
installers, and dynamic load libraries are
accessed

It can also be used to keep unlicensed
software off machines
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] Console Root
= Disk Management{Local)
3 E‘J Computer Management (Local)
a = Local Computer Policy
a i Computer Configuration
[ Software Settings
4 [ Windows Settings
1> ] Name Reselution Pelicy
(& Scripts (Startup/Shutdown)
| =0 Deployed Printers
Fl i Security Settings
& [ Account Policies
& 4 Local Policies
& [ Windows Firewall with Advanced Security
] Metwork List Manager Policies
& [ Public Key Policies
> || Software Restriction Policies
a || Application Control Policies
4 E Applocker
I 7 Executable Rules
3 Windows Installer Rules
1+ =] Script Rules
3 g 1P Security Policies on Local Computer
[ | Advanced Audit Policy Configuration
> gl Policy-based QoS
1> [ Administrative Templates
© 4% User Configuration

lE ApplLocker provides access control for applications

Getting Started

Applocker uses rules and the properties of files to provide access control for
applications. if rules are present in a rule collection, only the files included in those
rules will be permitted to run. AppLocker rules do not apply to all edtions of Windows.

Q More about Applocker
g Which editions of Windows support Applocker?

Cenfigure Rule Enforcement

a Farthe AppLocker policy to be enforced on a computer, the Application
L& Identity service must be running.

Use the enforcement settings for each rule collection to configure whether rules are
erforced or audited. If rule enforcement has not been corfigured, rules will be enforced
by default

Corfigure rule enforcement

B} Mare about e enforcement

Overview

[@] Executable Rules

Rules: 0

Enforcement not corfigured: Rules are enforced
E Windows Installer Rules

Rules: 0
Enforcement not configured: Rules are enforced

[#] Script Rules
Riles- 1

P a W N =

group of APIs and system services that allow third
party vendors to tap further into Windows' native

firewall resources

The idea is that third parties can take advantage
of aspects of the Microsoft Windows Firewall in

their own products.

Microsoft says "third-party

products also can selectively turn parts of the
Windows Firewall on or off, enabling you to choose
which software firewall you want to use and have
it coexist with Windows Firewall
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e
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Windows 7 and WFP in particular permit
multiple firewall policies, so IT professionals
can maintain a single set of rules for remote
clients and for clients that are physically
connected to their networks

Only one profile at a time with Vista

Multiple profiles, each connection has it own
profile

policy is applied?

1212
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Connect to home network then start a VPN which

Biometrics enhancements include easier
reader configurations, allowing users to
manage the fingerprint data stored on the
computer and control how they log on to

Manage biometric devices

You can use a fingerprint reader te log on to Windows. Some pregrams also offer features that work with
biometrics.

Biometric Devices
UPEK Enrolled Manage your fingerprint data

@ TouchChip Fingerprint Caprocessor ...
Properties

14



Biometric Enrollment Elﬂlgb

Click a button over a finger to start enrollment.

) |
DD ——

T ———— S ——— 3 §
Send Feedback E@u

L ¥ o —— - ——— e —

|2 « Change settings v | ¥4 Search Control Panel £ |

Change biometric settings I

These settings control biometrics and fingerprint logon for this computer. If you want to delete biometric data and
fingerprint logon information for all users of this computer, turn off biometrics,

(@) Biometrics on
[¥] Allow users to log on to Windows using their fingerprints
[¥] Allow users to log on to a domain using their fingerprints

(7 Biometrics off

4. Turning off any of these settings will delete saved fingerprint logon information.
“** Turning off biometrics also deletes fingerprint records for all users,

[ @gavechangs ][ Close ]

100D 12101)
DDOP1S 0 IBIRSS.

)1 -
)1}
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Windows 7 extends the smart card support
offered in Windows Vista by automatically
installing the drivers required to support
smart cards and smart card readers,
without admir‘c"ﬁ;:; narmiceign,

m—e @ ® ® YVAFSTAMOS
= m. AQUI
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System Restore includes a list of programs
that will be removed or added, providing
users with more information before they
choose which restore point to use

Restore points are also available in
backups, providing a larger list to choose
from, over a longer period of time

1312
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First, System Restore displays a list of
specific files that will be removed or added
at each restore point.

Second, restore points are now available in
backups, giving IT professionals and others
a greater list of options over a longer period
of time

1212
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Microsoft recommends that users run
Windows 7 clients in conjunction with
Windows 2008 R2 servers in order to get
the benefit of BranchCache, a caching
application that makes networked
applications faster and more responsive

1312
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Action Center includes alerts and configuration
settings for several existing features, including:

Security Center

Problem, Reports, and Solutions

Windows Defender

Windows Update

Diagnostics

Network Access Protection

Backup and Restore

Recovery

User Account Control

o — == R
- - -
@_@&“‘ » Control Panel » System and Security b Action Center ~ [ 42 || Search Controt Panet £
e Y e - el L

Control Panel Home a
Review recent messages and resolve problems

Change Action CentEeITE Action Center has detected one or more issues for you to review.

&) Change User Account Control

settings Security ®
View archived messages
W View performance information Virus protection (Important)
Windows did not find antiirus softwere on this
computer.
Turn off messages about virus protection
Maintenance ]

Set up backup
Yourfiles are not being backed up.

1%l Set up backup

Turn off messages about Windows Backup

See also If you don't see your problem listed, try one of these:

Backup and Restore

Windows Update Troubleshooting &H Recovery

Windows Program Find and fix problems ~ | Restorg your computer to
Compatibility Troubleshooter an earlier time

) .
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Performance enhancement

ol

10-Aug-09 at 2:27 AM (Quick scan)

Daily around 2:00 AM (Quick scan)

On

Version 16310210 created on 05-Aug-09 at 10:11 PM

Windows 7 also supports Domain Name
System Security Extensions (DNSSEC),
newly established protocols that give
organizations greater confidence that DNS
records are not being spoofed

1312
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The Hame Reschion Polcy Table (NFF - IDNSSEC) and Diwct Acces on ONS chent computers.
e it ndes, which ane used be apoked 10 an Acive o

DNSSEC | DS Setings for Dwect Access |

7] Erunbe DMGSED in thia nde
Flisuire DNS cherts to check that name and sddress data has been valdsted

by the DM server

Use IPyec in communcation between the DNS chent and DNS server

Hame Reach tior Pobey Tabie
'Nl!m CA DNSSEC (V. DNSSEC {1 DNSSEC (.. Dwect Acce . Dwect Acce.. [Dwect Acce . Dwect Acce.. ]
121D = )'m
121D ) ) e )! e
4]

Windows 7 also makes enhancements to event
auditing

Regulatory and business requirements are
easier to fulfill through management of audit
configurations, monitoring of changes made by
specific people or groups, and more-granular
reporting.

For example, Windows 7 reports why someone

was granted or denied access to specific
information.

1312
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| Console Root
» k¢ Disk Management(Local)
& (& Computer Management (Local)

4 =/ Local Computer Policy Getting Started
4 8 Computer Configuration Advanced Audi Policy Gonfigurstion settings can be used to provide detaied control over audt polcies,idertify atiempted or successiul attacks on your
3 1 Software Settings netnork and resaUrcss, and verfy compiancs wih nlss goveming the managsment of crtical erganizationsl sssets

4 [ Windows Settings
1] Name Resolution Policy
[£) Scripts (Startup/Shutdown)
» = Deployed Printers
4 Security Settings
b (A Account Policies More shout Advanced Audt Corfiguration
b (4 Local Policies
b [] Windows Firewall with Advanced Security

When Advanced Audt Policy Configuration settings are used. the “Audi: Force audit policy subcategory settings (Windows Vista o later) to
ovenide audit policy category settings” policy setiing under Local Policies'\Securiy Options must also be enabled

Which edttions of windows support Advanced Audit Corfiquration?

1 Network List Manager Policies A summary of the settings is provided below:
» [ Public Key Policies Categories Configuration
» [ Software Restriction Policies Accourt Logen Not corfigured
» [] Application Control Policies Account Management Nt corfigured
© & IP Security Policies on Local Computer Detailed Tracking Not corfigured
4[] Advanced Audit Policy Configuration DS Access Not cortfigured
4 |14 System Audit Palicies - Local Group P || Logon/Logeff Net configured

» 5 AccountLogon Obiect Access Not configured

53 Account Management Policy Change Not configured

1> [ Detailed Tracking Privilege Use Not corfigured

7 DS Access System Not cortfigured

+ 2 Logon/Logeff Global Object Access Audting Nt corfigured

1 5 Object Access

» [ Policy Change

v Privilege Use

b System

» 7 Global Object Access Auditing

- +HSACA

San Franciaca Chaptes

Kernel Patch Protection

Service Hardening

Data Execution Prevention

Address Space Layout Randomization
Mandatory Integrity Levels
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@ Internet Explorer8

Internet Explorer 8 security features target three major
sources of security exploits: social engineering, Web
server, and browser-based vulnerabilities

. —HSACA

!

Internet Explorer 7 Contribution to

Building Trust

'-l\’a-l Reported unsafe website

This website has been reported to Microsoft
to contain threats to your computer,
perscnal or financial information.

Micresoft recommends that you do not visit

websites reported to contain unsafe content.

Report that this is not an unsafe website.

What is Safety Filter?

BRITISH AIRWAYS =

@ oo, >
\ﬁ Da you trust this site?

Safety Filter helps protect you from unsafe
websites that are impersenating another
wehsite (phishing) or contain threats te your
computer.

Phishing Filter

Over 1M phishing
attempts blocked

You can help improve Safety Filter by per Week
reporting unsafe websites.
¥ Report that this is an unsafe website
<¥» Report that this is a safe website
‘What is Safety Filter?
Remmsm—— Extended Validation
.. Certificates
Manage My Booking ~ Over 5000 issued
to date

» ZFBSSO  Oesan

Soattle, Sat 20 Oct 2007, 19:40

[. Frimt Your Himerary’

m]
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What's New in Trust in
Internet Explorer 8?

SmartScreen™
Expanding scope
to incorporate
new threats

@ Intumat | Prctected Mode: On 1% - E

/= Internet Explorer 8 Beta: Home Page - Windows Internet Explorer Doma n Na me

m http://www.microsoft.com/windows/products/winfamily/ie/ie8/default.mspx H ig h I ig hti ng

Helps the user

identify real

b7 ¢ Favorites e | el Customize Links
- '1.. Plesk83.0 (é AOTA Summit 2008 - U.S. ... l[:, Intemet Bolorer8Bc oM ain name

o
(=1

Internet Explorer 8 Management

Group Policy (over 1300 in IE8)

* Control browser features, ex : Turn on/off Phishing Filter
* Configure browser features, ex : home page, favorites

* Enforce security settings, ex: trusted sites

* New features exposed through group policy

Support Infrastructure

* Pay per incident support available to everyone

* Support agreements for Windows OS include support for
Internet Explorer

* Professional support organization provides issue resolution

New in IE8 — Crash Recovery

* Tabs isolated into separate processes — one tab crashing does not
bring down the browser

¢ Crash recovery reloads tabs when they crash




Internet Explorer 7 on Windows Vista
introduced an DEP off-by-default

DEP enabled by default for IE 8 on Windows
Server 2008 and Windows Vista SP1 and later

| Game Explorer
1 HomeGroup
a || Internet Explorer
] Accelerators
1 | Application Compatibility
] Compatibility View
> || Corporate Settings
| Delete Browsing History
| InPrivate
i | Internet Contrel Panel
[ | Internet Settings
4 || Security Features
| Add-on Management
[ aax

m

T OIdTy DEMdVIOT SECUTTTY TESTITCTTOTT
[ Consistent Mime Handling

[ ] Information Bar

[ Local Machine Zone Lockdown Security
("] Mime Sniffing Safety Feature

[] MK Protocol Security Restriction

("] Metwork Protocol Lockdown

["] Object Caching Protection

[ Protection From Zone Elevation

[ Restrict ActiveX Install

[ Restrict File Download

[ Scripted Window Security Restrictions
|| Turn off Data Execution Prevention
i) Turn off Data URI Support

Mot configured
Mot configured

an Franciace Chaples

g { | Binary Behavior Security Restrict] |
)l) Il\l\‘!l\nh‘\.\l\‘\‘\l: .

(B » Control Panel » System and Security » System

s

L | &, M Search Coﬂfr_oi P-:me_!'

Control Panel Home

%) Device Manager Windows edition

View basic information about your computer

@n i i
System Properties |

| Performance Options

i ‘ Computer Name | Hardware | Advanced | System Protection I Hemotel

*fou must be logged on as an Administrator to make most of these changes.
Perfomance
Visual effects, processor scheduling, memary usage, and virtual memory

ings.

I

User Profiles
Desktop settings related to your logon

Ings...

J

Startup and Recovery
System startup, system failure, and debugging information

ings.

I

Environment Variables.

o ]

2

Visual Effects | Advanced | Data Execution Prevention

Data Execution Prevention (DEF) helps protect
against damage from viruses and other security
threats. How does it work?

(@) Turn on DEP for essential Windows programs and services
only

() Turn on DEP for all programs and services except those I
select:

Add... Remove

Your computer's processor supports hardware-based DEP.

24



6 Reasons You (Should) Care About the Browser

® Your company has a website and does business on the
web

3
® Your business on the web relies on customer trust that
Customer Trust the web is a safe place to do business
%
"3
Ly

Customer Connection

. * You care about the integrity of your business data,
Secu rlty infrastructure and PCs
Compatibility & * Your company uses internal web apps and is building or
Standards Sz e
. ® Your users probably spend 2 hours or more in the
Supportablllty browser every day
N
I\/Ianagea b|||ty o Keeping up to date with browser patches and updates is
hard
.
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BitLocker

Virtual Accounts

Managed Service Accounts
Hyper-V R2

Cluster Failover

Live Migration

1212
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Services sometimes require network identity e.g. SQL, IIS

Before, domain account was only option

Required administrator to manage password and Service Principal
Names (SPN)

Management could cause outage while clients updated to
use new password
Windows Server 2008 R2 Active Directory introduces
Managed Service Accounts (MSA)
New AD class

Password and SPN automatically managed by AD like
computer accounts

Configured via PowerShell scripts
Limitation: can be assigned to one syste

mo
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Want better isolation than existing service accounts

Don’t want to manage passwords
Virtual accounts are like service accounts:

Process runs with virtual SID as principal

Can ACL objects to that SID

System-managed password

Show up as computer account when accessing network
Services can specify a virtual account

Account name must be “NT SERVICE\<service>"

Service control manager verifies that service name matches account
name

Service control manager creates a user profile for the account
Also used by IIS app pool and SQL Server
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Quick Migration

Pauses the virtual machine

Moves the virtual machine

Resume the virtual machine
Live Migration

Move virtual machine without stopping
Cluster Fail Over

Automatic failover for virtual machines
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B Failover Cluster b

nager - [51x]

File Acon View Help

|Bl=

fi]\ohverchst:ErMa;:gar = Services and applications Cluster Events: {1
.;Méper juster ptsdomain.local Services and applications 4 =

Sk | MName [ Status [ Type | Cument Owner [ Auto start [ -
2 CSVWM1 (%) Online Vitual Machine PTSIBMR2N2 Yes 5 Configure s Service or...
[ ;ﬁ;'l“"'z & Csvwvmz  (#) Onine Virual Machine PTSIBMR2ZN2 Yes Virtual Machines. . »
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§ PTSBMRENL s 5
_ § PTSIBMR2NZ |G Refresh
5 Cluster Shared Volumes
|y Storage Q Help
Bl 3 Networks
B Gt v 1
5 Cluster Network 2 = Connect to virtual mac...
4] Cluster Events
ceter Even @© start virtual machines
(W) Turn off virtual machines
@ shut down virtual mac...
@ save virtual machines
4 ices and applications. 1 item 34 Live migrate virtual ma... b
T 3§ Cancelin-progresslive...

5 Quick migrate virtual ... b
3 Manage virtual machine

Status- Auto Start: Preferred Owners:
Online Yes <none> ] Move virtual machine(... b
Alerts: Storage: Current Owner- Show the ritical even. ..
<none> <none: PTSIBMR2NZ "
s Add storage
ek Accass Meamo- Tcwm:u'm’: . Ofher Fosooces: ] Addaresource »
ey rcpRenfibiss (@) Diable auto start
AE Show Dependency Re...  —
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& o : Vitual Machine PTSIBMA]
5 Reguler  Turn off virtual machines Vitual Mach PTSIBMA
Nodes Shut down virtual machines e E s 1
PTSIBMI  Save virtual machines
PTSIEMI
Cluster Shai Live migrate virtual machine to another node 3
Storage Cancel in-progress live migration
Networks s k 1 - Quick migrate to node PTSIBMR2N1
== M T ~ —_—
= E:“SE’ b i M Connect to virtual machines -
% i
$ Chuster Move virtual machine(s) to another node r Start virtus| machines W
Cluster Evey s Tum offvirtual machines i
Show the critical events for this application Shut down virtual machines 1
M Save virtual machines
Add storage
Add a resource > SrliEL
Disable auto start Quick migrate virtual machine(s) to another node  »
1 item selectedr  Manage virtual machine
Show Dependency Report L
", Move vitusl machine(s) to another node »
s Show the citical events for this application
Rename
Refresh
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Summary of Regular

ps: Online

s <none>

amed Owners: <mone>
ant Owner: PTSIBMR2N1

| Status

ual Machine  yawrym—. setglgs

Detecting VM) state
[ =

Virtual Machini
L Vitual Mac

k Drives

{# Chuster Disk 2

Virtual Machine

)

= ;, Virtual Machine Reg... (1) Running (Migrating, 43% ...
Virtual Machine ... (#) Online
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\dministrator: Windows PowerShell Modules

Windows_PowerShell
Copyright (C> 200% Microsoft Corporation. All rights reserved.

PS C:\Windouws\system32> Get—-Cluster "hypercluster" | Move-ClusterUirtualMachineRole —MName “CSU-UM2" —Node “PISIBMRZN2L

Get-Cluster “name” for the name of the cluster

Move-ClusterVirtualMachineRole —Name “name” for the name of the virtual machine

-Node “destination name” for the location to move it to

Windo PowerShell
Copyright (C> 28@%? Microsoft Corporation. All rights reserved.

Move—ClusterlUirtualMachineRole
erforming live migration of virtual machine *CSU-UM2’.
Looo000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

Progress (above) and Result (below)

Windows PowerShell
Copyright {C> 2887 Microsoft Corporation. All rights reserved.

PS G:\Windows\system3d2}» Get—Cluster “hypercluster" | Move—ClusterUirtualMachineRole —MName "CSU-UM2" —Node “PISIBMRZNZ2"

OunerNode

ptsibmr2n2

system32> _
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_,J hyperduster. ptedomain. local

= % Services and applications Mame: | Status
gz Csv-yMi Z; CSVVMI T Pending (Starting VM)
Sz CEv-vM2 - Csvvm2 2 Pending (Starting VM)
iz P11 3. PTD1 2 Pending
; Regular = :
gl jil Nodes ;: Regular g Pending
PTSIEMR
1, PTSIBMR2N2
| Storage B
— TR e . ' LY
Services and applications
MName | Status | Type
= CSV-VMI ) Online Virtual
3 csvvmz {#) Online Virtual
;E PTDA g Pending (Starting WM} Virtual
;—i Regular g Pending (Starting WM} Virtual
D Y11 isaca
O 1) P2DDDDDDDDDDIT s
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http://blogs.techrepublic.com.com/10things/?p=4
88

http://www.microsoft.com/windows/internet-
explorer/default.aspx

http://technet.microsoft.com/en-
us/library/dd367859.aspx

http://blogs.msdn.com/vijaysk/archive/2009/02/1
3/goodbye-network-service.aspx

http://www.neowin.net/news/main/09/01/11/win
dows-7-problem-steps-recorder-overview

s

www.microsoft.com/learning ,

Microsoft Certification & Training
Resources

.. msdr_

http://microsoft.com/technet http://microsoft.com/msdn
Resources for IT Professionals Resources for Developers .

oy

T

www.microsoftelearning.com

3 Microsoft E Learning Resources
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Questions

Donald E. Hester
CISSP, CISA, CAP, MCT, MCITP, MCTS, MCSE Security,
MCSA Security, MCDST, Security+, CTT+

Blog

www.LearnSecurity.org

LinkedIn
http://www.linkedin.com/in/donaldehester
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