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Agenda	  
•  Latest	  News	  
•  How	  do	  we	  defend	  from	  a	  cyber	  aQack	  
•  What	  is	  People,	  Process	  and	  Technology	  
•  How	  is	  content	  so	  cri?cal	  
•  How	  does	  Threat	  Intelligence	  contribute	  
•  Wassenaar	  Proposal	  	  
•  Recommenda?ons	  
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LATEST	  ACTIVITIES	  

3	  



2015	  Fall	  Conference	  –	  “CyberSizeIT”	  
November	  9	  –	  11,	  2015	  

	  

Latest “News” 

Update as needed 
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Latest	  Ac?vi?es	  
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SECURITY	  STRATEGY	  
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Security Architecture 
Firewall/ACL	   Intrusion	  

Detec?on	  
Deep	  Packet	  
Forensics	  

Network	   DDOS	  

NeYlow	  
Analysis	  

Backup	  

Patch	  Mgmt	  Vulnerabili?es	  

Server/App	  

Log	  Mgmt	   SDLC	  

An?-‐Virus	   Encryp?on	   GPG/PGP	  

Host	   Monitoring	  

FIM	  

NAC	   Scanner	  

Mail/Web	  Filter	   Scanner	  

IAM	   Central	  Storage	  
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Data Correlation is the Key 
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Enterprise Cyber Security Teams 
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24x7 Security Operations Center 
and Threat Research 

Monitor intrusion 
detection and 

vulnerability scan 
activity 

Search for Industry trends 
and deliver intelligence on 

lost or stolen data 

Collect data from 
OSINT and 

Underground 
Sources to deliver 
Intelligence and 

Content 

Identify and 
implement 

required policy 
changes 

Escalate incidents and 
provide guidance to the 

response team to quickly 
mitigate Incidents 

Monitor for Zero-
Day and New 
and Emerging 

attacks  

Cross product 
correlate data 
sources to find 

anomalies 



11/1/15	   11	  

CRISC 
    CGEIT 
         CISM 
              CISA 2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  

THREAT	  RESEARCH	  AND	  CONTENT	  
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Cyber Kill Chain 



Content 
alert	  tcp	  $HOME_NET	  any	  -‐>	  any	  any	  (msg:"Heartbleed	  Scan	  Detected	  -‐	  Heartbeat";	  
flow:to_server,established;	  content:"|00	  0f|";	  rawbytes;	  classtype:successful-‐recon-‐limited;	  sid:
4560000004;	  rev:1;)	  
alert	  tcp	  $HOME_NET	  any	  -‐>	  any	  any	  (msg:"Heartbleed	  Scan	  Detected	  -‐	  Metasploit	  -‐	  PaQern	  1";	  
flow:to_server,established;	  content:"|18	  03	  02	  00	  03	  01|";	  rawbytes;	  classtype:heartbleed-‐
informa?on-‐leak;	  sid:4560000005;	  rev:1;)	  

alert	  hQp	  $HOME_NET	  any	  -‐>	  $EXTERNAL_NET	  any	  (msg:"ET	  TROJAN	  Likely	  Fake	  An?virus	  
Download	  ws.exe";	  flow:established,to_server;	  content:"GET";	  hQp_method;	  content:"/install/
ws.exe";	  hQp_uri;	  nocase;	  reference:url,doc.emergingthreats.net/2010051;	  classtype:trojan-‐
ac?vity;	  sid:2010051;	  rev:4;)	  
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Next Generation Detection 

Joint	  Opera?ons	  Center	  
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Content	  
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Global Analysis 
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Threat Analysis - DDoS 
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Internet of Things 
The Threat Landscape Changes 
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The Landscape Changes Again 
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THREAT	  INTELLIGENCE	  
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Honeypot Findings  
•  Highest	  volume	  of	  aQacks	  

occurred	  in	  Europe	  
•  AQacks	  against	  Microsom	  DS	  

accounted	  for	  over	  51%	  of	  the	  
overall	  aQack	  vectors	  

•  Database	  services	  have	  been	  a	  
consistent	  target	  

•  14%	  of	  the	  malware	  loaded	  on	  the	  
Honeypots	  was	  considered	  
undetectable	  by	  AV	  

•  Underscores	  the	  importance	  of	  a	  
defense	  in	  depth	  strategy	  for	  the	  
need	  to	  secure	  your	  enterprise	  
and	  cloud	  infrastructure	  	  
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Sandboxing	  Technology	  
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Sandboxing	  Technology	  
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Open/Closed Source Intelligence 
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Monitoring the Social Media 
Accounts 
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Forums to Follow – Exploit.in 
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Partnering with other Researchers 



Threat to Threat Intelligence 
Wassenaar Proposal 
•  2013 Amendment 
•  Prevent the selling of surveillance technology to governments 

known to abuse human rights  
•  Surveillance technology includes 

-  Intrusion Detection Systems 
-  Zero Day exploits 

•  Punishment 
-  $250k fine 
-  Five years in prison 



Threat to Threat Intelligence 
Wassenaar Proposal – The 
Problem 

•  Read about the proposal 
•  Share it within your 

sphere of influence 
•  Make sure your legal 

team is informed 
•  Keep the conversation 

going 
•  Be specific about how 

this proposal will impact 
your ability to do your job 

•  Prevents information 
sharing of vulnerabilities 

•  Prevents us from knowing 
our enemy 

•  Prevents research 
sharing…even within the 
same organization 

•  Hackers gonna hack – so 
it really only impacts law 
abiding security 
professionals 

Wassenaar Proposal – The 
Fix 



Stay Informed of the Latest Research 

• Websites to follow 
• http://www.securityfocus.com 
• http://www.exploit-db.com 
• http://seclists.org/fulldisclosure/ 
• http://www.securitybloggersnetwork.com/ 
• http://cve.mitre.org/ 
• http://nvd.nist.gov/ 
• https://www.alertlogic.com/weekly-threat-report/ 
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Understand your Adversaries 

31 



2015	  Fall	  Conference	  –	  “CyberSizeIT”	  
November	  9	  –	  11,	  2015	  

	  

To Follow our Research 
•  TwiQer:	  

–  	  @AlertLogic	  
–  	  @StephenCoty	  
–  	  @_PaulFletcher	  
	  

•  Blog:	  
–   https://www.alertlogic.com/resources/blog 

•  Newsletter: 
–  hQps://www.alertlogic.com/weekly-‐threat-‐report/	  

•  Cloud	  Security	  Report	  
–  hQps://www.alertlogic.com/resources/cloud-‐security-‐report/	  

•  Zero	  Day	  Magazine	  
–  hQp://www.alertlogic.com/zerodaymagazine/	  


