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The Resurrection of GRC 
A story by Rick McElroy CISO ALLGRESS INC.  



About the Author..
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And then there was GRC.. 
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And then came...	
  



We retooled...	
  



And continue to lose...	
  



Obligatory Metrics Slide




A new chapter is written	
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GRC..The Next Chapter	
  





11/4/15	
   14	
  

CRISC 
    CGEIT 
         CISM 
              CISA 2013	
  Fall	
  Conference	
  –	
  “Sail	
  to	
  Success”	
  

THE	
  WORLD	
  OF	
  GRC	
  

14	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  GRC	
  

15	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

GRC	
  Defini;on	
  

Governance,	
  risk	
  management,	
  and	
  compliance	
  
or	
  GRC	
  is	
  the	
  umbrella	
  term	
  covering	
  an	
  
organiza;on's	
  approach	
  across	
  these	
  three	
  
areas:	
  Governance,	
  risk	
  management,	
  and	
  
compliance	
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3	
  Pillars	
  of	
  GRC	
  

Governance,	
  Risk	
  Management,	
  and	
  Compliance	
  (GRC)	
  
are	
  three	
  pillars	
  that	
  work	
  together	
  for	
  the	
  purpose	
  of	
  
assuring	
  that	
  an	
  organiza;on	
  meets	
  its	
  objec;ves.	
  ...	
  	
  
•  Governance	
  is	
  the	
  combina;on	
  of	
  processes	
  established	
  and	
  

executed	
  by	
  the	
  board	
  of	
  directors	
  that	
  are	
  reflected	
  in	
  the	
  
organiza;on's	
  structure	
  and	
  how	
  it	
  is	
  managed	
  and	
  led	
  
toward	
  achieving	
  goals.	
  	
  

•  Risk	
  management	
  is	
  predic;ng	
  and	
  managing	
  risks	
  that	
  could	
  
hinder	
  the	
  organiza;on	
  to	
  achieve	
  its	
  objec;ves.	
  	
  

•  Compliance	
  with	
  the	
  company's	
  policies	
  and	
  procedures,	
  laws	
  
and	
  regula;ons,	
  strong	
  and	
  efficient	
  governance	
  is	
  considered	
  
key	
  to	
  an	
  organiza;on's	
  success.	
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Typical	
  GRC	
  

GRC	
  is	
  a	
  discipline	
  that	
  aims	
  to	
  synchronize	
  
informa;on	
  and	
  ac;vity	
  across	
  governance,	
  risk	
  
management	
  and	
  compliance	
  in	
  order	
  to	
  operate	
  
more	
  efficiently,	
  enable	
  effec;ve	
  informa;on	
  
sharing,	
  more	
  effec;vely	
  report	
  ac;vi;es	
  and	
  avoid	
  
wasteful	
  overlaps.	
  Although	
  interpreted	
  differently	
  
in	
  various	
  organiza;ons,	
  GRC	
  typically	
  encompasses	
  
ac;vi;es	
  such	
  as	
  corporate	
  governance,	
  enterprise	
  
risk	
  management	
  (ERM)	
  and	
  corporate	
  compliance	
  
with	
  applicable	
  laws	
  and	
  regula;ons.	
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  Governance	
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ISO/IEC	
  38500	
  Governance	
  Model	
  

IT	
  is	
  governed	
  through	
  3	
  main	
  tasks	
  
•  Evaluate	
  the	
  current	
  and	
  future	
  use	
  of	
  IT.	
  
•  Direct	
  prepara;on	
  and	
  implementa;on	
  of	
  plans	
  and	
  

policies	
  to	
  ensure	
  that	
  use	
  of	
  IT	
  meets	
  business	
  
objec;ves.	
  

•  Monitor	
  conformance	
  to	
  policies,	
  and	
  performance	
  
against	
  the	
  plans	
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IT	
  Governance	
  Principles	
  
The	
  principles	
  of	
  ITG	
  –	
  according	
  to	
  ITGI,	
  1998	
  
•  Ensure	
  IT	
  is	
  aligned	
  with	
  the	
  business	
  –	
  focus	
  on	
  aligning	
  with	
  

the	
  business	
  and	
  collabora;ve	
  solu;ons	
  
•  Ensure	
  IT	
  delivers	
  value	
  to	
  the	
  business	
  –	
  concentra;ng	
  on	
  

op;mizing	
  expenses	
  and	
  proving	
  the	
  value	
  of	
  IT	
  
•  Ensure	
  IT	
  risk	
  is	
  managed	
  –	
  addressing	
  the	
  safeguard	
  of	
  IT	
  

assets,	
  disaster	
  recovery	
  and	
  con;nuity	
  of	
  opera;ons	
  	
  
•  Ensure	
  IT	
  resources	
  are	
  managed	
  –	
  realizing	
  the	
  op;mal	
  

investment	
  in,	
  and	
  proper	
  management	
  of,	
  cri;cal	
  IT	
  
resources	
  

•  Ensure	
  IT	
  performance	
  is	
  managed	
  –	
  tracking	
  and	
  monitoring	
  
strategy	
  implementa;on,	
  project	
  success,	
  resource	
  usage,	
  
process	
  performance	
  and	
  service	
  delivery	
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ITGI	
  -­‐	
  IT	
  Governance	
  Framework	
  

Provide 
Direction 

Compare 

IT Activities 
•  Increase automation 

(make the business 
effective) 

•  Decrease cost (make 
the enterprise efficient) 

• Manage risks (security, 
reliability and 
compliance 

Set Objectives 
•  IT is aligned with the 

business 
•  IT enables the business 

and maximizes benefits 
•  IT resources are used 

responsibly 
•  IT-related risks are 

managed appropriately 

Measure 
Performance 
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ITG	
  decisions	
  are	
  enabled	
  by	
  ITG	
  processes	
  

•  Integrated	
  Business	
  &	
  IT	
  Planning	
  
•  Architecture	
  Management	
  -­‐	
  Standards	
  &	
  Review	
  
•  IT	
  Investment	
  Assessment,	
  Priori;za;on,	
  Funding	
  &	
  Benefits	
  

Realiza;on	
  Accountability	
  (PPM)	
  
•  IT	
  Financial	
  &	
  Resource	
  Alloca;on	
  
•  Project	
  Execu;on	
  &	
  Decision-­‐making	
  
•  Emerging	
  Technology	
  Evalua;on	
  &	
  Adop;on	
  
•  Client	
  Rela;onship	
  Management	
  
•  Building	
  &	
  Maintaining	
  Applica;ons	
  &	
  Infrastructure	
  
•  Provisioning	
  of	
  IT	
  Services	
  
•  Strategic	
  Sourcing	
  Services	
  
•  Audit	
  &	
  Risk	
  Management	
  

The	
  other	
  half	
  of	
  the	
  Weill	
  and	
  Ross	
  
IT	
  governance	
  mechanisms	
  

IT	
  Principle	
  Decisions	
  
Clarifying	
  Enterprise	
  Objec;ves	
  for	
  IT	
  

IT	
  Architecture	
  
Decisions	
  

Business	
  Applica;on	
  
Decisions	
  

IT	
  Infrastructure	
  
Decisions	
   IT	
  Investment	
  and	
  

Priori;za;on	
  
Decisions	
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IT	
  governance	
  processes	
  

Audit	
  and	
  Risk	
  Management	
  
•  Risk	
  modeling	
  and	
  assessment	
  
•  Partner	
  with	
  IT	
  Audit	
  –	
  COBIT	
  
•  Security	
  
•  Compliance	
  
•  Policies	
  &	
  Standards	
  
•  Service	
  con;nuity	
  and	
  disaster	
  recovery	
  



2015	
  Fall	
  Conference	
  –	
  “CyberSizeIT”	
  
November	
  9	
  –	
  11,	
  2015	
  

	
  

What	
  is	
  GRC	
  to	
  you?	
  

•  How	
  do	
  you	
  define	
  it?	
  
•  Why	
  do	
  you	
  care?	
  
•  What	
  are	
  you	
  trying	
  to	
  accomplish?	
  
•  Who	
  else	
  cares?	
  
•  What	
  are	
  they	
  trying	
  to	
  accomplish?	
  
•  What	
  are	
  the	
  business	
  objec;ves?	
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