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Jeff	  Sanchez	  is	  a	  Managing	  Director	  in	  ProGviG's	  Los	  Angeles	  office.	  	  He	  joined	  ProGviG	  in	  
2002	  aXer	  spending	  10	  years	  with	  Arthur	  Andersen's	  Technology	  Risk	  ConsulGng	  pracGce.	  	  	  

Jeff	  has	  parGcipated	  in	  technical	  consulGng	  and	  audit	  projects	  primarily	  in	  the	  hospitality,	  
gaming,	  financial	  services	  and	  retail	  industries.	  	  Jeff	  leads	  ProGviG's	  global	  Data	  Security	  and	  
Privacy	  pracGce	  and	  is	  a	  subject-‐ma]er	  expert	  in	  the	  Payment	  Card	  Industry	  Data	  Security	  
Standard.	  	  For	  the	  last	  eight	  years,	  Jeff	  has	  concentrated	  on	  the	  design	  and	  implementaGon	  
of	  security	  and	  privacy	  soluGons.	  	  Jeff	  is	  a	  CIA,	  CISM,	  CISA,	  PA-‐QSA,	  CIPP/US	  and	  PMP.	  
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Large Data Breaches of the Decade 

Wyndham Hotels: Sued by the U.S. 
Federal Government after sensitive 
customer data, including credit card 
numbers and personal information, 
allegedly were stolen three times in 

less than two years. 

2008 

AOL: Data on more than 20 
million web inquiries, from 
more than 650,000 users, 

including shopping and 
banking data were posted 

publicly on a web site. 

2006 2005 

Google/other Silicon 
Valley companies: 
Stolen intellectual 

property 

2009 

Sony's PlayStation Network: 
77 million PlayStation 

Network accounts hacked; 
Sony is said to have lost 

millions while the site was 
down for a month. 

2011 

Monster.com: 
Confidential 

information of 1.3 
million job seekers 

stolen and used in a 
phishing scam. 

2007 

2013 

Target Credit and 
Debit Card data 

breach! 

CardSystems Solutions: 40 
million credit card accounts 
exposed.  CSS, one of the 
top payment processors 

for Visa, MasterCard, 
American Express is 
ultimately forced into 

acquisition 

"Some of the more obvious results of IS failures include reputational damage, 
placing the organization at a competitive disadvantage, and contractual 

noncompliance.  These impacts should not be underestimated."  
― The IIA Research Foundation 

Source:	  CNN,	  NBC,	  CSO	  Online	  
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Data Breach Statistics  

Source:	  Verizon	  

Significant	  
threat	  acGons	  
over	  Gme	  by	  
percentage.	  
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Profiling Threat Actors 

Source: Verizon 2013 Report 
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Layered Security Model 
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One Model 
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Persist	  
Undetected	  

Exfiltrate	  
Data	  

The	  a=ack	  can	  be	  disrupted	  at	  any	  point	  in	  the	  kill	  chain.	  	  Ideally,	  a	  company	  will	  have	  
controls	  at	  each	  point	  to	  create	  a	  defense	  in	  depth	  strategy.	  "Cyber	  kill	  chain"	  model	  
shows	  cyber	  a=acks	  can	  and	  do	  incorporate	  a	  broad	  range	  of	  malevolent	  ac0ons,	  from	  
spear	  phishing	  and	  espionage	  to	  malware	  and	  data	  exfiltra0on	  that	  may	  persist	  
undetected	  for	  an	  indefinite	  period.	  

Breach Kill Chain 

Ini>al	  A@ack	  
Vector	  

Establish	  
Foothold	  

Iden>fy	  
Interes>ng	  

Data	  

	  	  Distribute	  
Ongoing	  
Collec>on	  
Malware	  

Breach	  Kill	  Chain	  
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Layered Controls Using Breach Kill Chain 
Phase	  /	  Phase	  Name	  

1	   2	   3	   4	   5	   6	  

Control Initial Attack 
Vector 

Establish 
Foothold 

Identify  
Interesting Data 

Distribute 
Malware / Make 

Persistent 
Exfiltrate  

Data 
Persist 

Undetected 

AnG-‐Malware	  and	  Malware	  DetecGon	   X	   X	   X	   X	  
ApplicaGon	  WhitelisGng	   X	   X	  
ApplicaGon	  Security	   X	  
Awareness	  Training	   X	   X	  
Change	  Management	  Procedures	   X	  
Data	  EncrypGon	  Techniques	   X	  
Data	  Loss	  PrevenGon	  Techniques	   X	   X	  
Data	  ReducGon	  Techniques	   X	  
Endpoint	  RestricGons	  (disable	  removable	  media)	   X	   X	  
File	  Integrity	  Monitoring	   X	   X	   X	  
Internet	  Perimeter	  Controls	   X	   X	  
Log	  Review	  and	  Monitoring	   X	   X	  
Mobile	  Device	  Security	   X	  
MulG-‐Factor	  AuthenGcaGon	   X	   X	  
Network	  Access	  Control	   X	  
Network	  SegmentaGon	   X	   X	   X	  
Outbound	  Traffic	  RestricGons	  &	  Filtering	   X	   X	   X	   X	   X	  
Privileged	  Account	  Management	   X	   X	   X	  
System	  Hardening	  &	  Secure	  Build	  Procedures	   X	   X	   X	  
Third	  Party	  Access	  Controls	   X	  
User	  Account	  Security	   X	  
Vulnerability	  Management/Patching	   X	   X	   X	  
Wireless	  Controls	   X	   X	  
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Australian Signals Directorate Top 4 
 

Mitigation strategy 
User 

Resistance 

Upfront Cost 
(Staff, 

Equipment, 
Technical 

Complexity) 

Maintenance 
Cost  

(Mainly 
Staff)  

Helps 
Detect 

Intrusions  

Helps Mitigate 
Intrusion  

Stage 1: Code 
Execution 

Helps Mitigate 
Intrusion  
Stage 2: 
Network 

Propagation 

Helps Mitigate 
Intrusion  

Stage 3: Data 
Exfiltration 

ApplicaGon	  whitelisGng	  of	  permi]ed/	  
trusted	  programs	  to	  prevent	  execuGon	  of	  
malicious	  or	  unapproved	  programs	  
including	  DLL	  files,	  scripts	  and	  installers.	  

Medium	   High	   Medium	   Yes	   Yes	   Yes	   Yes	  

Patch	  applicaGons	  (e.g.,	  Java,	  PDF	  viewers,	  
Flash,	  web	  browsers	  and	  MicrosoX	  Office).	  
Patch	  or	  miGgate	  systems	  with	  'extreme	  
risk'	  vulnerabiliGes	  within	  two	  days.	  Use	  
the	  latest	  version	  of	  applicaGons.	  

Low	   High	   High	   No	   Yes	   Possible	   No	  

Patch	  operaGng	  system	  vulnerabiliGes.	  
Patch	  or	  miGgate	  systems	  with	  'extreme	  
risk'	  vulnerabiliGes	  within	  two	  days.	  Use	  
the	  latest	  suitable	  operaGng	  system.	  Avoid	  
Windows	  XP.	  	  

Low	   Medium	   Medium	   No	   Yes	   Possible	   No	  

Restrict	  administraGve	  privileges	  to	  
operaGng	  systems	  and	  applicaGons	  based	  
on	  user	  duGes.	  Such	  users	  should	  use	  a	  
separate	  unprivileged	  account	  for	  email	  
and	  web	  browsing.	  	  

Medium	   Medium	   Low	   No	   Possible	   Yes	   No	  
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Audit Report Presentation 
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NIST Cyber Security Framework 
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NIST Cyber Security Framework 
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Ques>ons	  
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