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 Changing Landscape 

 

 Case of Efficient Services Escrow Group 

 

 Six key questions every business should ask its Bank 

 

 Other essential steps to prevent cybercrime 

Agenda 



 Understand how fraudsters have adapted methods of conducting 

financial fraud 

 

 Understand the changing landscape of cybercrimes 

 

 Learn tips and best practices to reduce exposure 

 

 Understand basic security questions important to both banking 

and business operations 

 

 

Learning Objectives 
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Connectivity and Cybercrime 

 Cyber security attacks are now publicly recognized as a growing threat 

affecting business and national security interests alike 

 

 Between 2005 and 2012, references to cybercrime in the media have 

increased by up to 600%  
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Connectivity and Cybercrime 

– In 2012, 556 million adults worldwide experienced 

some form of cybercrime 

Sources: United Nations Office on Drugs and Crime, Comprehensive Study on Cybercrime (February 2013); Symantec Internet Security Threat Report 2013  
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Masquerading – Wire & ACH Fraud 

What is it and how does the scam work? 
 

 Involves the takeover of a C-Level executive’s email account, usually 

through a network attack 
o Spear-phishing, take over of legitimate email, and creation of similar address 

made to appear legitimate 

 

 

 Attacks are waged against the bank's commercial customers, not the 

bank itself 

 

 

 Once “inside”, fraudsters urgently request employees to transfer funds for 

seemingly legitimate business purposes 

 

 

 The funds ultimately end up in a bogus account set up by the fraudster(s)  
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How Cybercrime Impacts Business 

Source: Symantec Corporation Internet Security Report 2013 
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“Small Businesses Are the Path of Least Resistance for Attackers” 

– In 2012, half of all targeted online attacks were aimed at 

businesses with fewer than 2,500 staff 

– 31% of all attacks targeted small businesses with fewer than 250 

employees, up from 18% from 2011. 

Source: Symantec Internet Security Threat Report 2013; “Putting Cyber Threats on To-Do Lists at Small Firms,” Bloomberg Businessweek, March 21, 2013.  

How Cybercrime Impacts Business 
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Source: Krebs on Security; “$1.5 million Cyberheist Ruins Escrow Firm,” http://krebsonsecurity.com/2013/08/1-5-million-cyberheist-ruins-escrow-firm/, August 7, 2013.  

Dec 2012 

Jan 24, 2013 

Jan 30, 2013 

$432,215 

$1.1M 

A suspected trojan allowed hackers access to Efficient Services Escrow 

Group’s computers. The hackers remotely initiated wire transfers to Russia 

and China on three separate occasions totaling $1.5 million.  

The Case of Efficient Services Escrow Group 

//upload.wikimedia.org/wikipedia/commons/a/af/Russia_China_Locator.png
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Efficient Services Escrow recovered only half of the funds and, in 

March 2013, the firm was shut down by the California Department of 

Corporations. 

While the downfall of Efficient Services Escrow may have been due 

to its own shortcomings, the case sheds light on inadequacies of its 

Bank’s security. 

 

Source: Krebs on Security; “$1.5 million Cyberheist Ruins Escrow Firm,” http://krebsonsecurity.com/2013/08/1-5-million-cyberheist-ruins-escrow-firm/, August 7, 2013.  

The Case of Efficient Services Escrow Group 
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What are six key security questions any 

business should ask its bank? 
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A bank’s back-office behavior monitoring controls are not always visible 

to customers but they help protect businesses from loss every day 

Monitor 

• Bank monitors transaction and user 
behavior to understand “typical” behavior 

Notify 

• Unusual behavior/events trigger suspicious 
activity reports (SARs) to Bank security 

Protect 

• Bank takes action to prevent loss – may 
suspend account, hold transactions, notify 
customers, etc. 
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Does your bank use behavior monitoring tools? 
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A comprehensive suite of fraud-related products and features is 

essential to safeguarding against payments fraud 

Check & ACH 
positive pay 

ACH Block & 
filter 

Account 
Reconciliation 

Robust User 
Management 

Dual control 
for ACH and 

wires 

Activity & Trxn 
Notifications 

Does your bank offer fraud-prevention products? 

https://www.google.com/url?q=http://www.iconarchive.com/show/i-love-icons-by-svengraph/Lock-icon.html&sa=U&ei=nxYiU9ihOonhoASJ2ICICA&ved=0CC8Q9QEwAQ&usg=AFQjCNEboNDggrVJgIXqpAjwHDD9EAIXXA
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Education and training are also key to generating awareness and 

compliance to fraud-preventing measures. 

– Fraud videos 

– Info security magazine 

– Employee training 

– Security best practices 

Does your Bank offer fraud education? 



2014 Fall Conference - "Think Big" 16 

– Every minute, 232 computers are infected by malware 

– Zeus is the top financial malware, responsible for around 80% of all attacks 

against financial institutions today and causing over $1 billion in global 

losses in the last five years 

– Hackers used a trojan to send wires from Efficient Services Escrow’s account, 

but there are other ways fraudsters can use malware to steal money: 

Source: RSA 2012 Cybercrime Trends Report 

Malware Captures 

check images in a 

compromised account 

Counterfeit checks are 

created using specialized 

paper and ink 

Counterfeit checks are 

typically presented in 

retail stores 

Does your bank offer malware protection? 
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A second level of authentication 

via a different network adds a 

layer of security  

Does your Bank provide out-of-band authentication? 
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Businesses that deal in cash may have their employees handling and 

transporting large amounts of cash unprotected. 

 

 

 

 

 

 

 

A Bank may provide a cash vault and armored car services to mitigate 

exposure to employees. 

Does your Bank help protect your employees? 

https://www.google.com/url?q=http://www.featurepics.com/online/Armored-Car-2176188.aspx&sa=U&ei=IxgiU76IMI2AogSY7IDAAw&ved=0CDUQ9QEwBA&usg=AFQjCNEz0RrTmtH-K3LEhiurpP4jwGVViQ
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What else your business should be doing: 

– Use malware detection tools 

– Keep user name and password secure (no sharing) 

– Require strong passwords (mixed case, letters, numbers and special 

characters, at least 10, no dictionary words even spelled backwards) that 

differ for each website and must be changed periodically 

– Limit user access and rights 

– Verify secure session (“https”) in browser for all online banking 

– Avoid login features that save username and password 

• Use 2 factor email authentication = http://blog.bankofthewest.com   

Essential Steps to Prevent Cybercrime 

http://blog.bankofthewest.com/


2014 Fall Conference - "Think Big" 20 

What else your business should be doing: 

– Install a dedicated, actively managed firewall 

– Use a regular operating system and key application security patches 

– Initiate ACH and wires under dual control 

– Ensure anti-virus and security software and mechanisms for all computer 

workstations and laptops used for online banking and payments are robust 

and up-to-date 

– Restrict functions for computer workstations and laptops that are used for 

online banking and payments 

– Monitor and reconcile accounts daily 

Essential Steps to Prevent Cybercrime 
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Questions? 
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CYBERCRIME - What your Bank should be doing to Protect your 

Business 

Cyber security attacks are now publicly recognized as a growing threat 

affecting business and national security interests alike. Up to half of all 

attacks target small to medium sized businesses.  What are six key 

security questions any business should ask its bank? What steps should 

each small business be taking to prevent being the victim of 

Cybercrime? The answers may affect your business’s ability to survive a 

cyber-attack.   

 

Summary 


