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Core	  Competencies	  –	  C23	  

Effec@ve	  Segrega@on	  of	  Du@es	  
(SOD)	  in	  ERPs	  



Learning	  Objec@ves	  
•  Understand	  what	  is	  SOD	  (Segrega@on	  Of	  Du@es)?	  
•  Understand	  the	  role	  SODs	  within	  ERPs	  (Enterprise	  

Resource	  Planning)	  applica@ons.	  
•  Discuss	  approaches	  to	  security	  and	  segrega@on	  of	  

du@es	  analysis	  
•  Understand	  different	  audit	  op@ons	  /	  	  
	  	  	  	  	  techniques	  	  
•  Q	  &	  A	  
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What	  is	  SOD?	  



What	  is	  SOD?	  
The	  Ins(tute	  of	  Internal	  Auditors	  defines	  Segrega(on	  of	  Du(es	  says:	  
“A	  fundamental	  element	  of	  internal	  control	  is	  the	  segrega@on	  of	  certain	  key	  
du@es.	  The	  basic	  idea	  underlying	  SOD	  is	  that	  no	  em-‐ployee	  or	  group	  of	  
employees	  should	  be	  in	  a	  posi@on	  both	  to	  perpetrate	  and	  to	  conceal	  errors	  or	  
fraud	  in	  the	  normal	  course	  of	  their	  du@es.	  In	  general,	  the	  principal	  
incompa@ble	  du@es	  to	  be	  segre-‐gated	  are:	  

–  Custody	  of	  assets.	  
–  Authoriza@on	  or	  approval	  of	  related	  trans-‐ac@ons	  affec@ng	  those	  assets.	  
–  Recording	  or	  repor@ng	  of	  related	  transac-‐@ons.	  

Tradi@onal	  systems	  of	  internal	  control	  rely	  on	  assigning	  certain	  
responsibili@es	  to	  different	  individuals	  or	  segrega@ng	  incompa@ble	  func@ons.	  
The	  general	  premise	  of	  SOD	  is	  to	  prevent	  one	  person	  from	  having	  both	  access	  
to	  assets	  and	  responsibility	  for	  maintaining	  the	  accountability	  of	  those	  
assets.”	  
	  
hbps://iaonline.theiia.org/simplifying-‐segrega@on-‐of-‐du@es	  	  
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What	  is	  SOD?(Cont.)	  
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What must be segregated? The four main 
components: 

 Record Keeping 
The process of creating and 
maintaining records of  revenues, 
expenditures, inventories, and 
personnel transactions. 

Custody of Assets 
Having access to or control over 
any physical asset such as cash, 
checks, equipment, supplies, or 

materials. 

Authorization 
The process of reviewing and 
approving transactions. 

Reconciliation 
Verifying the processing or recording 
of transactions to ensure that all 
transactions are valid, properly 
authorized, and properly recorded on 
a timely basis.  



Understanding	  SOD’s	  Role	  



What	  is	  SOD?(Cont.)	  

Why	  Segregate	  Du(es?	  
Key	  factor	  that	  for	  the	  existence	  of	  Segrega@on	  
of	  Du@es	  to	  provide	  assurance	  that	  transac@ons	  
are:	  

ü Valid	  
ü Reported	  Accurately	  
ü Comply	  with	  rules	  and	  regula@ons	  
ü In	  accordance	  with	  organiza@ons	  objec@ves	  
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Segrega@on	  of	  Du@es	  in	  ERP	  
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Approval 
Hieararchy

Roles and 
Responsibilities

Organizations

General Ledger 
Security

Business Units / 
Sets of Books

Accounting 
Transactions

Custom Code

Segregation of Duties in ERP applications 
can be a multi-dimensional challenge. ERP 
application security should be understood 
from the different layers to assess the full 
nature of segregation of duties 
weaknesses. 



Audit	  Humor	  (EVERYONE	  LAUGH!)	  
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Evalua@ng	  Your	  SOD	  
Types	  of	  risks	  in	  ERP’s	  caused	  by	  SOD	  issues	  	  
•  Excess	  Access-‐	  a	  user	  having	  two	  or	  more	  business	  	  
processes	  that	  could	  result	  in	  compromise	  of	  the	  
integrity	  of	  the	  process,	  data	  or	  allow	  that	  person	  to	  
commit	  fraud	  

•  Access	  to	  sensi(ve	  func(ons	  –	  a	  user	  having	  access	  to	  
a	  func@on	  that,	  in	  and	  of	  itself,	  has	  risk	  

•  Access	  to	  sensi(ve	  data	  –	  a	  user	  having	  access	  to	  
sensi@ve	  data	  	  such	  as	  employee	  iden@fica@on	  number	  
(US=	  SSN),	  home	  addresses,	  credit	  card,	  bank	  account	  
informa@on,	  plus	  data	  unique	  to	  an	  organiza@on–	  
customers,	  BOMs,	  rou@ngs…	  
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An	  Approach	  to	  Evalua@ng	  SOD	  

•  Create	  a	  Policy	  
•  Iden@fy	  the	  core	  tasks	  performed	  at	  your	  
company	  

•  Iden@fy	  incompa@bili@es	  
•  Create	  /	  Edit	  user	  roles	  to	  remove	  conflicts	  
•  Test	  revisions	  
•  Deploy	  revisions	  
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Maintaining	  SOD	  

Preven@on	  	  
– Business	  Process	  Owners	  work	  in	  conjunc@on	  with	  
I.T.	  seqng	  up	  new	  user	  roles	  

Detec@on	  
–  Internal	  audit	  
– Periodic	  evalua@on	  and	  monitoring	  
– Automated	  ERP	  system	  tools	  
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Specific	  examples	  of	  segrega(on	  of	  du(es	  are	  as	  follows:	  
•  The	  person	  who	  requisi@ons	  the	  purchase	  of	  goods	  or	  services	  should	  not	  be	  the	  person	  who	  approves	  the	  

purchase.	  
•  The	  person	  who	  approves	  the	  purchase	  of	  goods	  or	  services	  should	  not	  be	  the	  person	  who	  reconciles	  the	  

monthly	  financial	  reports.	  
•  The	  person	  who	  approves	  the	  purchase	  of	  goods	  or	  services	  should	  not	  be	  able	  to	  obtain	  custody	  of	  checks.	  
•  The	  person	  who	  maintains	  and	  reconciles	  the	  accoun@ng	  records	  should	  not	  be	  able	  to	  obtain	  custody	  of	  

checks.	  
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SOD	  Considera@ons	  In	  AP	  Process	  
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Ques@on?	  

How	  many	  organiza@ons	  
have	  appropriate	  

segrega@on	  of	  du@es	  in	  
their	  ERP	  applica@on?	  
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Answer:	  

Almost	  
NONE	  
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Challenges	  in	  Audi@ng	  ERP	  Security	  
•  The	  complexity	  of	  ERP	  systems	  leads	  to	  security	  
vulnerabili@es.	  

•  There	  is	  a	  shortage	  of	  staff	  members	  trained	  in	  ERP	  
security.	  
–  Able	  to	  interpret	  security	  permissions	  (“What	  does	  
Qx14r22	  grant	  access	  to?”)	  

– With	  a	  knowledge	  of	  business	  processes	  and	  needs	  
•  Implementers	  commonly	  pay	  inadequate	  aben@on	  to	  
ERP	  security	  during	  deployment	  (at	  the	  hiring	  
companies’	  request).	  

•  ERP	  customiza@ons	  osen	  inhibit	  the	  development	  of	  
standardized	  security	  solu@ons.	  
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The	  SOD	  Road	  Map	  
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Business	  Defini(on	  -‐	  The	  objec@ve	  of	  this	  phase	  is	  to	  gain	  an	  understanding	  of	  the	  scope	  of	  sensi@ve	  
transac@ons	  and	  conflicts	  that	  drive	  the	  company’s	  key	  business	  processes.	  These	  are	  the	  transac@ons	  
that	  pose	  the	  greatest	  fraud	  risk	  to	  the	  organiza@on	  should	  someone	  possess	  excessive	  access.	  	  
	  
Technical	  Defini(on	  -‐	  The	  technical	  defini@on	  uses	  the	  completed	  conflict	  matrix	  as	  
a	  tool	  to	  help	  answer	  the	  ques@on	  
	  
Tes(ng	  -‐	  Draws	  on	  data	  from	  the	  business	  defini@on	  and	  technical	  defini@on	  phases	  to	  produce	  an	  
analysis	  of	  users	  with	  SOD	  conflicts.	  
	  



The	  SOD	  Road	  Map	  (CONT)	  
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Mi(ga(on	  -‐	  examines	  each	  of	  the	  iden@fied	  SOD	  conflicts	  and	  asks,	  “Which	  effec@ve	  financial	  controls	  
(generally	  evidenced	  via	  tes@ng	  documenta@on	  as	  part	  of	  a	  Sarbanes-‐Oxley	  ini@a@ve)	  can	  be	  cited	  to	  
demonstrate	  that	  the	  residual	  risk	  of	  a	  par@cular	  SOD	  conflict	  does	  not	  pose	  a	  financially	  significant	  
threat	  to	  the	  business?”	  	  
	  
Remedia(on	  -‐	  Permanent	  correc@on	  of	  SOD	  conflicts.	  



MORE	  AUDIT	  HUMOR	  (AUDIENCE	  
SHOULD	  BE	  LAUGHING)	  
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SOD	  MATRIX	  SAMPLE	  
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Things	  To	  Remember	  

•  Segrega@on	  of	  Du@es	  helps	  prevent	  fraud	  and	  errors	  
•  Companies	  should	  iden@fy	  their	  SOD	  risks	  and	  controls	  
•  A	  process	  is	  needed	  to	  correct	  ineffec@ve	  SOD	  
•  Maintaining	  effec@ve	  SOD	  requires	  processes	  and	  tools	  
•  Management	  is	  always	  surprised	  about	  current	  access	  
•  Without	  performing	  an	  analysis,	  SOD	  issues	  are	  
apparent	  aser	  something	  bad	  occurs	  
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Q	  &	  A	  	  
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ArmaninoLLP	  Cer(fied	  Public	  Accountants	  &	  Consultants	  
Steve	  Shofner 	  office:	  	  925.790.2879 	  mobile:	  	  510.681.6638	  	  	  	  	  	  	  email:	  steve.shofner@amllp.com	  
	  Junior	  DeAlba 	  	  office:	  	  925.790.2719 	  	  mobile:	  	  510.314.9306 	  email:	  	  Junior.DeAlba@amllp.com	  	  

	  
	  	  
	  

Participants will receive an email within 3 business days with 
access to their certificate of completion.  


