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Core	  Competencies	  –	  C11	  

New	  PCI	  DSS	  Version	  3.0:	  Can	  it	  
Reduce	  Breaches?	  



SISA	  Informa2on	  Security	  	  
Formal	  Risk	  Assessment	  Specialists	  
	  
•  Authors	  of	  PCI	  Risk	  Assessment	  Guidance	  Document	  
•  PCI	  Qualified	  Security	  Assessor	  (PCI	  QSA)	  
•  Payment	  Applica2on	  Qualified	  Security	  Assessor	  (PAQSA)	  
•  Point	  to	  Point	  Encryp2on	  Encryp2on	  (P2PE	  QSA)	  
•  Payment	  Forensics	  Inves2gator	  (PFI)	  
•  Securing	  organiza2ons	  in	  over	  30	  countries	  
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www.sisainfosec.com	  	  



•  Lead	  and	  Proposer	  for	  the	  PCI	  Risk	  Assessment	  
Guidance	  Document	  

•  Amongst	  the	  first	  PCI	  Qualified	  Security	  Assessors	  of	  
the	  PCI	  Council	  

•  OCTAVE	  Authorized	  Trainer	  from	  SoYware	  
Engineering	  Ins2tute,	  Carnegie	  Mellon	  University	  	  
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Session	  Objec2ve	  
•  Payment	  Card	  Industry	  Ecosystem	  

•  Frauds/Breaches	  

•  Understand	  the	  PCI	  DSS	  Version	  3.0	  

•  Solu2on	  to	  Breaches	  –	  PCI	  DSS	  Formal	  Risk	  Assessment	  

Mode:	  Interac2ve	  (so	  please	  ask	  feel	  free	  to	  ask	  ques2ons	  as	  I	  speak)	  



PAYMENT	  CARD	  INDUSTRY	  (PCI)	  
ECOSYSTEM	  



NUMBER	  OF	  CARD	  TRANSACTIONS	  –	  10,000	  TRANSACTIONS	  
PER	  SECOND	  

Some	  Facts	  

NUMBER	  OF	  NON	  CASH	  PAYMENTS	  IN	  2013	  –	  333	  BILLION	  
CARD	  PAYMENTS	  –	  181	  BILLION	  

IF	  EACH	  OF	  THE	  7	  BILLION	  ON	  THE	  PLANET	  HAD	  A	  CARD	  
THEY	  WOULD	  HAVE	  USED	  IT	  ATLEAST	  19	  TIMES	  



The	  Protagonist	  	  
Primary	  Account	  
Number	  PAN	  

EMV	  CHIP	  

HOLOGRAM	  

CARDHOLDER	  NAME	  

EXPIRY	  DATE	  

PAYMENT	  BRAND	  
LOGO	  



TRACK	  and	  CHIP	  
•  Track	  1	  Data	  

•  Track	  2	  Data	  

Only	  Track	  2	  is	  used	  for	  financial	  

transac2ons	  

•  Added	  Security	  Measures	  	  

•  Whole	  lot	  of	  banking	  features	  	  



The	  Who	  is	  Who	  
PAYMENT	  BRANDS	  

BANKS	  

MERCHANTS	  

SERVICE	  PROVIDERS	  



Transac2ons	  –	  Card	  Present	  

ACQUIRER	  
+	  

SERVICE	  
PROVIDER	  

CUSTOMER	   MERCHANT	  

ISSUER	  
+	  

SERVICE	  
PROVIDER	  



Transac2ons	  –	  Card	  Not	  Present	  

CUSTOMER	  

MERCHANT	  

GATEWAY	  

ACQUIRER	  
+	  

SERVICE	  
PROVIDER	  

ISSUER	  
+	  

SERVICE	  
PROVIDER	  



TOP	  INHIBITIONS	  FOR	  USING	  
CARDS	  



Payment	  Card	  Fraud	  Evolu2on	  

1983	   	  Re-‐embossed	  counterfeit	  fraud	  

1988	   	  Re-‐encoded	  counterfeit	  fraud	  

1989	   	  Card	  not	  present	  fraud/	  fraud	  applica2ons	  

1991	   	  Never	  received	  issued	  fraud	  

1992	   	  Merchant	  fraud	  

1994	   	  Iden2ty	  TheY	  

2000	   	  Skimmed	  counterfeit	  

2002	   	  Communica2ons	  intercep2on	  

2007	   	  Wireless/	  Chip	  sniffing	  and	  card	  counterfeit/	  Fake	  terminals	  

2010-‐14 	  Server	  Hacking/Malware/Memory	  Scrapping	  



Today’s	  Risks	  



What	  is	  at	  Stake	  
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PAYMENT	  CARD	  INDUSTRY	  DATA	  SECUIRTY	  
STANDARD	  (PCI	  –DSS)	  VERSION	  3.0	  



Do	  I	  need	  PCI	  DSS?	  
PCI-‐DSS	  Compliance	  applies	  to	  any	  en2ty	  that	  	  
•  Stores	  Card	  Holder	  Data	  
•  Processes	  Card	  Holder	  Data	  
•  Transmits	  Card	  Holder	  Data	  

Account	  Data	  consists	  of	  cardholder	  data	  and	  sensi2ve	  authen2ca2on	  data	  	  	  	  	  

•  EnNNes	  include,	  but	  not	  limited	  to:	  
•  Merchants	  	  
•  Acquirers	  
•  Issuers	  	  
•  Service	  Providers	  
•  Trusted	  Third	  ParNes	  
	  



3	  YEAR	  LIFE	  CYCLE	  



Feedback	  on	  v2.0	  



The	  most	  important	  slide	  



Clarifica2on	  on	  requirements	  



12	  requirements	  -‐	  What's	  
New!	  

•  Clarity	  and	  explana2on	  of	  requirements	  

•  More	  elaborate	  tes2ng	  procedures	  for	  Assessors	  

•  Updated	  sec2on	  to	  focus	  on	  assessment	  process	  rather	  than	  

documenta2on.	  	  

•  Focus	  is	  on	  Security	  and	  not	  Just	  Compliance	  –	  through	  formal	  risk	  

assessment	  	  



Scoping	  Segmenta2on	  and	  
Sampling	  

•  Scope	  -‐	  Any	  system	  component	  or	  device	  located	  

within	  or	  connected	  to	  the	  Cardholder	  Data	  

Environment.	  

•  SegmentaNon	  -‐	  Segmenta2on	  is	  not	  filtering	  

based	  on	  router/switch	  rules.	  It	  is	  actual	  isola2on	  	  

•  Sampling	  –	  Emphasis	  on	  ‘Representa2ve	  

Sampling’	  



SOLUTION	  for	  BREACHES	  –	  	  
PCI	  FORMAL	  RISK	  ASSESSSMENT	  	  

(12.2	  OF	  PCI	  VERSION	  3.0)	  



PCI-‐DSS	  Cer2fica2on	  
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Assessment	   Remedia2on	   Cer2fica2on	  

Scoping	  
PCI	  Risk	  Assessment	  
Gap	  Analysis	  

Mi2ga2on	  
Milestone	  Reviews	  

Audit	  
Report	  on	  Compliance	  
Cer2ficate	  of	  Compliance	  



Formal	  Risk	  Assessment	  

•  Risk	  Assessment	  is	  a	  process	  of	  iden2fying	  all	  threats	  and	  

vulnerabili2es	  that	  affect	  the	  Cardholder	  Data	  Environment	  (CDE)	  

•  Risk	  Assessment	  is	  mandatory	  as	  per	  Requirement	  12.2	  

•  Approved	  methodologies	  include	  ISO	  27005,	  OCTAVE,	  NIST	  SP	  

800-‐30	  

•  You	  need	  to	  iden2fy	  all	  possible	  risk	  scenarios	  	  that	  affect	  the	  CDE.	  

•  Take	  is	  Business	  As	  Usual	  ac2vity	  and	  not	  a	  one	  2me	  measure	  
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Plan	  a	  Formal	  PCI	  Risk	  
Assessment	  

•  Asset	  is	  Cardholder	  data	  and	  systems	  components	  in	  CDE	  (cardholder	  data	  
environment)	  

•  Account	  Data	  iden2fica2on	  
o  Cardholder	  data	  scanner	  
o  Dataflow	  Diagram	  
o  Iden2fy	  all	  payment	  channels	  
o  Account	  Data	  Matrix	  

•  Scoping	  and	  Network	  Segmenta2on	  
•  Iden2fy	  all	  the	  Risk	  Scenario	  which	  can	  impact	  confiden2ality	  of	  the	  

cardholder	  data	  and	  CDE	  
•  Address	  the	  RISKs:	  4T’s	  (Treat,	  Tolerate,	  Transfer	  and	  Terminate)	  
•  Document/Report	  
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Scope	  

§  Physical	  LocaNon	  –	  building,	  
room,	  etc.	  

§  Data	  Center	  
§  Business	  Process	  
§  Business	  Division	  Risk	  Profiling	  

Threat	  

VulnerabiliNes	  

Scope	  

Asset	  

Results	  
DocumentaNon	  

Risk	  Treatment	  Plan	  



Asset	  

Risk	  Profiling	  

Threat	  

VulnerabiliNes	  

Scope	  

Asset	  

Results	  
DocumentaNon	  

Risk	  Treatment	  Plan	  

•  Cardholder	  Data	  
•  SensiNve	  AuthenNcaNon	  Data	  
•  Business	  Processes	  
•  InteracNve	  Voice	  Response	  
•  Web	  Payments	  (Merchants)	  
•  Customer	  Services	  –	  Call	  Centers	  

•  Asset	  is	  measured	  in	  terms	  of	  Asset	  
Value	  



Threat	  

Risk	  Profiling	  

Threat	  

VulnerabiliNes	  

Scope	  

Asset	  

Results	  
DocumentaNon	  

Risk	  Treatment	  Plan	  

•  Threat	  is	  an	  actor	  which	  can	  
potenNally	  harm	  the	  asset.	  The	  
threat	  can	  be	  accidental	  or	  
deliberate.	  

•  Threat	  is	  measured	  in	  terms	  of	  
Likelihood	  of	  Threat	  (LHOT)	  



Vulnerability	  

Risk	  Profiling	  

Threat	  

VulnerabiliNes	  

Scope	  

Asset	  

Results	  
DocumentaNon	  

Risk	  Treatment	  Plan	  

•  How	  a	  weakness	  in	  technology	  or	  
organizaNonal	  process	  can	  be	  
exploited	  by	  a	  threat.	  

	  
•  Vulnerability	  is	  measured	  as	  Level	  of	  
Vulnerability	  (LOV)	  



Risk	  profiling	  

Risk	  Profiling	  

Threat	  

VulnerabiliNes	  

Scope	  

Asset	  

Results	  
DocumentaNon	  

Risk	  Treatment	  Plan	  

Measure	  of	  Risk	  =	  f(	  Asset	  Value,	  LHOT,	  LOV)	  
Calculated	  aYer	  taking	  Risk	  Evalua2on	  and	  Risk	  
Acceptance	  Criteria	  into	  account	  
Exis2ng	  Controls	  

	  
Revised	  Measure	  of	  Risk	  =	  Risk	  Score	  aaer	  
Applying	  New	  Controls	  

Measured	  in	  terms	  of	  Measure	  of	  Risk	  (MOR)	  and	  
Revised	  Measure	  of	  Risk	  (RMOR)	  



Sample	  Risk	  Evalua2on	  Criteria	  



Risk	  Treatment	  Plan	  

Risk	  Profiling	  

Threat	  

VulnerabiliNes	  

Scope	  

Asset	  

Results	  
DocumentaNon	  

Risk	  Treatment	  Plan	  

•  Treat/Tolerate/Terminate/
Transfer	  

•  Take	  AcNon	  if	  Treat/Transfer	  

•  Take	  Approval	  if	  Tolerate/
Terminate	  

Note:	  PCI	  requirements	  are	  minimum	  set	  of	  
requirements.	  Any	  risk	  treatment	  cannot	  go	  
below	  what	  is	  prescribed	  by	  PCI	  DSS.	  



Risk	  Assessment	  Report	  

Risk	  Profiling	  

Threat	  

VulnerabiliNes	  

Scope	  

Asset	  

Results	  
DocumentaNon	  

Risk	  Treatment	  Plan	  

•  Document	  A-‐T-‐V	  Combina2on	  with	  the	  
associated	  Risk	  

•  	  Calcula2on	  of	  Risk	  

•  	  RTP	  	  

•  	  Ac2on	  Taken	  



•  Company	  Background	  –	  Wise	  Bank	  
•  PCI	  Related	  Environment	  –	  Payment	  
Channels	  include:	  

i.  Online	  store	  
ii.  Retail	  outlets	  
iii.  Self	  service	  kiosks	  
iv.  Payments	  over	  mobile	  
v.  Drop	  Boxes	  
vi.  Call	  Center	  

	  

Case	  Study	  

smart-‐ra.com	  



Example	  for	  	  ‘A-‐T-‐V’	  
Asset	  Name	   Threats	   VulnerabiliNes	   Risk	  

Online	  Payment	  
Process	  
	  
SupporNng	  Assets:	  
Apache	  Web	  
Server	  
EOS	  App	  Server	  
Oracle	  10G	  DB	  
	  

Insider	  Sniffing	  the	  
traffic	  
	  
Threat	  Proper2es	  
Insider	  –	  Deliberate	  
	  
LHOT:	  High	  
	  

App	  Server	  to	  
Database	  Server	  in	  
clear.	  
	  
	  
	  
LOV:	  Medium	  

High	  
	  
	  
	  
	  
	  
High	  

RTP	   AcNon	  

Treat	   Encrypt	  traffic	  from	  App	  Server	  to	  
Database	  Server	  



Results	  Documenta2on	  

smart-‐ra.com	  

§ 	  	  



Get	  a	  feel	  of	  Risk	  Assessment?	  

Search	  “SISA	  Assistant”	  and	  sign	  up	  for	  FREE	  

E-‐mail:	  dbs@sisainfosec.com	  

SISA	  Informa2on	  Security	  Inc.	  

440,	  North	  Wolfe	  Road,	  #85,	  

Sunnyvale,	  CA	  94085	  

	  

	  
2014	  Fall	  Conference	  -‐	  "Think	  Big"	   39	  


