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Session Abstract
There is increasing pressure on IT auditors and managers to justify their assessment of the size of IT
risks in order to compete effectively for the resources they need to mitigate these risks. But there is a
widely-held belief that the value of many IT risks cannot be rigorously quantified. Additionally, there
are no methods in widespread use to quantify the risk-mitigation benefits of controls. As a result,
auditors and risk managers can’t be sure of the level of effectiveness of those controls or of how
much they should be willing to spend on them, and they are often challenged to justify these
investments to the rest of the organization. Adding in a quantitative view of risk and control can help
make the case for appropriate IT spending in this area.
This presentation will introduce approaches that can be used to identify and calculate the size of IT
risks, and the cost and risk mitigation benefits of any set of controls. These approaches can yield an
optimal control solution and give organizations a greater level of confidence in the degree to which
they are managing their IT risks, as well as reducing the overall cost of IT controls.

Target Audience
Auditors, Managers, Department Heads, CIOs, IT Risk/Compliance Managers.

COBIT Objectives
COBIT 4 - PO 6, 8, 9, 10. AI 1. M 2
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