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What are the Cloud risks?

Shadow & Consumerization of IT

Security, Trust & Assurance
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Security, Trust & Assurance

Jurisdictional Data Governance
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Is Cloud worth it?  YES!

Platform for Innovation with Utility IT

Any Device, Anywhere, Anytime
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Any Device, Anywhere, Anytime

Collaboration & Social Media
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What is GRC?
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The W’s of Cloud Security

• WHO are cloud supply chain stakeholders 
(internal or external)?

• WHAT assets (data, credentials, software, 
hardware) or compliance requirements are 
impacted?
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impacted?

• WHERE are assets hosted (data flows)?

• HOW is the environment secured and compliant 
(architecture security)?

• WHY? … because customers expect it!



CSA GRC Stack

Family of 4 research 
projects:
• Cloud Controls Matrix (CCM)

• Consensus Assessments 
Initiative Questionnaire 
(CAIQ)

• Cloud Trust Protocol (CTP)• Cloud Trust Protocol (CTP)

• Cloud Audit

Tools for governance, risk and 
compliance management.

Enabling automation and 
continuous monitoring of GRC.
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CSA GRC Stack (cont.)
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CSA GRC Stack (cont.)
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CSA Cloud Reference Model
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Control Ownership Clarity
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Who is accountable for what?
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Cloud Controls Matrix (CCM)
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What is the CCM?

• First ever baseline control framework specifically 
designed for managing risk in the Cloud Supply Chain:
– Addressing the inter and intra-organizational challenges of 

persistent information security by clearly delineating 
control ownership.

– Providing an anchor point and common language for 
balanced measurement of security and compliance balanced measurement of security and compliance 
postures.

– Providing the holistic adherence to the vast and ever 
evolving landscape of global data privacy regulations and 
security standards.

• Serves as the basis for new industry standards and 
certifications.
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Optimal & Holistic Compliance
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CCM v1.1 Industry Participation
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This grass roots movement continues to grow with over 100 

volunteer industry experts in the recent release of v1.2!
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CCM – 11 Domains
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CCM – 98 Controls
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CCM – 98 Controls (cont.)
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CCM – 98 Controls (cont.)
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CCM – 98 Controls (cont.)
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Consensus Assessments

Initiative Questionnaire (CAIQ)

21

www.cloudsecurityalliance.org

Copyright © 2010 Cloud Security Alliance



What is the CAIQ?

• Cloud Supply Chain risk management and due 

diligence questionnaire (148 questions)

– Enables  1 or more Cloud service providers to 

demonstrate compliance with the CSA CCM.

– Forms the basis for establishing Cloud specific 
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– Forms the basis for establishing Cloud specific 

Service Level Objectives that can be incorporated 

into supplier agreements.

• Along with CSA CCM, integrated into third 

party GRC solution providers.

www.cloudsecurityalliance.org

Copyright © 2010 Cloud Security Alliance



CloudAudit (formerly A6)

• Provides an open, extensible and secure interface for 
automation of Audit, Assertion, Assessment, and 
Assurance (A6) of cloud computing environments

• A structure for organizing assertions and supporting 
documentation for specific controls across different 
compliance frameworks in a way that simplifies 
discovery by humans and tools.
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discovery by humans and tools.
– Define a namespace that can support diverse frameworks.

– Expressed in namespace – CSA CCM, ISO/IEC 27001, COBIT, 
HIPAA, NIST SP 800-53, PCI DSS.

– Defines the mechanisms for requesting and responding to 
queries relating to specific controls.

– Integrates with portals and AAA systems.
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Sample Implementation –
CSA Compliance Pack
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Sample Implementation –
CSA Compliance Pack
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Sample Implementation –
CSA Compliance Pack
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Cloud Trust Protocol (CTP)

• Mechanism by which Cloud service consumers ask providers 

for and receive information about the elements of 

transparency as applied to cloud service providers to liberate 

Cloud consumers to bring more sensitive and valuable 

business functions to the cloud.
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business functions to the cloud.

• Details a mechanism to communicate enhanced SCAP –

CYBEX/RID/CEE exchanges, offers a Representational State 

Transfer (REST) mechanism with Hypermedia as the Engine of 

Application State (HATEOAS), and interfaces with CloudAudit.
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What is CTP?
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Transparency as a Service (TaaS)
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Elements of Transparency
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CSA Security Trust & Assurance

Registry (STAR)

Public and free registry of Cloud 

Provider self assessments, 

demonstrating adoption of:

• Cloud Controls Matrix (CCM)

• Consensus Assessments Initiative 

Questionnaire (CAIQ)
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Questionnaire (CAIQ)

� Voluntary industry action 

promoting transparency.

� Free market competition to 

provide quality assessments.

� Available October 2011.
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CSA STAR Listing Process

• Provider fills out CAIQ or customizes CCM

• Uploads document at /star

• CSA performs basic verification

– Authorized listing from provider
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– Authorized listing from provider

– Delete SPAM, “poisoned” listing

– Basic content accuracy check 

• CSA digitally signs and posts at /star
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CSA STAR FAQ

• Where? www.cloudsecurityalliance.org/star/

• Help? Special LinkedIn support group and private 
mailbox moderated by CSA volunteers

• Costs? Free to post, free to use

• Is this a new hacker threat vector?  No, it is 
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• Is this a new hacker threat vector?  No, it is 
responsible disclosure of security practices

• Will CSA police STAR? Initial verification and 
maintenance of “Abuse” mailbox 

• Do listings expire? Yes, 1 year limit
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Why Not Certification or 3rd Party

Assessment?

• Complex to do certification right
– Many uses of cloud, many customer needs

– Different risk profiles for each

• CSA supporting broad industry consortia and standards 
bodies
– ISO/IEC, ITU-T
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– ISO/IEC, ITU-T

– Common Assurance Maturity Model (CAMM – 3rd Party 
assessment)

– GRC Stack aligns with common requirements (e.g. PCI/DSS, 
HIPAA, FedRAMP, 27001, CoBIT, etc) 

• Self assessment & transparency complements all
– STAR could be part of SSAE 16 SOC 2 report (SAS 70 Type II 

replacement)
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Is CSA STAR a temporary or

ultimate assurance solution?

• Neither

• Permanent effort to drive transparency, 
competition, innovation and self regulation with 
agility – crowdsourcing cloud security

• Does not provide automation, 3rd party 
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• Does not provide automation, 3 party 
assessment, relative/absolute scoring, real-time 
controls monitoring, etc.

• Ultimate assurance is real time GRC (enabled by 
CloudAudit) complemented by CSA STAR and 3rd 
party attestation – CSA will look to solution 
providers to deliver this integration.
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CSA STAR – What You Should Do

• Providers

– Start filling out CAIQ and/or CCM

– Ask us for help

• Customers

– Put your providers on notice, point them to CAIQ 
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– Put your providers on notice, point them to CAIQ 

and/or CCM

– Make CSA STAR entries a standard part of 

procurement & assessment

– Get ready for October! 
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CSA Guidance
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CSA Collaboration with SBOs
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About the 

Cloud Security Alliance (CSA)

• Non-profit organization formed to promote the use of best 
practices for providing security assurance within Cloud 
Computing, and provide education on the uses of Cloud 
Computing to help secure all other forms of computing.
– Promoting a common level of understanding between the 

consumers and providers of cloud computing regarding the 
security requirements and attestation of assurancesecurity requirements and attestation of assurance

– Promoting independent research into best practices for cloud 
computing security

– Launching awareness campaigns and educational programs on 
the appropriate uses of cloud computing and cloud security 
solutions

– Creating consensus lists of issues and guidance for cloud 
security assurance
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CSA Organization & Operations
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CSA Silicon Valley Chapter

• Mission: Foster education and transparency of 

emerging and innovative technologies supporting 

best in class solutions for Cloud Security.

– Join and look for chapter announcements from 

LinkedIn subgroupLinkedIn subgroup

– Monthly chapter meetings, free to attend in person or 

via conference call (scheduled using the Meetup app)

– Hosted inaugural CSA Innovation Conference 2011 on 

October 6th in Silicon Valley
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Contact CSA

• Help us secure cloud computing!

– www.cloudsecurityalliance.org

– info@cloudsecurityalliance.org

– LinkedIn: www.linkedin.com/groups?gid=1864210
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– LinkedIn: www.linkedin.com/groups?gid=1864210

– Twitter: @cloudsa

– Join your local CSA Chapter: 

https://cloudsecurityalliance.org/chapters/
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THANK YOU!THANK YOU!
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