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Takeaways

� Current conventional wisdom on cloud computing is 

missing the point

� You cannot securely move into the cloud without re-

writing your software
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� Secure cloud applications “collapse the perimeter”

� Properly going through this process should leave you 

more secure than before



Convention Wisdom

� Best reflected in work of:

� Cloud Security Alliance

� ENISA Cloud Computing Report

� NIST SWG Cloud Working Group

� Lots of focus on multi-tenant risk, little focus on 
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� Lots of focus on multi-tenant risk, little focus on 

operational changes

� Still worth reading, but somewhat reflect application 

of 2003 compliance standards to new paradigm



Keeping It Real

� What are the realistic threats to cloud computing?

1. Loss of credentials via attacks against individuals

� Spear-Phishing, malware, rubber hose

� Gain access to (under EC2):

� List of machines
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� List of machines

� Persistent Storage (EBS, SDB and S3)

� Consoles

� Don’t automatically get access to:

� Running machine state/memory

� Login credentials

� Non-persistent storage



Keeping It Real

2. Operational security breakdown

� Going from 50 machines/sysadmin to 500 is life-

changing

� Need to plan from the start your security process

� Patching

� Hardening
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� Identity management

� Logging

� Application identification

� Distribution of secure files

� Forensics and IR

� This is where a direct port to the cloud kills you



Keeping It Real

3.   Misuse of new cloud technologies

� Security promises of new technologies aren’t well 

understood

� i.e. Access control in Hadoop

� Easy to poorly architect system

� Easy to downgrade security via change
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Easy to downgrade security via change

� Security zones in AWS

� vShield zones in VMW based cloud



Silly Concerns

� Physical datacenter security
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� Side-channel attacks



Not So Silly Concerns

� Xen 0-days

� Attacks against Intel VT-x instructions
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� “Cloud cartography”

� APT Against Amazon Corporate



Transparency

DDOS
Network 
Isolation

Logging and Audit

Legal
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ControlTrust Storage 
Security

Compliance

Credential Mgmt

Legal



Why build on the cloud?Why build on the cloud?



Efficiency is Unbeatable

� Cloud and virtualization technologies are 

unstoppable from a power/cost efficiency standpoint
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http://www.google.com/corporate/green/datacenters/summit.html



Custom Hardware…
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…is becoming commoditized
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You too can own a box o’ servers!
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The future datacenter will have less:

� Centralized fault-tolerant storage

� Clarions are the least cost effective devices ever 

purchased by IT

� Dedicated, specialized servers

� 64 core DB server

� Dedicated, specialized network equipment
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� Dedicated, specialized network equipment

� Lots of cheap boxes in my critical path

� Create physical networking complexity, reduce 

flexibility

� Generic abstraction layer between DC and hardware

� Standard square hole rack, 110v, cold/hot aisles



Before You Move, Ask…

� Why are you moving into the cloud?

� Performance

� Cost

� Security

� What security promises are you making?
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� What security promises are you making?

“Users will not be able to access the medical records of 
patients belonging to other medical institutions.”

� Access controls in web logic

� Encryption of PII with per-doctor key

� Secure coding 



Traditional 3-Tier Architecture 
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Physical configuration

FAN
STATUS

1

2

3

4

5

6

7

8
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21 43 65 87 48471615109 14131211 222120191817 282726252423 3029 3231 4645444342414039383736353433

CONSOLE
Catalyst 2948G-GE-TX

STATUS PSI RPSU

49 50 51 5210/100 MGT 21 43 65 87 48471615109 14131211 222120191817 282726252423 3029 3231 4645444342414039383736353433

CONSOLE
Catalyst 2948G-GE-TX

STATUS PSI RPSU

49 50 51 5210/100 MGT
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Power Supply 1 Power Supply 2

Catalyst 6500 SERIES



What are we getting from this design?

� Network segmentation

� Control traffic
� SSH

� SNMP

� RDP

� File services

� Production traffic
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� Production traffic
� Internal app server ports

� DB connections

� Network configuration simplicity

� Slicing up internal VLANs 

� No on-machine firewall, just IP config



What is enforcing our segmentation?

� Custom OS on Routers

� ACLs

� Routes

� Custom OS no Switches

� VLANs

� Port Security
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� Port Security

� L3 ACLs?

� Custom OS on Firewalls

� Stateful rules

� VPN

� IDP?



Does this still make sense?
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“Traditional Cloud Architecture”
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Problems with the “Traditional Cloud”

� Classical network segmentation now harder

� Per-tier scalability is problematic

� Relies on manual creation of relationships
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� How does the proxy server find the app server?

� How does the app server authenticate to the DB?

� DB performance will be pretty bad



What is the alternative?

� Go Flat

� Collapse the Perimeter

� Use cloud glue services

24

� Enforce access control via cryptography



Go Flat
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Why Go Flat?
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Why Go Flat?
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http://www.nyquistcapital.com/2007/11/16/googles-secret-10gbe-switch/



Collapse the Perimeter

� Per-OS or Per-Hypervisor  Software Firewall

� Software load balancer with TLS termination

� Use secure control protocols for top-down 

management
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management

� Per-device PKI 



Can I Trust a Software Firewall?

� Worried about outside access, use routing to segment 

internal and external systems

� Can use separate broadcast domain/physical network for public 

IPs

� Cannot trust for egress filtering.  Use static routes to limit 

access for private IPs to proxy servers
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access for private IPs to proxy servers

� Can still have non-blocking IDS, although speed is a 

problem

� Need to treat every machine as a secure individual unit



Overlay Networks

� Another option if you don’t trust your network: 

overlay IPsec

� Easy with OpenBSD, KAME tools on Linux

Need per-host certificate
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� Need per-host certificate

� No easy open-source option right now



Use Cloud Glue Services

� Variable scalability means loosely coupled 

applications

� Can use:

� Asynchronous web service calls

� Message bus
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� Message bus

� Cloud provided Queuing Service (like SQS)



Loosely Coupled
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http://media.amazonwebservices.com/AWS_Cloud_Best_Practices.pdf



Database Replacement

� Running single-instance MySQL is bound to 

disappoint 

� What are your real data consistency requirements?

� If you use memcached already, then answer is “none”
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� Lots of great work on NoSQL DBs

� Document Store

� Name/Value

BigTable SimpleDB



Can You Trust These Services?

� Maybe, maybe not…

But you don’t have to.

� End-to-end encryption with symmetric keys between 

endpoints
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endpoints



Access Control via Cryptography

� With NoSQL, you already are losing a lot of cross-
table capabilities

� Might as well take the plunge…

� Consider per-entity encryption

� Generate key on entity creation
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� User

� Institution

� Store key in “authentication server”
� Web service request on login

� Runs in separate cloud or administrative domain

� Encrypt private fields in the application
� Helps with cloud and web app security issues



Centralized Configuration Management

� How do you safely get secrets onto cloud VMs?

� AMIs can’t be encrypted

� Manual provisioning misses the point

� One option, chroot from shared storage

1. Boot script on instance creation with built-in key
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1. Boot script on instance creation with built-in key

2. Download opt.tar.gz.gpg and etc.tar.gz.gpg from S3 

bucket

3. Decrypts using symmetric passphase gpg

4. Change into chroot

5. Symmetric key is gone when script is complete



So where did we end up?
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Still to be done

� Easy PKI

� Need to:
� Associate new instances

� Grant individual asymmetric identities

� Register in DNS

� Authenticate requests to key server

� Receive per-user or per-institution keys
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� Receive per-user or per-institution keys

� Automagically negotiate IKE with peers

� Revoke dead instances

� Windows does this much better with AD/IPSec

� Easier configuration management

� RightScale is moving in the right direction



Still to be done

� Standard PaaS middleware for Enterprises

� Watch Azure/.Net relationship

� Better “cloud in the box” products

� Citrix and VMWare are in a horse race
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� Adjustment of standards regimes to understand 

these security requirements



Thank you for coming!
alex@isecpartners.com


