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Guiding 
principles 

(7.) Communication (1.) Accountability

(6.) Integrity (2.) Responsibility

(3.) Discipline(5.) Independence 

(4.) Transparency
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GRC Guiding Principles
2. Responsibility

1 . M an ag eme nt fo rm ul ate s a pl an  to op era t io na li ze g ov erna nc e, ris k an d co mpl i an ce.
2 . Thre sh ol ds  o n the  GRC Score ca rd are  b ui l t i n to o pe rat i ng p erfo rm an ce  ta rg ets .
3 . The  com pa ny’ s  De le ga t io n o f Au th ori ty po l ic y do cum en t in cl ud es a ll  GRC sc orec ard  e l eme nts  

a nd  a ll  GRC ac co un ta bi l it i es.

4 . The  bo ard e nsu res  th at ma na ge men t im pl em en ts an  e ffect i ve  com pl i anc e fram ewo rk.
5 . GRC re sp on si bi l it i es a nd  s co re ca rd ob je ct i ve s are  i nc orp orate d i nto  re ward  s truc tu res .
6 . Ch ang e te chn i qu es a re  us ed  to  in st il l  a ware ne ss  o f a nd  sup po rt  fo r GRC in terv en t io ns .
7 . The  rol es a nd  re sp on si bi li t ie s for GRC a re form al ize d i n a cl ea rly  d ef i ne d s tru ctu re .
8 . The  CEO no mi na tes  a  GRC Off ic er to en su re en terp ris e-wi de  c on si ste ncy .
9 . M an ag eme nt e mp has iz es s ol ut i on s to GRC c hal l en ge s.
1 0. M an ag eme nt i s res po ns ib le  fo r stres s-test i ng , ri sk  s im ul at i on s an d ch al le ng in g a ssu mp tio ns .
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GRC Guiding Principles
3. Discipline

1 . Bu si ne ss p ro ce ss es b al anc e p erform an ce wi th th e bo ard ’s  d ef i ne d m ateri al ity  v al ue .
2 . M an ag eme nt d ec isi o ns c ons i der th e co mp any ’ s de f in ed  m ate rial i ty val u e.
3 . M an ag eme nt q ua nt if i es  al l ma teri al  ri sk s in  m on eta ry terms .
4 . Im prov em en t o f ri sk  mit i ga t io ns  i s d rive n b y a sy stem  of co nt i nu ou s im pro ve me nt.
5 . Al l o f th e ke y co mp on en ts  of GRC are  app l ie d to th e co mp any ’ s top  m is si on -c rit i cal  

p roc ess es .
6 . GRC in terve nt i on s are  drafte d in to th e co mp any ’s  op erat i ng  po li ci es  a nd  proc ed ure s.
7 . F in an ci al  c on t in ge nc ie s are  d es ig ne d an d a rra ng ed  in  l i ne w ith  th e co mp an y’ s ma te ria li ty 

v al ue .
8 . Da ta, a rtefac ts and  res earc h are  u se d to u pd ate m ana ge me nt on  ch ang es  to  the  ri sk  p rof i le .
9 . The  cos t o f  no n-co nfo rman ce  i s u nd ersto od  and  acti ve ly  man ag ed .

1 0. Ch ang es  to  the  ri sk  a nd  re gu l atory  e nv iro nm en t a re cap ture d i n GRC p roce ss es. 
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GRC Guiding Principles
4. Transparency

1 . An  e nte rpri se-w id e vi ew  o f go vern an ce, ri sk an d co mp l ian ce  in forma tio n i s ap pl ie d.
2 . The  de gree  of ris k be in g  ta ken  in  p urs ui t  o f  retu rn s i s un de rstoo d a nd  m ad e kn ow n. 
3 . Un wan ted  GRC ev en ts do  no t tak e sta keh ol d ers b y su rpris e. 

4 . Staff  are  a de qu atel y trai ne d i n an d h ave  read y ac ce ss to a ll  GRC po li ci es , p roc ed ure s an d 
g ui de li n es.

5 . The  bo ard d is clo se s ho w i t  h as s at is f ie d i tsel f  that ri sk,  co ntrol  an d co mp li an ce  i nte rve nt i on s 
w ork.

6 . Sec uri t iza t io n arra ng em en ts , o f f-b al an ce  s he et li ab il i t ie s an d co nt i ng en t l i abi l it i es  a re 
d is cl os ed . 

7 . Co mpe ns at i on  p ol i ci es a re  co nsi ste nt wi th the  ris k ap pe ti te a nd  l on g te rm pe rforma nc e of 
th e co mp an y an d co ns is te nt wi th rea so na bl e sta keh ol d er ex pec tat i on s.
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GRC Guiding Principles
5. Independence

1 . Al l g ove rna nc e, ri sk  a nd  co mpl i anc e i nte rv en t io ns  m us t b e i ntru siv e.
2 . Key  con trol s an d co rrec t ive  act i on s are  in de pe nd en t ly  v al id ate d.
3 . The  ri g ht le ve ls  o f mate ria l reg ul ato ry co mpl i an ce a re  un de rstoo d an d  i nd ep en de nt l y 

v al id ated .
4 . The  Au di t  Co mm itte e ap pro ves  an  i nte rna l au di t  pl an th at is  b as ed  o n ri sk as se ssm en t 

o utp uts.
5 . An  i nte gra ted  a ssu ran ce  p la n pro vi de s i nd ep en de nt mo ni tori ng  a cros s the  GRC sp ec trum. 
6 . The  in teg ri ty o f  f i na nci al  rep ort i ng  i s i nd ep en de nt l y va li da te d.
7 . The re i s in de pe nd en t m on ito rin g o f m an age me nt’ s GRC i n terve nt i on s.
8 . Ru le s of i nd ep en de nce  for the  GRC struc ture s are  d oc um en te d.
9 . In de pe nd en t c hal l en ge  o f man ag em en t a sse rt io ns  a nd  a ss um pti ons  is  a pp li ed . 

1 0. A we ll -de fi n ed  s tructu re for i nte rn al  ass ura nce  is  e stab l ish ed . 
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GRC Guiding Principles
6. Integrity

1 . The  com pa ny  d oe s no t in ves t in  GRC pro ces se s for the  sak e of ap pe ara nce s. 
2 . The  bo ard an d CEO un de rs tan d the  pers on al  ri sk  a ss oci ate d wi th “t i ck  th e b ox ” go ve rnan ce . 
3 . The  po tent i al  im pa ct of  GRC fai l ures  up on  s take ho ld er p art ie s is un de rstoo d.

4 . GRC re po rts to sta ke ho ld ers a re  ho ne st an d tran spa ren t.
5 . M an ag eme nt fo ru ms  to  ad dres s GRC m atters  a re cre di bl e an d e ffect i ve . 
6 . M an ag eme nt e nfo rc em en t o f GRC po li ci es  and  res po nsi bi l it i es  i s e vi den t.
7 . The  CEO pro vi de s eth ic al  l ea de rsh ip  a nd  crea tes  a n eth ic al  c li ma te.
8 . Ethi cs  a re pra ct i ced  in  gov ern an ce  p roc ess es . 
9 . Val ue s are  de fi n ed  a nd  fo rm pa rt  o f  mon ito rin g a nd  a ssu ran ce  a ct iv it i es .
1 0. The  mea ns  w ith  w hi ch  to  en force  and  mo ni tor eth ic s are i mp le me nte d.

1 1. The  bo ard i s the  c om pa ny’ s  c on sci en ce  and  en su res th e eth ic al  to ne  i s te sted  and  rep orts 
m ad e av ai lab l e to the  bo ard.
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GRC G uiding Pr inc iple s
1. Ac counta bilit y

1 . The  bo ard  a pp rove s the  co mp an y’ s ma teri ali t y v alu e.

2 . The  bo ard  a pp oi nts , d ev el op s an d fos ters e f fect i ve  a u di t , ri sk,  rem un era ti o n an d n om in at io n 
sub -c om mi t tee s.  

3 . The  co mp any  h as  vis i bl e ex ec ut i ve  l ea de rsh ip  fo r GRC e xpe ctat i on s a nd  re qu i re me nts.
4 . The  pe rforma nc e o f GRC c om mi t tee s is  i n de pe nd en t ly  re vi ewe d  p er te rms o f re fere nce .
5 . Re vi ew m ec han is ms  are ap pl i ed  to  s us tai n GRC a cco un tab il i t ie s.
6 . The  CEO mo ni tors  G RC pe rforma n ce  i n th e co nte xt  of  the  bo ard ’s  s t rateg ic  im pe rat iv es .

7 . The  CEO e ns ures  that  the  (c o mpa ny  c om pl ie s wi th a ll  re le va nt  la ws a nd  re gu l at i ons ) a nd  th at  
th e c om pan y’ s co mp l ian ce  s ys tem  i s ro bu st  and  ef fe ct iv e.

8 . The  CEO l ea ds th e ad op t io n o f th e GRC pl an.
9 . The  bo ard  th rou gh  th e l ea de rshi p o f  the  c hai rma n es tab li sh es  th e e thi ca l ton e o f  th e 

com pan y.
1 0. The  bo ard  a ssi g ns ce nt ra l ov e rs i ght  o f GRC to the  CEO.  

1 1
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GRC Guiding Principles
7. Communication

1 . A  co mm on  v oc abu la ry for GRC p roce ss es  a nd  a ct i vi ti e s is  d oc um en ted .
2 . M an ag eme nt  i s ful ly  in forme d a bo ut  the  s tatus  of  the  GRC sco rec ard.
3 . T he  bo ard i s ful ly  i n forme d ab ou t  the  c om pan y’ s ri sk sta tus v iz.  ma teri al it y v al ue s.

4 . An  e arl y-warn in g s yste m rap id ly  i n fo rms  e xe cu ti ve s an d th e bo ard  o f  any  im pe nd in g 
c on cern s.

5 . In tegra ted  a nd  harm on is ed GRC rep ort i ng  i s su bm it te d to e xe cut i ve  man ag em ent  a nd  th e 
b oa rd.

6 . T he  com pa ny  m ake s t ran sp aren t  a nd  t im el y di sc lo sure  of  ma teri al m at ters  to  stak eh ol de rs .
7 . GRC stak eh ol de r re po rt in g is  rel ev ant ,  un de rstan da bl e an d c omp ara bl e.   
8 . T he  com pa ny  p ract i ce s eq ui tab le  t re atm en t o f  s ha reh ol de rs.
9 . T he  bo ard p romo tes  m utu al  re sp ec t b etwe en  the  c om pan y a nd i t s sta keh ol de rs.  
1 0. An  i nfo rma ti o n ma nag em en t  sys tem e nab l es e f f ici e nt  GRC d ata ac ce ss.

Guiding 
principles 

(7.) Communication (1.) Accountability

(6.) Integrity (2.) Responsibility

(3.) Discipline(5.) Independence 

(4.) Transparency
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GRC Guiding Principles
2. Responsibility

1 . M an ag eme nt  fo rm ul ate s a pl an  to op era t io na li ze g ov erna nc e,  ris k an d co mpl i an ce.
2 . T hre sh ol ds  o n the  GRC Score ca rd are  b ui l t i n to o pe rat i ng p erfo rm an ce  ta rg ets .
3 . T he  com pa ny’ s  De le ga t io n o f Au th ori t y po l ic y do cum en t  in cl ud es a ll  GRC sc orec ard  e l eme nts  

a nd  a ll  GRC ac co un ta bi l it i es.

4 . T he  bo ard e nsu res  th at  ma na ge men t  im pl em en ts an  e f fect i ve  com pl i anc e f ram ewo rk.
5 . GRC re sp on si bi l it i es a nd  s co re ca rd ob je ct i ve s are  i nc orp orate d i nto  re ward  s t ruc tu res .
6 . Ch ang e te chn i qu es a re  us ed  to  in st il l  a ware ne ss  o f  a nd  sup po rt  fo r GRC in terv en t io ns .
7 . T he  rol es a nd  re sp on si bi li t ie s for GRC a re form al ize d i n a cl ea rly  d ef i ne d s tru ctu re .
8 . T he  CEO no mi na tes  a  GRC Of f ic er to en su re en terp ris e-wi de  c on si ste ncy .
9 . M an ag eme nt  e mp has iz es s ol ut i on s to GRC c hal l en ge s.
1 0. M an ag eme nt  i s res po ns ib le  fo r st res s-test i ng ,  ri sk  s im ul at i on s an d ch al le ng in g a ssu mp t io ns .
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GRC Guiding Principles
3. Discipline

1 . Bu si ne ss p ro ce ss es b al anc e p erform an ce wi th th e bo ard ’s  d ef i ne d m ateri al it y  v al ue .
2 . M an ag eme nt  d ec isi o ns c ons i der th e co mp any ’ s de f in ed  m ate rial i t y val u e.
3 . M an ag eme nt  q ua nt if i es  al l ma teri al  ri sk s in  m on eta ry terms .
4 . Im prov em en t  o f  ri sk  mit i ga t io ns  i s d rive n b y a sy stem  of  co nt i nu ou s im pro ve me nt .
5 . A l l o f th e ke y co mp on en ts  of  GRC are  app l ie d to th e co mp any ’ s top  m is si on -c rit i cal  

p roc ess es .
6 . GRC in terve nt i on s are  draf te d in to th e co mp any ’s  op erat i ng  po li ci es  a nd  proc ed ure s.
7 . F in an ci al  c on t in ge nc ie s are  d es ig ne d an d a rra ng ed  in  l i ne w ith  th e co mp an y’ s ma te ria li t y 

v al ue .
8 . Da ta,  a rtefac ts and  res earc h are  u se d to u pd ate m ana ge me nt  on  ch ang es  to  the  ri sk  p rof i le .
9 . T he  cos t  o f  no n-co nfo rman ce  i s u nd ersto od  and  act i ve ly  man ag ed .

1 0. Ch ang es  to  the  ri sk  a nd  re gu l atory  e nv iro nm en t  a re cap ture d i n GRC p roce ss es.  
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GRC Guiding Principles
4. Transparency

1 . An  e nte rpri se-w id e vi ew  o f  go vern an ce,  ri sk an d co mp l ian ce  in forma t io n i s ap pl ie d.
2 . T he  de gree  of  ris k be in g  ta ken  in  p urs ui t  o f  retu rn s i s un de rstoo d a nd  m ad e kn ow n.  
3 . Un wan ted  GRC ev en ts do  no t tak e sta keh ol d ers b y su rpris e.  

4 . S taf f  are  a de qu atel y t rai ne d i n an d h ave  read y ac ce ss to a ll  GRC po li ci es ,  p roc ed ure s an d 
g ui de li n es.

5 . T he  bo ard d is clo se s ho w i t  h as s at is f ie d i t sel f  that  ri sk,  co nt rol  an d co mp li an ce  i nte rve nt i on s 
w ork.

6 . Sec uri t iza t io n arra ng em en ts ,  o f f -b al an ce  s he et  li ab il i t ie s an d co nt i ng en t  l i abi l it i es  a re 
d is cl os ed . 

7 . Co mpe ns at i on  p ol i ci es a re  co nsi ste nt  wi th the  ris k ap pe ti te a nd  l on g te rm pe rforma nc e of  
th e co mp an y an d co ns is te nt  wi th rea so na bl e sta keh ol d er ex pec tat i on s.
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GRC Guiding Principles
5. Independence

1 . A l l g ove rna nc e,  ri sk  a nd  co mpl i anc e i nte rv en t io ns  m us t  b e i nt ru siv e.
2 . Key  con t rol s an d co rrec t ive  act i on s are  in de pe nd en t ly  v al id ate d.
3 . T he  ri g ht  le ve ls  o f  mate ria l reg ul ato ry co mpl i an ce a re  un de rstoo d an d  i nd ep en de nt l y 

v al id ated .
4 . T he  Au di t  Co mm it te e ap pro ves  an  i nte rna l au di t  pl an th at  is  b as ed  o n ri sk as se ssm en t  

o utp uts.
5 . An  i nte gra ted  a ssu ran ce  p la n pro vi de s i nd ep en de nt  mo ni tori ng  a cros s the  GRC sp ec t rum.  
6 . T he  in teg ri t y o f  f i na nci al  rep ort i ng  i s i nd ep en de nt l y va li da te d.
7 . T he re i s in de pe nd en t  m on ito rin g o f  m an age me nt ’ s GRC i n terve nt i on s.
8 . Ru le s of  i nd ep en de nce  for the  GRC st ruc ture s are  d oc um en te d.
9 . In de pe nd en t c hal l en ge  o f  man ag em en t  a sse rt io ns  a nd  a ss um pt i ons  is  a pp li ed .  

1 0. A  we ll -de fi n ed  s t ructu re for i nte rn al  ass ura nce  is  e stab l ish ed .  

1 0
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GRC Guiding Principles
6. Integrity

1 . T he  com pa ny  d oe s no t  in ves t  in  GRC pro ces se s for the  sak e of  ap pe ara nce s.  
2 . T he  bo ard an d CEO un de rs tan d the  pers on al  ri sk  a ss oci ate d wi th “t i ck  th e b ox ” go ve rnan ce .  
3 . T he  po tent i al  im pa ct  of  GRC fai l ures  up on  s take ho ld er p art ie s is un de rstoo d.

4 . GRC re po rts to sta ke ho ld ers a re  ho ne st  an d t ran spa ren t .
5 . M an ag eme nt  fo ru ms  to  ad dres s GRC m at ters  a re cre di bl e an d e f fect i ve . 
6 . M an ag eme nt  e nfo rc em en t  o f  GRC po li ci es  and  res po nsi bi l it i es  i s e vi den t .
7 . T he  CEO pro vi de s eth ic al  l ea de rsh ip  a nd  crea tes  a n eth ic al  c li ma te.
8 . E thi cs  a re pra ct i ced  in  gov ern an ce  p roc ess es . 
9 . Val ue s are  de fi n ed  a nd  fo rm pa rt  o f  mon ito rin g a nd  a ssu ran ce  a ct iv it i es .
1 0. T he  mea ns  w ith  w hi ch  to  en force  and  mo ni tor eth ic s are i mp le me nte d.

1 1. T he  bo ard i s the  c om pa ny’ s  c on sci en ce  and  en su res th e eth ic al  to ne  i s te sted  and  rep orts 
m ad e av ai lab l e to the  bo ard.
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GRC G uiding Pr inc iple s
1. Ac counta bilit y

1 . The  bo ard  a pp rove s the  co mp an y’ s ma teri ali t y v alu e.

2 . The  bo ard  a pp oi nts , d ev el op s an d fos ters e f fect i ve  a u di t , ri sk,  rem un era ti o n an d n om in at io n 
sub -c om mi t tee s.  

3 . The  co mp any  h as  vis i bl e ex ec ut i ve  l ea de rsh ip  fo r GRC e xpe ctat i on s a nd  re qu i re me nts.
4 . The  pe rforma nc e o f GRC c om mi t tee s is  i n de pe nd en t ly  re vi ewe d  p er te rms o f re fere nce .
5 . Re vi ew m ec han is ms  are ap pl i ed  to  s us tai n GRC a cco un tab il i t ie s.
6 . The  CEO mo ni tors  G RC pe rforma n ce  i n th e co nte xt  of  the  bo ard ’s  s t rateg ic  im pe rat iv es .

7 . The  CEO e ns ures  that  the  (c o mpa ny  c om pl ie s wi th a ll  re le va nt  la ws a nd  re gu l at i ons ) a nd  th at  
th e c om pan y’ s co mp l ian ce  s ys tem  i s ro bu st  and  ef fe ct iv e.

8 . The  CEO l ea ds th e ad op t io n o f th e GRC pl an.
9 . The  bo ard  th rou gh  th e l ea de rshi p o f  the  c hai rma n es tab li sh es  th e e thi ca l ton e o f  th e 

com pan y.
1 0. The  bo ard  a ssi g ns ce nt ra l ov e rs i ght  o f GRC to the  CEO.  

1 1
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GRC Guiding Principles
7. Communication

1 . A  co mm on  v oc abu la ry for GRC p roce ss es  a nd  a ct i vi ti e s is  d oc um en ted .
2 . M an ag eme nt  i s ful ly  in forme d a bo ut  the  s tatus  of  the  GRC sco rec ard.
3 . T he  bo ard i s ful ly  i n forme d ab ou t  the  c om pan y’ s ri sk sta tus v iz.  ma teri al it y v al ue s.

4 . An  e arl y-warn in g s yste m rap id ly  i n fo rms  e xe cu ti ve s an d th e bo ard  o f  any  im pe nd in g 
c on cern s.

5 . In tegra ted  a nd  harm on is ed GRC rep ort i ng  i s su bm it te d to e xe cut i ve  man ag em ent  a nd  th e 
b oa rd.

6 . T he  com pa ny  m ake s t ran sp aren t  a nd  t im el y di sc lo sure  of  ma teri al m at ters  to  stak eh ol de rs .
7 . GRC stak eh ol de r re po rt in g is  rel ev ant ,  un de rstan da bl e an d c omp ara bl e.   
8 . T he  com pa ny  p ract i ce s eq ui tab le  t re atm en t o f  s ha reh ol de rs.
9 . T he  bo ard p romo tes  m utu al  re sp ec t b etwe en  the  c om pan y a nd i t s sta keh ol de rs.  
1 0. An  i nfo rma ti o n ma nag em en t  sys tem e nab l es e f f ici e nt  GRC d ata ac ce ss.
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