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  .	
  

•  Part	
  Two:	
  Whistleblowers	
  -­‐	
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Bart:	
  The	
  Metaphor	
  

•  Bart	
  The	
  Story	
  
– Who	
  was	
  impacted	
  

•  Commuters,	
  Police,	
  Employee’s	
  of	
  BART	
  and	
  Protesters	
  
–  Friend’s	
  and	
  Family	
  

•  Tools	
  Used	
  
– Social	
  media,	
  Facebook,	
  TwiUer,	
  et	
  al.	
  .	
  .	
  

–  Side	
  Bar:	
  Facebook	
  handed	
  $40,000	
  to	
  hackers	
  for	
  finding	
  
flaws	
  in	
  its	
  website	
  as	
  part	
  of	
  its	
  Bug	
  Bounty	
  scheme.	
  
Facebook	
  joins	
  a	
  growing	
  list	
  of	
  companies,	
  including	
  Google,	
  
which	
  pays	
  independent	
  hackers	
  for	
  this	
  sort	
  of	
  informaBon.	
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WikiLeaks,	
  Its	
  Influence.	
  .	
  .:	
  

•  Leaked	
  Documents	
  Suggest	
  China	
  Might	
  Have	
  
The	
  Upper	
  Hand	
  in	
  Cyber	
  War.	
  .	
  .	
  	
  

–  “According	
  to	
  US	
  invesBgators,	
  China	
  has	
  stolen	
  terabytes	
  of	
  
sensiBve	
  data,	
  from	
  user	
  names	
  and	
  passwords	
  from	
  State	
  
Dept.	
  computers	
  to	
  designs	
  for	
  mulB-­‐billion-­‐dollar	
  weapons	
  
systems,”	
  wrote	
  Brian	
  Grow	
  &	
  Mark	
  Hosenball	
  in	
  a	
  report	
  for	
  
Reuters.	
  

–  They	
  credit	
  WikiLeaks	
  for	
  revealing	
  previously	
  secret	
  details	
  
about	
  China’s	
  ongoing	
  cyber	
  assault,	
  which	
  the	
  US	
  
government	
  has	
  code	
  named	
  ByzanBne	
  Hades.	
  Specifically,	
  
they	
  wrote,	
  the	
  State	
  Dept.	
  cables	
  that	
  WikiLeaks	
  published	
  
show	
  that	
  the	
  Chinese	
  military	
  was	
  the	
  source	
  of	
  those	
  
aUacks,	
  not	
  some	
  rogue	
  hacker	
  group.	
  .	
  .	
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WikiLeaks:	
  

•  A	
  Tool	
  For	
  Whistleblowers	
  
•  “A	
  senior	
  advisor	
  to	
  Gordon	
  Brown	
  put	
  pressure	
  on	
  the	
  
commander	
  of	
  NATO	
  forces	
  in	
  Afghanistan	
  to	
  play	
  
down	
  the	
  “bleak	
  and	
  deteriora&ng”	
  situaBon	
  to	
  
reduce	
  criBcism	
  of	
  his	
  government,	
  leaked	
  documents	
  
disclose.	
  Brown,	
  the	
  prime	
  minister	
  at	
  the	
  Bme,	
  visited	
  
the	
  country	
  and	
  met	
  General	
  Stanley	
  McChrystal,	
  the	
  
US	
  military	
  commander	
  .	
  .	
  .”	
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OpenLeaks	
  Joins	
  The	
  Crowd.	
  .	
  .:	
  	
  

•  26th	
  January	
  2011,	
  OpenLeaks	
  goes	
  public	
  	
  
•  OpenLeaks	
  considers	
  itself	
  a	
  non-­‐profit	
  community	
  and	
  
service	
  provider	
  for	
  whistleblowers	
  and	
  organizaBons,	
  
media,	
  and	
  individuals	
  who	
  engage	
  in	
  promo&ng	
  
transparency.	
  It	
  makes	
  leaking	
  at	
  a	
  local,	
  grassroot	
  
level	
  possible	
  and	
  allows	
  for	
  certain	
  scalability.	
  
–  OpenLeaks	
  will	
  not	
  accept	
  or	
  publish	
  documents	
  on	
  its	
  own	
  
pla^orm,	
  but	
  rather	
  create	
  many	
  "digital	
  dropboxes"	
  for	
  its	
  
community	
  members,	
  each	
  adapted	
  to	
  the	
  specific	
  needs	
  of	
  
our	
  members	
  so	
  that	
  they	
  can	
  provide	
  a	
  safe	
  and	
  trusted	
  
leaking	
  op&on	
  for	
  whistleblowers.	
  .	
  .	
  .	
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OpenLeaks:	
  	
  

– Besides	
  developing	
  and	
  building	
  the	
  technical	
  
pla^orm,	
  we	
  want	
  to	
  encourage	
  leaking	
  all	
  over	
  
the	
  world	
  while	
  minimizing	
  risks	
  for	
  
whistleblowers.	
  
•  The	
  split	
  between	
  submission	
  and	
  publicaBon	
  of	
  leaked	
  
documents	
  makes	
  the	
  whole	
  process	
  safer	
  for	
  all	
  who	
  
parBcipate	
  in	
  it,	
  and	
  at	
  the	
  same	
  Bme	
  makes	
  scaling	
  so	
  
much	
  easier.	
  Watch	
  our	
  video,	
  which	
  explains	
  this	
  
concept	
  visually.	
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LulzSec:	
  Another	
  Member	
  of	
  The	
  Social	
  Media	
  
‘Hive’.	
  .	
  .	
  
•  LulzSec	
  'takes	
  down'	
  CIA	
  website	
  	
  

•  The	
  hacker	
  group	
  Lulz	
  Security	
  claims	
  it	
  temporarily	
  
brought	
  down	
  the	
  public-­‐facing	
  website	
  of	
  the	
  US	
  
Central	
  Intelligence	
  Agency.	
  
•  	
   Lulz	
  Security	
  aUacks	
  

»  May	
  10:	
  Fox.com	
  user	
  passwords,	
  	
  
»  May	
  15:	
  Database	
  lisBng	
  locaBons	
  of	
  UK	
  cash	
  machines,	
  	
  
»  May	
  23:	
  Sony	
  music	
  Japan	
  website,	
  	
  
»  May	
  30:	
  US	
  broadcaster	
  PBS.	
  Staff	
  logon	
  informaBon,	
  	
  
»  June	
  2:	
  Sonypictures.com	
  user	
  informaBon,	
  	
  
»  June	
  3:	
  Infragard	
  website	
  (FBI	
  affiliated	
  organiza&on),	
  	
  
»  June	
  3:	
  Nintendo.com,	
  	
  
»  June	
  13:	
  Senate.gov	
  -­‐	
  website	
  of	
  US	
  Senate,	
  	
  
»  June	
  13:	
  Bethesda	
  sogware	
  website,	
  user	
  informaBon	
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LulzSec:	
  

	
  LulzSec	
  Opens	
  A	
  Hack	
  Request	
  Hot	
  Line.	
  .	
  .	
  
•  Callers	
  are	
  met	
  with	
  a	
  recorded	
  message,	
  in	
  a	
  heavy	
  
French	
  accent,	
  by	
  an	
  individual	
  named	
  Pierre	
  Dubois.	
  
The	
  (614)	
  area	
  code	
  appears	
  to	
  relate	
  to	
  the	
  state	
  of	
  
Ohio.	
  .	
  .	
  
–  LulzSec	
  accesses	
  62,000	
  email	
  addresses	
  and	
  passwords	
  
belonging	
  to	
  vicBms	
  such	
  as	
  IBM,	
  as	
  well	
  as	
  state	
  and	
  federal	
  
governments.	
  Affected	
  agencies	
  include	
  but	
  not	
  limited	
  to:	
  US	
  
Army,	
  Navy,	
  and	
  Air	
  Force,	
  FCC,	
  	
  US	
  NaBonal	
  Highway	
  Traffic	
  
Safety	
  AdministraBon,	
  Veteran’s	
  AdministraBon	
  and	
  the	
  US	
  
Coast	
  Guard.	
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Anonymous:	
  One	
  Among	
  Many.	
  .	
  .	
  

•  Sets	
  An	
  Example:	
  
– The	
  HBGary	
  hack	
  

•  HBGary	
  Federal	
  posiBon	
  themselves	
  as	
  experts	
  in	
  
computer	
  security.	
  .	
  .	
  	
  
•  HBGary	
  Federal	
  CEO	
  Aaron	
  Barr	
  thought	
  he	
  had	
  
unmasked	
  the	
  hacker	
  hordes	
  of	
  Anonymous	
  and	
  was	
  
preparing	
  to	
  name	
  and	
  shame	
  those	
  responsible	
  for	
  co-­‐
ordinaBng	
  the	
  group's	
  acBons,	
  including	
  the	
  denial-­‐of-­‐
service	
  aUacks	
  that	
  hit	
  MasterCard,	
  Visa,	
  and	
  other	
  
perceived	
  enemies	
  of	
  WikiLeaks	
  late	
  last	
  year.	
  .	
  .	
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Anonymous.	
  .	
  .	
  All	
  Ages,	
  All	
  Walks	
  of	
  Life:	
  

•  Here’s	
  What	
  They	
  Can	
  Do	
  
• When	
  Barr	
  told	
  one	
  of	
  those	
  he	
  believed	
  to	
  be	
  an	
  
Anonymous	
  ringleader	
  about	
  his	
  forthcoming	
  exposé,	
  
the	
  Anonymous	
  response	
  was	
  swiZ	
  and	
  humilia&ng.	
  	
  
–  HBGary's	
  servers	
  were	
  broken	
  into,	
  
–  its	
  e-­‐mails	
  pillaged	
  and	
  published	
  to	
  the	
  world,	
  	
  
–  its	
  data	
  destroyed,	
  
–  its	
  website	
  defaced.	
  	
  

•  As	
  an	
  added	
  bonus,	
  a	
  second	
  site	
  owned	
  and	
  operated	
  
by	
  Greg	
  Hoglund,	
  owner	
  of	
  HBGary,	
  was	
  taken	
  offline	
  
and	
  the	
  user	
  registra&on	
  database	
  published.	
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Anonymous.	
  .	
  .	
  From	
  Europa:	
  

•  Say	
  Brie.	
  .	
  .	
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In	
  Conclusion,	
  The	
  Future	
  of	
  Social	
  Media:	
  

•  Welcome	
  To	
  The	
  New	
  World	
  of	
  Privacy.	
  .	
  .	
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Part	
  Two:	
  
Whistleblowers	
  A	
  Growth	
  Industry	
  	
  
•  Enron	
  Whistleblower.	
  .	
  .	
  The	
  Use	
  of	
  Dodd-­‐
Frank	
  Whistleblower	
  Provisions	
  
–  Sherron	
  Watkins,	
  former	
  Vice	
  President	
  at	
  Enron	
  discussing	
  the	
  Dodd-­‐

Frank	
  Whistleblower	
  Provisions	
  at	
  an	
  event	
  held	
  by	
  the	
  New	
  York	
  
State	
  Society	
  of	
  CerBfied	
  Public	
  Accountants	
  on	
  January	
  28th,	
  2011.	
  
•  Corporate	
  Whistleblowers	
  

– Will	
  hand	
  over	
  corporate	
  fraud	
  evidence	
  to	
  media	
  such	
  as	
  
WikiLeaks	
  rather	
  than	
  the	
  SEC	
  thereby	
  allowing	
  them	
  to	
  
conBnue	
  employment	
  in	
  the	
  corporate	
  world	
  without	
  the	
  
sBgma	
  of	
  being	
  a	
  whistleblower.	
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Whistleblowers	
  &	
  The	
  SEC,	
  Too:	
  

•  EFFECTIVE	
  DATE:	
  August	
  12,	
  2011	
  
•  SECURITIES	
  AND	
  EXCHANGE	
  COMMISSION	
  

–  Dodd-­‐Frank	
  requires	
  the	
  Commission	
  to	
  pay	
  an	
  award,	
  subject	
  
to	
  certain	
  limitaBons,	
  to	
  eligible	
  whistleblowers	
  who	
  
voluntarily	
  provide	
  the	
  Commission	
  with	
  original	
  informaBon	
  
about	
  a	
  violaBon	
  of	
  the	
  federal	
  securiBes	
  laws	
  that	
  leads	
  to	
  
the	
  successful	
  enforcement	
  of	
  a	
  covered	
  judicial	
  or	
  
administra&ve	
  ac&on,	
  or	
  a	
  related	
  ac&on.	
  .	
  .	
  

	
  
–  Dodd-­‐Frank	
  also	
  prohibits	
  retaliaBon	
  by	
  employers	
  against	
  
individuals	
  who	
  provide	
  the	
  Commission	
  with	
  informaBon	
  
about	
  possible	
  securiBes	
  violaBons.	
  .	
  .	
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Whistleblowers:	
  Cut	
  Across	
  All	
  Sectors	
  

•  Swiss	
  Bank	
  HSBC	
  Whistleblower.	
  .	
  .	
  
–  Assets	
  of	
  about	
  £13bn,	
  could	
  net	
  millions	
  in	
  pounds	
  in	
  unpaid	
  
tax	
  revenues.	
  .	
  .	
  

–  A	
  disk	
  leaked	
  to	
  the	
  French	
  authoriBes,	
  is	
  said	
  to	
  contain	
  the	
  
names	
  of	
  79,000	
  HSBC	
  clients	
  in	
  180	
  countries.	
  	
  

–  An	
  employee	
  for	
  HSBC	
  in	
  Geneva,	
  leaked	
  the	
  data	
  to	
  French	
  
officials,	
  who	
  passed	
  it	
  onto	
  the	
  UK.	
  A	
  spokesperson	
  for	
  HSBC	
  
said:	
  “HSBC	
  in	
  no	
  way	
  condones	
  tax	
  evasion	
  and	
  in	
  no	
  way	
  
do	
  we	
  assist	
  it”.	
  .	
  .	
  

•  SEC	
  
»  A	
  whistleblower	
  at	
  the	
  SEC	
  has	
  accused	
  the	
  agency	
  of	
  
destroying	
  more	
  than	
  9,000	
  files	
  related	
  to	
  preliminary	
  
invesBgaBons	
  into	
  SAC	
  Capital,	
  Bernard	
  Madoff,	
  Goldman	
  
Sachs	
  and	
  other	
  financial	
  groups.	
  .	
  .	
  (To	
  Be	
  ConBnued).	
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Part	
  Three:	
  Auditors,	
  Their	
  Reputa&on	
  When	
  
Dealing	
  With	
  Fraud.	
  .	
  .	
  
“Because	
  the	
  determinaBon	
  of	
  abuse	
  is	
  
subjecBve,	
  auditors	
  are	
  not	
  required	
  to	
  detect	
  
abuse	
  in	
  financial	
  audits.	
  However.	
  .	
  .”	
  

A	
  May	
  2010	
  COSO	
  Study	
  Dealing	
  With	
  Fraud	
  from	
  1998	
  thru	
  
2007	
  for	
  US	
  companies:	
  	
  
»  The	
  most	
  common	
  fraud	
  involved	
  improper	
  revenue	
  
recogniBon,	
  next	
  in-­‐line	
  was	
  the	
  overstatement	
  of	
  
exisBng	
  assets	
  or	
  capitalizaBon	
  of	
  expenses	
  

»  89%	
  of	
  these	
  incidents	
  of	
  fraud	
  involved	
  execuBve	
  
management	
  at	
  the	
  C-­‐Level	
  (aka:	
  CEO’s	
  and/or	
  CFO’s)	
  

»  347	
  alleged	
  cases	
  dealt	
  with	
  financial	
  reporBng	
  
»  Dollar	
  amount	
  of	
  these	
  misstatements	
  and/or	
  
misappropriaBons-­‐-­‐-­‐nearly	
  $120bn	
  USDs	
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Auditors	
  &	
  Their	
  Reputa&on	
  When	
  Dealing	
  
With	
  The	
  Global	
  Fraud	
  Economy.	
  .	
  .	
  
Global	
  PaUerns	
  of	
  Fraud	
  –	
  2011	
  

•  Acts	
  of	
  fraud	
  are	
  rarely	
  one-­‐offs,	
  96%	
  of	
  fraudsters	
  
carried	
  out	
  fraud	
  on	
  a	
  repeated	
  basis,	
  up	
  from	
  91%	
  in	
  
2007	
  
–  Fraud	
  at	
  the	
  Board	
  level	
  increased	
  to	
  18%	
  while	
  fraudulent	
  
acBviBes	
  at	
  the	
  C-­‐level	
  increased	
  to	
  26%	
  

–  87%	
  were	
  male,	
  between	
  the	
  ages	
  of	
  36	
  to	
  45,	
  and	
  commiUed	
  
fraud	
  against	
  their	
  own	
  employer	
  

–  32%	
  work	
  in	
  a	
  Finance	
  funcBon	
  
–  60%	
  worked	
  for	
  the	
  company	
  more	
  than	
  5	
  years,	
  33%	
  10	
  
years	
  and	
  most	
  colluded	
  with	
  others	
  

•  So.	
  .	
  .where	
  were	
  the	
  auditors?	
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Auditors	
  &	
  Their	
  Reputa&on	
  When	
  Dealing	
  
With	
  Fraud	
  
•  MoBvaBon	
  for	
  Fraud	
  
– Personal	
  financial	
  gain	
  followed	
  by	
  fraudulent	
  
financial	
  reporBng.	
  .	
  .	
  

– 43%	
  misappropriate	
  of	
  assets	
  (mostly	
  due	
  to	
  
embezzlement	
  and	
  procurement	
  fraud)	
  

–  On	
  avg.	
  it	
  took	
  3	
  years	
  from	
  fraud	
  incep&on	
  to	
  detec&on	
  
–  50%	
  were	
  detected	
  through	
  Bp-­‐offs,	
  both	
  formal	
  and	
  informal	
  
or	
  by	
  accident.	
  .	
  .	
  

–  77%	
  of	
  invesBgaBons	
  were	
  not	
  reported	
  to	
  the	
  public	
  
–  50%	
  of	
  the	
  cases	
  revealed	
  that	
  a	
  red	
  flag	
  	
  had	
  existed	
  but	
  was	
  
not	
  acted	
  upon.	
  .	
  .	
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Part	
  Four:	
  What’s	
  Over	
  The	
  Horizon?	
  

•  “Negligence”	
  vs	
  “Gross	
  Negligence”.	
  .	
  .	
  
•  And	
  Negligence	
  wins	
  by	
  a	
  nose.	
  .	
  .	
  

•  Clawbacks.	
  .	
  .	
  
•  In	
  the	
  last	
  meeBng	
  under	
  chief	
  Sheila	
  Bair,	
  The	
  Federal	
  
Deposit	
  Insurance	
  Corp.	
  (FDIC)	
  voted	
  five	
  to	
  one	
  in	
  
favor	
  of	
  a	
  “clawback”	
  clause	
  in	
  new	
  regula&ons,	
  
which	
  will	
  allow	
  the	
  government	
  to	
  reclaim	
  
compensaBon	
  paid	
  to	
  execuBves	
  whose	
  banks	
  have	
  to	
  
be	
  taken	
  over	
  and	
  wound	
  up	
  by	
  the	
  state.	
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What’s	
  Over	
  The	
  Horizon?	
  

•  Increasing	
  Liability	
  Financial	
  and	
  Otherwise:	
  
–  In	
  a	
  2008	
  report	
  issued	
  by	
  the	
  GAO,	
  between	
  1998	
  
and	
  2008	
  “audit	
  firms	
  may	
  have	
  paid	
  at	
  least	
  10	
  
seUlements	
  or	
  awards	
  of	
  $100	
  million	
  or	
  more	
  
from	
  private	
  liBgaBon”.	
  .	
  .	
  
•  In	
  mid-­‐2008,	
  the	
  six	
  largest	
  US	
  audiBng	
  firms	
  were	
  
defendants	
  in	
  90	
  audit-­‐related	
  suits,	
  each	
  of	
  which	
  
involved	
  damage	
  claims	
  in	
  excess	
  of	
  $100	
  million-­‐-­‐-­‐
ranging	
  up	
  to	
  $10	
  billion.	
  .	
  .	
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What’s	
  Over	
  The	
  Horizon?	
  

•  Changing	
  ExpectaBons	
  of	
  The	
  Auditors	
  
–  Internal	
  Auditors	
  Rule	
  1210.A2	
  

•  Internal	
  auditors	
  must	
  have	
  sufficient	
  knowledge	
  to	
  
evaluate	
  the	
  risk	
  of	
  fraud	
  and	
  the	
  manner	
  in	
  which	
  it	
  is	
  
managed	
  by	
  the	
  organizaBon,	
  but	
  are	
  not	
  expected	
  to	
  
have	
  the	
  experBse	
  of	
  a	
  person	
  whose	
  primary	
  
responsibility	
  is	
  detecBng	
  and	
  invesBgaBng	
  fraud.	
  .	
  .	
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What’s	
  Over	
  The	
  Horizon:	
  Changing	
  
Expecta&ons.	
  .	
  .	
  
•  External	
  Auditors	
  Rule	
  ISA	
  240	
  

•  The	
  objecBves	
  of	
  the	
  external	
  auditor;	
  to	
  idenBfy	
  and	
  
assess	
  the	
  risks	
  of	
  material	
  misstatement	
  of	
  the	
  
financial	
  statements	
  due	
  to	
  a	
  fraud:	
  
–  Obtain	
  understanding	
  of	
  the	
  internal	
  controls	
  in	
  respect	
  of	
  those	
  asser&ons	
  

which	
  are	
  subject	
  to	
  fraud	
  (e.g.,	
  revenue)	
  and	
  ensure	
  those	
  controls	
  are	
  
designed	
  effec&vely.	
  If	
  not.	
  .	
  .	
  report	
  to	
  the	
  audit	
  commigee.	
  .	
  .	
  

–  To	
  obtain	
  sufficient	
  appropriate	
  audit	
  evidence	
  regarding	
  the	
  assessed	
  risks	
  
of	
  material	
  misstatements	
  due	
  to	
  a	
  fraud,	
  through	
  designing	
  and	
  
implemen&ng	
  appropriate	
  responses;	
  and	
  such	
  responses	
  should	
  at	
  a	
  
minimum	
  include	
  the	
  following:	
  

–  Tes&ng	
  the	
  appropriateness	
  of	
  journal	
  entries,	
  especially	
  at	
  the	
  end	
  of	
  the	
  
repor&ng	
  period.	
  Make	
  inquiries	
  of	
  individuals	
  involved	
  in	
  financial	
  
repor&ng	
  process.	
  .	
  .	
  

–  Communicate	
  fraud	
  or	
  suspected	
  fraud	
  to	
  those	
  charged	
  with	
  governance	
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What’s	
  Over	
  The	
  Horizon?	
  

•  In	
  the	
  past,	
  generally,	
  the	
  auditor	
  did	
  not	
  have	
  
an	
  obligaBon	
  to	
  disclose	
  possible	
  or	
  actual	
  
fraud	
  to	
  third	
  parBes,	
  unless	
  the	
  maUer	
  is	
  
already	
  reflected	
  in	
  the	
  audit	
  report	
  

•  However.	
  .	
  .	
  	
  
Not	
  any	
  more:	
  

•  See	
  the	
  moving	
  target	
  referred	
  to	
  as	
  Dodd-­‐Frank.	
  .	
  .	
  
–  US	
  Regulatory	
  Agencies	
  Modify	
  The	
  Rules.	
  .	
  .	
  
–  US	
  Judiciary	
  Modifies	
  The	
  Rules.	
  .	
  .	
  	
  

»  Lets	
  all	
  go	
  to	
  court.	
  .	
  .	
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What’s	
  Over	
  The	
  Horizon?	
  	
  	
  

– The	
  SecuriBes	
  Exchange	
  Act	
  of	
  1934	
  Should	
  Be	
  
Extended	
  to	
  Cover	
  Transna&onal	
  Securi&es	
  Fraud	
  
[Release	
  No.	
  34-­‐631374;	
  File	
  No.	
  4-­‐617]	
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Part	
  Five:	
  	
  
Technical	
  Take	
  Aways-­‐-­‐-­‐Benford’s	
  Law	
  
More	
  numbers	
  begin	
  with	
  1	
  than	
  with	
  larger	
  numbers	
  (2	
  -­‐	
  9)	
  

–  Benford	
  Analysis	
  is	
  likely	
  to	
  be	
  useful	
  with	
  sets	
  of	
  numbers	
  that	
  result	
  from	
  
mathemaBcal	
  combinaBons	
  of	
  numbers	
  where	
  the	
  result	
  comes	
  from	
  two	
  
distribuBons	
  
»  Accounts	
  receivables	
  (number	
  sold	
  x	
  price)	
  
»  Accounts	
  payable	
  (number	
  bought	
  x	
  price)	
  
»  Most	
  sets	
  of	
  accounBng	
  numbers	
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Technical	
  Take	
  Aways:	
  When	
  Not	
  to	
  Apply	
  
Benford’s	
  Law	
  
•  When	
  Benford	
  Analysis	
  is	
  not	
  likely	
  to	
  be	
  
useful:	
  

•  Data	
  set	
  is	
  comprised	
  of	
  assigned	
  numbers:	
  
–  Check	
  numbers,	
  invoice	
  numbers,	
  Zip	
  codes	
  

•  Numbers	
  that	
  are	
  influenced	
  by	
  human	
  thought:	
  
–  Prices	
  set	
  at	
  psychological	
  thresholds	
  ($1.99)	
  
–  ATM	
  withdrawls,	
  eg	
  $20,	
  $40,	
  $60,	
  $80,	
  $100	
  

•  Accounts	
  with	
  a	
  large	
  number	
  of	
  firm	
  specific	
  numbers:	
  
–  Accounts	
  specifically	
  set	
  up	
  to	
  record	
  $100	
  refunds	
  

• Where	
  no	
  transacBon	
  is	
  recorded:	
  
–  Thegs,	
  kickbacks,	
  contract	
  rigging,	
  et	
  cetera	
  .	
  .	
  .	
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Technical	
  Take	
  Aways:	
  Computer	
  Aided	
  Audit	
  
Techniques	
  (CAATs)	
  
– Benford’s	
  Law	
  in	
  conjuncBon	
  with	
  the	
  following	
  
tools:	
  
•  SAP	
  &	
  Oracle’s	
  EGRCM	
  (Enterprise	
  Governance,	
  Risk	
  
and	
  Compliance	
  Manager)	
  
–  Asking	
  quesBons	
  such	
  as:	
  
–  Any	
  changes	
  in	
  the	
  top	
  10%	
  of	
  transacBons	
  by	
  value	
  (year	
  to	
  
year)	
  by	
  quarter,	
  by	
  month?	
  

–  Greatest	
  number	
  of	
  changes	
  made	
  to	
  a	
  customer’s	
  details	
  file	
  
(year	
  to	
  year)	
  by	
  quarter,	
  by	
  month?	
  

–  Any	
  outliers/unusual	
  data	
  values?	
  
–  Any	
  unusual	
  or	
  suspicious	
  paUerns	
  with	
  data,	
  dates,	
  returns,	
  
end-­‐of-­‐month	
  closeout	
  transacBons?	
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Technical	
  Take	
  Aways:	
  SAP	
  

	
  
	
  
	
  
	
  
	
  
	
  

»  Risk	
  Analysis	
  and	
  RemediaBon	
  (RAR)	
  
»  Superuser	
  Access	
  Management	
  (SPM)	
  
»  Compliant	
  User	
  Provisioning	
  (CUP)	
  
»  Enterprise	
  Role	
  Management	
  (ERM)	
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Technical	
  Take	
  Aways:	
  SAP’s	
  Backdoors	
  

•  Backdoors.	
  .	
  .	
  
–  BACKDOORS-­‐-­‐come	
  about	
  in	
  two	
  ways.	
  First,	
  they	
  can	
  
represent	
  access	
  into	
  a	
  system	
  that	
  is	
  created	
  during	
  the	
  
applicaBon	
  development	
  process	
  and	
  is	
  never	
  removed,	
  or.	
  

–  Secondly,	
  ager	
  an	
  applicaBon	
  is	
  put	
  into	
  producBon	
  and	
  sold	
  
to	
  the	
  customer	
  in	
  the	
  field,	
  it	
  can	
  represent	
  an	
  unauthorized	
  
and/or	
  undetected	
  compromise	
  of	
  the	
  system	
  for	
  the	
  sole	
  
purpose	
  of	
  securing	
  future	
  access	
  to	
  data/informaBon	
  for	
  
industrial	
  or	
  financial	
  espionage.	
  .	
  .	
  

•  At	
  a	
  Black	
  Hat	
  Conference,	
  Europa,	
  2010	
  demonstrated	
  
mulBple	
  backdoors	
  into	
  SAP	
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Technical	
  Take	
  Aways:	
  Oracle	
  

–  Easily	
  set	
  the	
  scope	
  of	
  the	
  AS5	
  Audit	
  within	
  Oracle	
  Enterprise	
  
GRC	
  Manager	
  (EGRCM)	
  

–  Pre-­‐packaged	
  reports	
  showing	
  Audit	
  coverage,	
  status	
  and	
  
findings	
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Technical	
  Take	
  Aways:	
  Oracle’s	
  Backdoors	
  

•  Backdoors.	
  .	
  .	
  
–  A	
  number	
  of	
  modules	
  remain	
  un-­‐patched	
  and	
  vulnerable	
  due	
  
in	
  part	
  to	
  a	
  difficult	
  patch	
  &	
  upgrade	
  process	
  involving	
  
complex	
  applicaBons	
  in	
  addiBon	
  to	
  an	
  a{tude	
  that	
  if	
  its	
  
working,	
  don’t	
  touch	
  it.	
  .	
  .	
  
»  For	
  example:	
  NaBonal	
  Vulnerability	
  Database	
  (NVD)	
  
»  DescripBon:	
  Unspecified	
  vulnerability	
  in	
  the	
  Database	
  
Control	
  component	
  in	
  EM	
  (Enterprise	
  Manager)	
  Console	
  
in	
  Oracle	
  Database	
  Server…Oracle	
  Fusion	
  Middleware…
allows	
  remote	
  aUackers	
  to	
  affect	
  confidenBality,	
  integrity	
  
and	
  availability	
  via	
  unknown	
  vectors……(under	
  review)	
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Technical	
  Take	
  Aways:	
  In	
  Their	
  Defense	
  

•  Backdoors-­‐-­‐-­‐Created	
  and	
  used	
  by	
  the	
  vendor	
  
and	
  created	
  and	
  used	
  by	
  individuals	
  with	
  
criminal	
  intent.	
  .	
  .can	
  and	
  do	
  threaten	
  every	
  
informaBon	
  system	
  CONNECTED	
  TO	
  THE	
  
INTERNET.	
  This	
  is	
  NOT	
  simply	
  a	
  problem	
  
unique	
  to	
  SAP	
  or	
  Oracle.	
  .	
  .	
  

•  Going	
  forward	
  are	
  two	
  quesBons	
  you	
  may	
  want	
  to	
  ask:	
  
are	
  there	
  any	
  backdoors	
  to	
  your	
  system	
  and	
  what	
  are	
  
they	
  used	
  for?	
  
–  View	
  a	
  list	
  of	
  your	
  vendor’s	
  backdoors.	
  .	
  .	
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Technical	
  Take	
  Aways:	
  KDD,	
  OLAP,	
  Data	
  Mining	
  
and	
  Heuris&c	
  Analysis	
  
•  KDD	
  (Knowledge	
  Discovery	
  in	
  Databases),	
  	
  
•  OLAP	
  (On-­‐line	
  AnalyBcal	
  Processing),	
  
•  Data	
  Mining	
  

•  MulBple	
  vendors,	
  bumping	
  up	
  against	
  a	
  clients:	
  
–  Lack	
  of	
  Confidence/Trust	
  in	
  the	
  Numbers	
  
–  Belief	
  that	
  data	
  collecBon	
  methodologies	
  are	
  flawed	
  and	
  that	
  
the	
  use	
  of	
  the	
  data	
  will	
  threaten	
  their	
  decision-­‐making	
  
authority.	
  

–  Defense	
  against	
  charges	
  of	
  negligence	
  or	
  gross	
  negligence	
  	
  
– Weakens	
  the	
  claims	
  of	
  plausible	
  deniability.	
  
–  Impacts	
  independence	
  and	
  integrity	
  of	
  auditor’s	
  claims	
  of	
  
non-­‐bias,	
  imparBality.	
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Technical	
  Take	
  Aways:	
  Heuris&c	
  Analysis	
  
•  HeurisBc	
  Analysis	
  is	
  defined	
  by	
  the	
  act(s)	
  and/
or	
  processes	
  associated	
  with	
  discovering	
  the	
  
unknown	
  thereby	
  making	
  it	
  known…	
  

•  Such	
  Tools	
  require	
  TESTING.	
  .	
  .such	
  as	
  EICAR:	
  
•  EICAR	
  is	
  a	
  uniquely	
  formaUed	
  program	
  file,	
  is	
  not	
  a	
  
virus	
  which	
  most	
  AV	
  (AnB	
  Virus)	
  programs	
  recognize	
  as	
  
a	
  test	
  program.	
  See	
  also:	
  
–  AV	
  ComparaBves	
  
–  AV-­‐TesBng	
  
–  ICSA	
  Labs	
  
–  SC	
  Magazine/West	
  Coast	
  LabsVirus	
  BulleBn?	
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Non-­‐Technical:	
  Using	
  Your	
  Amgydala	
  

The	
  Six	
  Principles	
  of	
  An	
  Auditor’s	
  Achilles	
  Heel	
  
•  A	
  lack	
  of	
  sufficient	
  professional	
  skepBcism	
  
•  Lack	
  of	
  support	
  (real	
  or	
  imagined)	
  @	
  the	
  C-­‐level	
  
•  Not	
  controlling	
  the	
  confirmaBon	
  process	
  especially	
  at	
  
month	
  end,	
  ending	
  quarter	
  and	
  year	
  end	
  
•  Not	
  ascertaining	
  whether	
  the	
  financial	
  statements	
  
agree	
  with	
  or	
  reconcile	
  with	
  accounBng	
  records	
  
•  Over-­‐relying	
  on	
  management	
  (i.e.,	
  insufficient	
  evidence	
  
to	
  corroborate	
  management’s	
  representaBons	
  
•  Not	
  tesBng	
  accuracy	
  of	
  computer-­‐prepared	
  data	
  

36	
  



Non-­‐Technical:	
  Using	
  Your	
  Amgydala	
  &	
  Have	
  
We	
  Got	
  A	
  Tool	
  For	
  You.	
  .	
  .	
  

•  The	
  Vulnerability	
  Assessment	
  and	
  
MiBgaBon	
  (VAM)	
  Methodology.	
  .	
  .	
  

•  RAND	
  CorporaBon	
  developed	
  a	
  methodology	
  to	
  help	
  
analysts	
  in:	
  

»  Understanding	
  these	
  rela&onships.	
  .	
  .	
  	
  
»  Facilita&ng	
  the	
  iden&fica&on	
  and/or	
  discovery	
  of	
  system	
  
vulnerabili&es.	
  .	
  .	
  

»  Sugges&ng	
  relevant	
  mi&ga&on	
  techniques.	
  .	
  .	
  

•  The	
  VAM	
  methodology	
  takes	
  a	
  top-­‐down	
  approach	
  
uncovering	
  vulnerabiliBes	
  that	
  are	
  known,	
  exploited	
  or	
  
revealed	
  today	
  but	
  also	
  vulnerabiliBes	
  that	
  exist,	
  yet	
  
have	
  not	
  been	
  exploited	
  or	
  encountered	
  to	
  date.	
  .	
  .	
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Non-­‐Technical:	
  Using	
  Your	
  Amgydala	
  

•  Is	
  there	
  a	
  Major	
  Disconnect	
  between	
  the	
  C-­‐
Level	
  folks	
  and	
  their	
  employees.	
  .	
  .?	
  
– E.g.	
  What	
  moBvates	
  their	
  employees…?	
  	
  

•  Their	
  answers	
  are	
  almost	
  always	
  facing	
  180°	
  in	
  the	
  
opposite	
  direcBon.	
  .	
  .	
  	
  
•  See	
  also	
  “Kiss	
  Up,	
  Kick	
  Down”	
  corporate	
  culture.	
  

–  “Social	
  Intelligence”,	
  “Emo0onal	
  Intelligence”	
  
–  “Blink”,	
  “Mind	
  Rules”,	
  and	
  “Outliers”.	
  .	
  .	
  
–  The	
  concept	
  of	
  Synchronicity,	
  (aka:	
  your	
  gut.	
  .	
  .)	
  

38	
  



In	
  Summary:	
  What	
  You	
  Have	
  Heard	
  Today.	
  .	
  .	
  	
  

•  What	
  steps	
  you	
  must	
  take.	
  .	
  .to:	
  
•  Ensure	
  your	
  independence,	
  as	
  an	
  Auditor.	
  .	
  .?	
  
•  Ensure	
  your	
  findings	
  are:	
  

–  Bmely,	
  concise,	
  clear,	
  convincing,	
  complete,	
  objecBve,	
  
accurate	
  and	
  correct,	
  with	
  emphasis	
  on	
  CORRECT.	
  

•  Analyze	
  and	
  re-­‐visit	
  your	
  First	
  Impressions	
  
(when	
  necessary).	
  .	
  .First,	
  Last	
  and	
  Always.	
  .	
  .	
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Ques&ons?:	
  

–  Please	
  Note:	
  We’ll	
  be	
  happy	
  to	
  discuss	
  any	
  of	
  the	
  issues	
  
raised	
  this	
  morning	
  &	
  best	
  wishes	
  the	
  rest	
  of	
  the	
  way.	
  .	
  .	
  	
  
•  In	
  closing,	
  thank	
  you	
  for	
  your	
  Bme	
  and	
  aUenBon…	
  
•  Respec^ully	
  yours:	
  
	
  

Pw	
  Carey	
  
Consultant	
  CISA	
  SAP	
  GRC	
  
Compliance	
  Partners,	
  LLC	
  
Suite	
  200	
  
Barrington,	
  Illinois	
  60010	
  
www.complysys.com	
  
pwc.pwcarey@gmail.com	
  or	
  
pwcarey@complysys.com	
  
1-­‐650-­‐267-­‐3130	
  or	
  1-­‐224-­‐633-­‐1378	
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