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Industry Analysis — 2014 Data Breaches - Ponemon
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Industry Analysis — 2014 Data Breaches - Mandiant
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Global Analysis
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Industry Analysis - Financial

October 2nd The financial institution JP
Morgan Chase discloses that hackers accessed
contact information from 83 million
accounts in a prolonged cyberattack, making
it one of biggest data breaches in history.

Chase.com online banking under extreme
cyber attack for over 72 hours; website still
down for...

Websites of fifth largest bank in U.5.
(usbank.com) hacked by free syrian hackers.

@socengineerinc Jpmorgan bracing for
'Spear Phishing' campaign: sources | Fox
business http://ft.co/dpbzQIMv3U via
@foxbusiness.

@infosecurepci Hsbe acknowledges massive
payment card breach
http:/ft.co/NodoBWiMh7 #databreach
#pcidss.

@fbolfifa FBI is examining Morgan Stanley
client data breach -source.
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Industry Analysis - Energy

Just a four men hacked into the u.s military
and Microsoft computer network and stolen
%100 million worth software.the stolen
software is used to train Apache helicopter
pilots as well as the source code and
technical specifications related to Microsoft
Xbox one gaming console and games
including "call of duty:Modern Warfare 3".

@rdsweb Brazilian President Dilma Rousseff
was angry on learning that the computer
network of Petrobras, the state-run oil

Bloomberg reported just last week that a
group of Chinese hackers, whom L.5.
intelligence agencies referred to as
"Byzantine Candor," have stolen sensitive or
classified information from 20 organizations,
including Halliburton Inc., and a prominent
Washington law firm, Wiley Rein LLP.

company, was hacked by...

Recent malware attacks on Saudi Aramco
and Qatar's RasGas have reinforced the
urgency of securing businesses against this
threat.

Though no specific company names were
given, sources familiar with the matter claim
that Calpine Corp., oil companies Saudi
Aramco and Petroleos Mexicanos, Qatar
Airlines and Korean Air were among the
many companies targeted by the hackers.

@shell_news_ Shell Data Leak May
Compromise Safety Of Staff — Emails - Royal
Dutch Shell plc .com #RoyalDutchShell
http:/ft.co/NPwWBDBHILC.
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Where Is Hacktivism Today
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Different Cells
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New Groups Emerging




Tools of the Trade
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Black Shades RAT

Surveillance Audio capture

Nthllf 0 rk KC}‘II:I g manager

System

Misc

Screenshot manager

Webcarm manager

Ping

Colurnns

osthame

Edackshades MET - Commections: §
Chatroom

Thumbnail refresh

Spreader




Underground Economy
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HOW DO WE DEFEND
AGAINST THESE ATTACKS
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Security Architecture

: Intru5|on Deep Packet Netflow

Vulnerabilities Log Mgmt SDLC Patch Mgmt

Network

Server/App

Host Anti Malware _ Central Storage

Encryption
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Deployment
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Data Correlation is the Key

THREAT IDENTIFICATION
CLASSIFICATION

SECURITY INCIDENT



NGX SIEM Operations
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Enterprise Cyber Security Teams

Monitor and Maintain
non-managed hardware
deployment uptime

Cyber Security
Awareness Program

Incident Response Team

-
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Collect and Maintain content for
all non-managed devices

Operational Implementation
of all security infrastructure

Network and Application
Penetration Testing and
Audit Team
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PROCESS

* Response & process SLAs .
* Change management
* Quality control Q“

() SERVICES
' OPERATIONS

COMPETENCY g
TECHNOLOGY
\ = Client Security Portal
B\ Risk-based event correlation model

PEOPLE

* Technical expertise
* Security training
* Management
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24x7 Security Operations Center

Monitor intrusion detection Respond to incidents and provide Provide guidance on
and vulnerability scan ongoing tuning services as new remediation when incidents
activity threats appear are identified

Detect Zero-Day and Proactively monitor Analyze incidents and Identify and implement
APT attacks web application firewall escalate according to required policy
custom requirements changes
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Honeypot Findings

TOTAL HONEYPOT ATTACKS BY REGION

» Highest volume of attacks occurred in

Europe | | . & sk

 Attacks against Microsoft DS { =T ‘”
accounted for over 51% of the overall . e
attack vectors N\

 Database services have been a
consistent target * r/

* 14% of the malware loaded on the |
Honeypots was considered
undetectable by AV

* Underscores the importance of a 9. e
defense in depth strategy for the need s wsoae o
to secure your enterprise and cloud e
infrastructure RS we v m

ﬁ ALERT LOGIC



Samples of Malware detected

If an attacker were using the collected malware to launch an attack against an
individual or an enterprise it would be theoretically run in this order.

Mal/Spy-Y Trojan/DLoad-IK Trojan/Brambul-A Trojan/DwnLdr-KWB

Ping Sweep | | |
Port Reconnaissance {W
Exploit a Vulnerability

Check for Shares or Networked Drives v
Load Malware B
Load Worm v
Load Remote Access Trojan for full Control e

N gk whE

Malware/Dropper-0
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Partnering with other Researchers

ICS-CS..

Industrial Control System - Cyber Security Resea
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Data Breach: The Clowd Multiplier Effect
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Information Sharing Model

Informatlon sharing

Infermation sharing is the process
of sharing information about
cybersecurity inci

b
mitigations, and other topics.

Information sharing can help
entities better manage

cybarsecurity risk by improving
collaboration.

By better understanding information
sharing, erganizations can create
pregrams that are responsive to the
challenge of cybersecurity.

=@ Microsoft

www.milcrosoft.com/cybersecurity

Cybersecurity information types

Incidents

Details of attempted and successful attacks that may include a
description of information lost, techniques used, intent, and impact.
The severity of an incident could range from a successfully blocked
attack to a serious national security situation,

Threats

Yet-to-be-understood issues with potentially serious implications;
indicators of compromise, such as malicious files, stolen email
addresses, impacted IP addresses, or malware samples; or information
about threat actors. Threat information can help operators detect or
deter inciclents, learn from attacks, and create solutions that can better
protect their own systems and those of others.

Vulnerabilities in software, hardware, or business processes that can be
exploited far malicious purposes.

Methods for remedying vulnerabilities, containing or blocking threats, and
responding to and recovering from incidents. Common forms of such
information include patches to plug vulnerabilities, antivirus updates to stop
exploitation, and directions for purging malicious actors from networks.

Situational awareness

Information that enables decision-makers to respond to an incident and
that may require real-time telemetry of exploited vulnerabilities, active
threats, and attacks. It could also contain information about the targets of
attacks and the state of critical public or private networks.

Best practices

Information related to how software and services are developed and
delivered, such as security controls, development and incident response
practices, and software patching or effectiveness metrics.

Gathering, distilling, and analyzing many types of information to build
metrics, trends, and projections. It is often blended with projections of
potential scenarios to prepare government or private sector decision
makers for future risks.

RY BCEONE . it s b e S b i s e e D T e S D e s Bl B B e S e L B o B e e A A S S C AR i i S S

Government Private critical

infrastructure

Business enterprises

IT companies

IT security firms

B A O e e & B R B e R B B B B B B S B B G B e B S G B D S e L B S U e e S D A S B S it

Person .
to
person -

machine

Formalized

=Gl

Methods of exchange

Security clearance-based
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Open/Closed Source Intelligence

Attackers using Havex Customize view &
Colors
IC5
W 5CADA
B Industrial Control Systems

?:freti-?i‘IfFZe :::f Ma:ic: i);flo‘;h;fc:?ii? has Jun  2014: “The department said last week it = OPC
N g oy g - ) £l was investigating whether the Havex Trojan Famous Stuxnet Worm
firms and petroleum pipeline operators United States

software had been involved in previous

i using a number of attack vectors, including compromisas of eneray infrastructure.” B Europe
Jan 2014: **In January of t"]“ year, the the Havex Trojan which has infected P v ' Switzerland
cyber security firm Crowdstrike...Havex industrial control systems, according to a W Other

Trojan From Russia?” report by Symantec Corp. Total references
fguotes/zigman/78627/delayed
fquotes/nisisyme SYMC +0.57% on Monday.” Event Marker Size

1 reference

30 references

‘\

Other .

Jan Feb Mar Apr May Jun
2014

Jan 12014 7 months v Jul 31 2014

]
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Monitoring the Social Media Accounts
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Following IRC and Forums

Athena IRC Bot

An IRC (Internet Relay Chat) bot that could steal file information, flood your network(DDQOS)
or any target sites with your zombie bots. The amount of Athena IRC bot is around $100 pre-
configured Bot per customer's request. $10 for rebuild and another $15 IRC setup via TeamViewer,
join.me and PuTTY. In addition to that the bin settings has a capability or has a tool that could convert
the encrypting the actual IP. The ability to download binaries (hosted elsewhere)and take owver a target
client to gain access/privileges.

The following PCAP sample triggered our IDS system to one of our customers.

JOIN #chatroom .
-MODE #chatroom
+nTtCVs..

NICK n[USA[UDW

IN7[x86|2c]czzww
XU

n[USA|UD|WIN7|
x86[2c]czzwwxun!
rrrommmj@brama.g
oogle.com JOI

N :#chatroom..:
irc.private-life.biz 353 n[USA|U|
D|WIN7|x86|2c]lcz

zwwxuu @ #chatro

om :n[USA|

oljgayvw@brama.g
oogle.com JOI

N :#chatroom..:i
rc.private-life.

biz 353 _

‘What was identified:

- JOIN (command use to join a channel)
- #chatroom (exisiting chatroom)

- n[USA[U|D|WIN7|x86|2c]czzwwxunirrrommmi@brama.google.com (a possible target /brute-forcing its way to  the
machine)

Bun 29 2074

IRCLog Custemize view

Awesis ~ bl 29 e
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Tracking and Predicting the Next Move

He is a guy from a European country/ (Russia)

His handle or nick is madd3

Using ICQ 416417 as a tool of communication (illegal
transaction)

A simple /whois command to the nick provided us with
good information

85.17.139.13 (Leaseweb)

ircname : John Smith

channels : #chatroom

server : irc.private-life.biz [Life Server]

Check this out user has another room. #attackroom4
We can confirm that Athena version 2.3.5 is being use
to attack other sites.

2,300 infected Users

Cracked Software is available in forums

As of today 1 BTC to $618.00 or £361.66

Ifl.'l com

O IC0 Feads

Get updates from all your favorite
social networks and share your
updates with your friends.

# Faac Iback

ICQ = Maozilla Firefox

Y 7,

View Profile Add Block

or checking hack accounts | can teach u dat one later

CcraZzZzzy 111 AM
bia

traffic + exploit = bots

need traffic

in hack site

maore traffic

100k wvisit aite unigue = 20k bats

understand?

harvi harv 1117 AM
ot traffic how?

euploit wah | know.

craZZzey
hmhim
harvl harv 1000 AM

wihat hack site? llke whara?
like ur website that no traffic at all?

| s
!

| |8
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Forums to Follow — Exploit.in

A US court on Friday sentenced a hacker from Estonia Sergey Churikov to imprisonment for 11 years for breaking into RBS & Security
WorldPay . Curikov convicted of cyber fraud and stealing $ 9.4 million from a bank branch Royal Bank of Scotland in Atlanta in 2008.
Curikov sentenced to 11 years in prison and ordered to pay $ B.4 million. The Government of Estonia in early May 2010 decided to give test browser {short)
Churikova US authorities. In co-operation of the State Prosecutor's Office and the Estonian Central Criminal Police, US law enforcement May Checking o complexit
6, 2009 were arrested members of a group of international computer fraud. As found out a consequence, Curikov in early November
2008 hacked into the database of the company-operator debit cards RBS WorldPay one of the US banks. These data Curikov gave his partner
Igor Grudievu, whose task was to record dumps resulting from burglary, on cards and then cash in ATMs, Just for one day Ronald and 2 Another
Evelyn Choi, and Michael Evgenov removed from the accounts of different persons over 3.5 million CZK 10 000 Estonian kroons at a time in speed test
Tallinn. In the future, money from ATMs worldwide and received numerous other hired drops. presided resident of Tallinn, while 25-year- download speed calculation
old Sergey Churikow, a resident of St. Petersburg Victor Pleschuk and resident Oleg covelline Chisinau. The fourth key figure of the group
took place on court documents as "Hacker 3", Igor chest was accused of repeated forgery of means of payment for the purpose of use, converter UNIX / GMT time

the use of counterfeit payment instruments and computer fraud. He is sentenced to 5 years imprisonment with a probation period of S years
Eugene and Evelyn Choi charged with computer fraud and fraudulent use of payment instruments in a large scale, Evelyn Choi was
sentenced to 3 years imprisonment with a probation period of 3 years, Eugene - to 2 years imprisonment with a probation period of 2 years.

In November 2008, 12 hours more than 2100 ATMs in 280 cities around the world were received US $ 9 million. Crime seized the US, m

Estonia, Russia, Ukraine, Italy, Hong Kong, Japan and Canada. Withdraw money previously hired drops.
‘ v . i o v supyc firefox sanom hopym

security flash linux ip rss
explorer windows exploit
npoBepKa sacks root apple
Google Facebook ddos
Symantec $81 GoTHeT Android
cnam Chrome vposH
noSasnTe tag

sz Comment

According to the company Damballa, the number of computen fected with malicious software Backoff , increased rapidly in North
America. This malicious software used to steal information about credit cards. In Damballa observed 57% increase in activity in the
period between August and September 2014. Backoff is used to scan memory and retrieval of data on credit cards. This was stated by the
technical director Damballa Brian Foster (Brian Foster). Data are based on information collected from customers, businesses and Internet
service providers, who use Damballa products to detect malicious activity. “We take the domain names and IP-addresses that are looking for
mailicious software to calculate risk. The Company monitors the number and charactenistics of domain names assodated with Backoff.
Number of requests indicates growth of infected PC ™~ said Brian Foster About 55% of the traffic, induding DNS-queries, comes from
MNorth America. To preserve the privacy company is not interested in IP-addresses of most of these computers, Hadoop-duster at
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Stay Informed of the Latest Vulnerabilities

* Websites to follow
- http://www.securityfocus.com
- http://www.exploit-db.com
- http://seclists.org/fulldisclosure/
- http://www.securitybloggersnetwork.com/

Rescator
Samba KaptOXa

AlinaPQOS
Dexter Heartbleed

Gonzales
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http://www.securityfocus.com
http://www.exploit-db.com
http://seclists.org/fulldisclosure/
http://www.securitybloggersnetwork.com/

To Follow our Research

Twitter:
-  @AlertLogic
-  @StephenCoty

Blog:
- https://www.alertlogic.com/resources/blog

Newsletter:
- https://www.alertlogic.com/weekly-threat-report/

Cloud Security Report
- https://www.alertlogic.com/resources/cloud-security-report/

Zero Day Magazine
- http://www.alertlogic.com/zerodaymagazine/
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https://www.alertlogic.com/resources/blog
https://www.alertlogic.com/weekly-threat-report/
https://www.alertlogic.com/weekly-threat-report/
https://www.alertlogic.com/weekly-threat-report/
https://www.alertlogic.com/weekly-threat-report/
https://www.alertlogic.com/weekly-threat-report/
https://www.alertlogic.com/resources/cloud-security-report/
https://www.alertlogic.com/resources/cloud-security-report/
https://www.alertlogic.com/resources/cloud-security-report/
https://www.alertlogic.com/resources/cloud-security-report/
https://www.alertlogic.com/resources/cloud-security-report/
http://www.alertlogic.com/zerodaymagazine/

Thank you.
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