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Industry Analysis – 2014 Data Breaches - Ponemon 

         

Ponemon 2014 Data Breach Report 



Industry Analysis – 2014 Data Breaches - Mandiant 



Global Analysis 



Industry Analysis - Financial 

         



Industry Analysis - Energy 



Where is Hacktivism Today 



Different Cells 

 



New Groups Emerging 



Tools of the Trade 



Black Shades RAT 



Underground Economy 

         



HOW DO WE DEFEND 
AGAINST THESE ATTACKS 



Security Architecture 

Firewall/ACL Intrusion 
Detection 

Deep Packet 
Forensics 

Network DDOS 

Netflow 
Analysis 

Backup 

Patch Mgmt Vulnerabilities 

Server/App 

Log Mgmt SDLC 

Anti-Virus Encryption GPG/PGP 

Host Anti Malware 

FIM 

NAC Scanner 

Mail/Web Filter Scanner 

IAM Central Storage 

http://aws.amazon.com/security/security-resources/ 



Deployment 



Data Correlation is the Key 



NGX SIEM Operations 

17 

8.2 Million 
Per Day 

40,000 
Per Month 



Enterprise Cyber Security Teams 

Monitor and Maintain 
non-managed hardware 

deployment uptime 
Operational Implementation 
of all security infrastructure 

Incident Response Team 

Collect and Maintain content for 
all non-managed devices 

Cyber Security 
Awareness Program 

Network and Application 
Penetration Testing and 

Audit Team  



24x7 Security Operations Center 

Monitor intrusion detection 
and vulnerability scan 

activity 

Provide guidance on 
remediation when incidents 

are identified 

Proactively monitor 
web application firewall 

Identify and implement 
required policy 

changes 

Respond to incidents and provide 
ongoing tuning services as new 

threats appear 

Detect Zero-Day and 
APT attacks  

Analyze incidents and 
escalate according to 
custom requirements 



THREAT 
INTELLIGENCE 



Honeypot Findings  

• Highest volume of attacks occurred in 
Europe 

• Attacks against Microsoft DS 
accounted for over 51% of the overall 
attack vectors 

• Database services have been a 
consistent target 

• 14% of the malware loaded on the 
Honeypots was considered 
undetectable by AV 

• Underscores the importance of a 
defense in depth strategy for the need 
to secure your enterprise and cloud 
infrastructure  

 
 



Samples of Malware detected 

If an attacker were using the collected malware to launch an attack against an 
individual or an enterprise it would be theoretically run in this order.  
 
1. Ping Sweep 
2. Port Reconnaissance 
3. Exploit a Vulnerability 
4. Check for Shares or Networked Drives 
5. Load Malware 
6. Load Worm 
7. Load Remote Access Trojan for full Control 
 
 
 



Partnering with other Researchers 



Information Sharing Model 



Open/Closed Source Intelligence 



Monitoring the Social Media Accounts 



Following IRC and Forums 



Tracking and Predicting the Next Move 
• He is a guy from a European country/ (Russia) 
• His handle or nick is madd3 
• Using ICQ 416417 as a tool of communication (illegal 

transaction)  
• A simple /whois command to the nick provided us with 

good information  
• 85.17.139.13 (Leaseweb) 
• ircname : John Smith 
• channels : #chatroom 
• server : irc.private-life.biz [Life Server]   
• Check this out user has another room. #attackroom4  
• We can confirm that Athena version 2.3.5  is being use 

to attack other sites.  
• 2,300 infected Users 
• Cracked Software is available in forums 
• As of today 1 BTC to $618.00 or £361.66  

 



Forums to Follow – Exploit.in 



Stay Informed of the Latest Vulnerabilities 

• Websites to follow 
- http://www.securityfocus.com 
- http://www.exploit-db.com 
- http://seclists.org/fulldisclosure/ 
- http://www.securitybloggersnetwork.com/ 

 
 
 

http://www.securityfocus.com
http://www.exploit-db.com
http://seclists.org/fulldisclosure/
http://www.securitybloggersnetwork.com/


To Follow our Research 

• Twitter: 
-  @AlertLogic 
-  @StephenCoty 
 

• Blog: 
-  https://www.alertlogic.com/resources/blog 

 

• Newsletter: 
- https://www.alertlogic.com/weekly-threat-report/ 

 

• Cloud Security Report 
- https://www.alertlogic.com/resources/cloud-security-report/ 

 

• Zero Day Magazine 
- http://www.alertlogic.com/zerodaymagazine/ 

 
 
 

https://www.alertlogic.com/resources/blog
https://www.alertlogic.com/weekly-threat-report/
https://www.alertlogic.com/weekly-threat-report/
https://www.alertlogic.com/weekly-threat-report/
https://www.alertlogic.com/weekly-threat-report/
https://www.alertlogic.com/weekly-threat-report/
https://www.alertlogic.com/resources/cloud-security-report/
https://www.alertlogic.com/resources/cloud-security-report/
https://www.alertlogic.com/resources/cloud-security-report/
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Thank you. 
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