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. Safe Harbor Statement

The following is intended to outline our general product direction. It is
intended for information purposes only, and may not be incorporated into
any contract. It is not a commitment to deliver any material, code, or
functionality, and should not be relied upon in making purchasing decisions.
The development, release, and timing of any features or functionality
described for Oracle’s products remains at the sole discretion of Oracle.
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. Program Agenda

§ Security in Fusion Applications

§ The 10 Principles

§ Demonstration: Hire an Employee
§ Q&A
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190 Seeded Job Roles across over 83 Applications
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. Common Security Services
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Access/SSO
Functional Permissions

Data Permissions
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*Clean Access Model
*Seamless Transition to IDM

* Secure Out of The Box

* Across Tools

* Across the Info Lifecycle
*SOD

USABILITY

RISK

* Faster On boarding

* SSO

*Management Approval Workflows
*Easier Regulatory Compliance

PRODUCTIVITY

BENEFITS OF FUSION SECURITY

ADMINISTRATIVE COSTS

*Role Provisioning
*Transparent Policies
*Standards Based

ORACLE
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10 Principles
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. Fusion Applications Security

Role Based Access

Account and Role Provisioning Events & Workflows
Enforcement Across Tools and Transformations
Pervasive Privacy Protections

Integration with Governance Risk and Compliance
Transparent Security Policies

Complete Audit of Security Changes

Secure Across the Information Lifecycle

© ©®© N o O bk 0 Ddh =

Co-existing with your current Security Infrastructure

—_—
©

Comprehensive Extensible Reference Implementation
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. Fusion Applications Security

E-Business Suite PeopleSoft

Job Role ) Top Level Menu Top Level Menu
Data Role =) Responsibility Employee ID + Role
Duty Role =) Syb Menu Role(s)

Entittement =) Form Function Permission Lists
Permission =) Executable Executable
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A Role is a Job Description
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. Once a New Employee is inducted, You grant them a Role

Vision
Enterprises

Employee Joins As
Purchasing Manager of
Vision Germany

Vision Germany Vision US

Procurement Manager - Vision Germany

! - General External Role Hierarchy Application Role Mapping

Procurement Manager - Vision Germany inherits permissions from the following roles.

ROleS nOt t|ed tO JOb but "II Dz:;ir':avmwew - Open Role |En:rd Global Policies | i
tO Em ployee SuCh as = &%} Procurement Manager PO_PROCUREMENT _MANAGER_10B P
' Employee (ERS) L. K Datla SECFTgith! Pot’licies for: hEf-{:ﬁf’ Pro:::uTersjtent Margager = Vision Germany
* Purchase Requisitioner : Adtion - View- | [RMew eEdt |
Actions | condition ]
Manage Requisition For a Business Unit

We call these roles:

Abstract Roles Employee is Granted

the Purchasing Manager Role with Data Secured by
Vision Germany. We call these roles: Data Roles

ORACLE
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. What can the new Employee Do and View ?

Based on their Role
assignment the
Employee has duties.

Each of these duties
provides access to
functionality in Fusion

Apps.

This Access to
Functionality is what we
call Entittements
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Policies for:
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Functional Policies
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. Now the New Employee Starts Using the System

When the Employee
starts using Fusion Apps
She will be able to
access the Menu Tasks
she is entitled to.
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. Menu ltems

ORALCLE Fusion Applications

Home s

Mew Person Benefits

workforce Structures
< Career

Benefits Tools
Enrollment Reporks

Evaluation and Reporting
< Manager Resources
Manager Resources Dashboard
Mew Person
workforce Compensation

Zareer -

MMy Information
My Parkraik

Profiles Expenses

and Analvtics

Plan Configuration Person Gallery

b

5 Person Managemenk Tokal Compensation Statemen. ..
Career -

Rates and Coverages

Manage
& [Manage Benefik Life Events
Manage Benefit Plans and Programs

Manage Program/Plan Years
Manage Plan Types
Manage Benefit Options
Manage BEenefit Plan Details

e Manage Benefit Program Details

Manage Raktes and Coverages

& Manage Bensfik Plan Coverage
= Manage Bencefit Rates
& Manage Coverage Across Plan Types

Define Enrollment Display

e Manage Plan Grouping
& Manage Enroliment Authorizations

L e e e |

~|Search Results

Wiew = Formak -

|Plan Mame

fi19/2011

[3§ create 3£ End Date

Accessibility  Personalization = Help =  Sign out BEM_MGR_aLL O

Eligibility Profiles

Advanced

Quick Creake Plan

Sawved Search |v ]

* Required

Search | Reset | SaVE...

Freeze ff Detach E

iStatus |Plan Twpe

Mo search conducked,
%]

[
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. Tasks

ORALCLE Fusion Applications Accessibility  Personalization = Help ~  Sign Out BEN_MGR_aLL O

15 E Satchlist ~  Group Spaces

Overview

Manage General Benefits = e
a : Owverview (2]
Manage Enrollrment Action Twpes
Manage Reporting Groups
Manage Fegulations Programs and Plans Rates and Coverages Eligibility Profiles

Manage Benefit Balances

IManage Benefit Group ~ Search Advanced Saved Search i-_z:
Manage Benefit Service Area

Manage Derived Factors * Required

Manage User-Defined Criteria

Manage Eligibility Profiles
Manage Life Events * Effective As-of Date | 171972011

FPlan Mare

& [Manage Benefik Life Events Search | Reset | Save,..

Manage Benefit Plans and Programs

Manage ProgramFPlan Years
Manage Plan Types

Manage Benefit Options
Manage Benefit Plan Details Wiew - Formak - Create 28 End Date Quick Create Plan Freeze »
Manage Benefit Program Details - -

~|Search Results

|Plar Marme | SEatus
Mo search conducked,
& [Manage Benefit Plan Coverage |'< l
& Manage Benefit Rates g
& Manage Coverage Bcross Plan Types

Manage Raktes and Coverages

Define Enrollnnent Display

® Manage Plan Grouping
& Manage Enroliment authorizations
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. Buttons, Regions and Actions

Process Requisitions Done ~|Procurement BU
Wision Operations [~ ]
~|Search: Requisition Lines Advanced | Manage Wakchlist Options Saved Search | all my requisition lines requiring action [ w ] -~
~| Document Builder
*+ AL least one is required
*+* Requisitioning BLI [ b ] ** Deliver-to Location Ck Type
£ e o el - Qs e COrder
equisition ategary Mame Requisitioning BU
** Buver | Furey,Clare | ** Them Ck Wision Operations
Sold-to BU
Search | Reset | Save,.. Wision Operations
= Source Agreement
Its: Requisition Lines BRI
Style
m iew - Format - @ % Wirap Add to Document Builder | Return | Reassign | Purchase Order
Supplier
Export lequisition Line Item Line Description | Quanktiky ‘UOM Price Amount |[Currency | Deliver-to Lo CVY_Suppalz
r f Si lier Sit
Add to Document Builder  [ps0z199 z Test Psedun 10,000 10,000.00 USD W1- Mew York| . C:EITLIIJD:::'D;S;EDE
0302197 1 test one 1 Box of 11 S0 90,00 S0 W1- Mew York Currency
Reassian Os02195 1 “CM7ES40 Lightring Inkjet Prinke 1 Each 165 165.00 UsD W1- Mew Yark USD
: 0502150 = Test Pseduo 10,000 10,000,000 USD W1- Mew York
0502143 2 Test Pseduo 10,000 10,000.00 UsSD W1- Mew Yark ‘our Document Builder contains 1 lines.
0502134 1 “SC00100 Errvioy Diocking Skation 10 Each 59.026 590,26 USD Auskin - T =
Update From Catalog A i . . Recently Added Lines
0s0z0s0 1 200100 Envoy Docking Skation 10 Each 59,026 590,26 USD Auskin - Tx ) .
. . = Envoy Docking Station 59,03 USD
Views Document History 0s0z021 1 SCO0100 Enwvoy Docking Skation 10 Each 59,026 590,26 UsSD Auskin - TH
L= Vision Operations 10502017 1 “SC00100 Errvioy Diocking Skation 10 Each 59.026 590,26 USD Auskin - T Total 59.0% LUSD
= Wision Operakions 10502013 1 "SCo0100 Ermvoy Docking Skation 10 Each 59.026 590,26 UsSD Auskin - TX
[>  wision Operations 10501975 1[; “SC00100 Ervoy Docking Statiol 10 Each 59.026 590.26 USD W1- Mew York Edit | e | Clear |
L= Wision Operations 10501970 1 Fﬁ “SC00100 Envoy Docking Skakion 10 Each 59.026 500.26 USD W1- Mew Yark
= Vision Operations 10501955 1 E “SCo0100 Errvoy Docking Skation 10 Each 59,026 590,26 UsSD Auskin - TX [ b l :I
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. Fusion Applications Security

Role Based Access

Account and Role Provisioning Events & Workflows
Enforcement Across Tools and Transformations
Pervasive Privacy Protections

Integration with Governance Risk and Compliance
Transparent Security Policies

Complete Audit of Security Changes

Secure Across the Information Lifecycle

© ©®© N o O bk 0 Ddh =

Co-existing with your current Security Infrastructure

—_—
©

Comprehensive Extensible Reference Implementation

ORACLE
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[—SMENU_MAME
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X0 GL Supervizor Menu
HOOOK GL Supervizor Menu
MO0 GL Supervizor Menu
HOOK GL Supervizgor Menu
HOK GL Supervizor Menu
HHHK GL Supervigor Menu

44 D
[~ MAIN_MENU |~ | SUB_MENU [~| CHILD_SUB_MENU

Journalz Import Run

Journalz Generate Recurring
Journalz Schedule Allocation
Journalz Schedule Recurring
Journalz Reconciliation Reconcile

Jougrnal Berpnriliation Beverze

Jouj

“dManual Process

2+ No Auto Provisioning

HOOOK GL Supervizgor Menu Budy -

SOOCK GL Supervizor Menu Budgetz Enter Journalz
HOOCK GL Supervizor Menu Reportz Define Row Set
HOOCK GL Supervizor Menu Reportz Define Column 54
HOOK GL Supervizor Menu Reportz Define Content Set
X0 GL Supervizgor Menu Reports Define Order
X0 GL Supervizor Menu Reportz Define Report
HOOOK GL Supervizor Menu Reports Reguest Financial
MO0 GL Supervizor Menu Reports Define Dizplay
HOOK GL Supervizgor Menu Reports Define Report Set
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OOCK GL Supervizor Menu Other Report View
SOOCK GL Supervizor Menu Other Report Run
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MO0 GL Supervizor Menu Journals Impert Correct
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HOOK GL Supervizor Menu Journalz Schedule Allocation
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HOOCK GL Supervizor Menu Budgetz Enter Journalz
SOOCK GL Supervizor Menu Budgetz Enter Upload
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XOOCK GL Supervizor Menu Reporis Request Standard

1257 oo Gl Suu&r\-isq%-_l_“&qn
M4k M| Sheetl - ¥ -
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. Account and Role Provisioning Events & Workflows

Manage Approval Rules : Hire an Emplayes | |
Appruvers
A |
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Apprirers
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. Secure Out of the Box

Role Based Access

Account and Role Provisioning Events & Workflows
Enforcement Across Tools and Transformations
Pervasive Privacy Protections

Integration with Governance Risk and Compliance
Transparent Security Policies

Complete Audit of Security Changes

Secure Across the Information Lifecycle

© ©®© N o O bk 0 Dbd =

Co-existing with your current Security Infrastructure

—_—
©

Comprehensive Extensible Reference Implementation

ORACLE
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Secure OOTB: Enforcement Across Tools
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Entitlements Server

Authorization Management

System Configuration | Policy Upgrade Management

Search (2)

For Usersi=

In Global Scope (=
abraham mason

« O search Results

Actionz » View »  [5

Home {j Abraham Mason % ﬁj} Project Application Admin...

| Project Application Administrator

Secure OOTB: Enforcement Across Tools

MName

| {} Abraham Mason

q

Trasactional Uls

Universal Content Manageméht--aa

Eﬂl Data Security Policies for: ]

bl e e e e g eimpa e g g g e e ey g

Action v View w [ New g Edit

Actions Condition

'VIanage Conftract, Maintain Project Confract ReuenueIAccess the project for table PJF_PROJECI’S_ALL_‘-.-‘LIﬁ:rr project business units on which they are auﬂ'norizerl

Actions + _View 4 Map 3@ Remove Roles  [55 Open Role

» [&&] hem
Business Intelligence & obi

Application Help Text Administration Duty (OBI)

@ Cusfomer Contract Setup Duty (OBI)

@ Fungtional Setups Duty(CBI)

@ Projpcts Administration Duty(OBI)

) Repprts and Analytics Region Administration Duty(CBI)
5 A wathlist Administration Duty(OBI)

[ pinlelet]
.5 Upldad data for Project Management Import

41

b4

Description

Adds and maintains custom help for all applications.

In addition to the setup activities allowed by the Contract Setup Duty, this duty pr
Uses the functional user overview, and assigned tasks, and task lists.

Configures Orade Fusion Projects applications.

Selects reports to appear in the Reports and Analytics region of Orade Fusion App
Maintains the Watchlist categories and items displayed in Oradle Fusion Applicatior

Allows to upload data file to import project management data.
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. Secure OOTB: Pervasive Privacy Protections

* Fusion Applications protect personally identifiable information
(P1I)

* PIl = any piece of information which can potentially be used
to uniquely identify, contact, or locate a single person.
— Social Security Number (SSN)

— Driver’s license number

— State or National Identifier (Identification Card number)

— Passport Number

— Account number, credit card number (CCN) or debit card number
— Home or Physical address (e.g street address)

— Email address

— Telephone number
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. Secure OOTB: Pervasive Privacy Protections

Defined once .. Agpl_ication Ul (ADF)
é"-‘i RBAC A Supplier Manager can Used in Ul e e
_— ik —> | maintain supplier tax identifier
| for the business units inwhich | [
_= they are authorized
|
[
4
-

Bypasses Ul and gets direct access to database

N3
O

oRrACLE
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Manage Access & Segregation of Duties

RACLE Application Access Contrels Governor

§ Preventive AND Detective Access
Controls

§ Simulation for Role Design

_ . : e \
§ Preventive Provisioning R Ve o
et L R | |Gl P e LA A S S e * vl

§ Pre-built Content and Reports ks 7!
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. Preventive Provisioning

Incidents Byf Control
Incidents By Control

Contral Budgets and Create Inevaices
Create Custemer and Relaasse Sales Order
Craate ems and Cycla Counting

Creabr Supplars and Creats involoss
Delete Receipts and Creabe Ssles COrdens
Diuplicate Innvobos S mounts

Duplicars Faymeants

Emtar foumal Entry and Physical iInsentory
Irmeodcas without 8 Purchase Order

Ibmen Cooating and Creabe [bems

Faymment Armount Greatar than 1 00uDno
Faymenta made o Blschked Suppliers
Pivysical Inveniony and Recabse Goods L ee—e
Fost Jowrmal Entry and Mass Transactions =S =
Post Jowrmal and Enter invvoloes
Purchasss without Paymant Card
Ramittances and Creats Sabes Order
Ream#tances and Ship Cusiomes (Soods
Sugwplber with no Taxpayar 10

Required

(NCEREEEOCECEEONCOnE

;u#ﬁm;]

Control_MHame Control_Type Humber_of Incidents Last Run_Date Control Owwner

L‘.-:tnt_rul Budgets and Create ACCESS 6! 01_APR_2011 AR —
Inwoices .

Create Customer and Release
Sales Order

Create tems and Cycle Counting Access 512- 0 1-MAaR-Z011 ASKITH

ORACLE
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. Transparent Security Policies

Accounts Payable Manager

Manages Accounts Payable department and personnel. Overrides exceptions, analyzes Oracle Fusion Payables balances, and submits income tax and withholding reports to meet

regulatory requirements,
General External Role Hierarchy

Mapping For: Accounts Payable Manager

Application Role Mapping

Each application in the table below can be expanded to see the corresponding Application Roles within their hierarchy.
Select an Application Role below and click the Open button to launch a view details ina new tab.

Actions ~ View = EF Map 3¢ Remove Roles [33 OpenRole [& Find Policies

Display Name

| Description

L= } Mass Asset Additions Creation Duty
[ ﬁ Payables Balance Analysis Duty

L= (} Payables Business Intelligence Management Duty

[ ﬁ Payables Invoice Hold Resolution Duty
: ice Inguiry Duty

L= ﬁ Payables Invoice Processing Duty

L= ﬁ Payables Payment Processing Duty

b= {j Payables Payment Reguest Inguiry Duty
[= § Payables Period Close Duty

Submits the mass additions creations program for Oracle Fusion Assets users,
Analyzes Oracle Fusion Payables balances.

Manages access to Payables OBIA Dashboard

Resolves conditions causing invoice holds that did not result from data entry errors.

Views Oracle Fusion Payables invoices.

Views invoices and related documents and takes action, such as approving and resalving holds.

P e,

Manages Oracle Fusion Payables payments.
Views Oracle Fusion Payables payment requests.
Oversees all aspects of Oracle Fusion Payables period close that involve running period close reports.

ORACLE Entitlements Server

r Authorization Managemenl—

Search (@)
For External Roles_»|
In Global Scope
Payable Manager ﬂ
E Browse Ck Search Results

Actions » View = | [5
Name - [ ]
[ s D i e e = e R
i‘zﬁ Accounts Payable Manager - Vision Belgium @
ﬁ Accounts Payable Manager - Vision France @
ﬁj} Accounts Payable Manager - Vision Germany @
{4} Accounts Payable Manager - Vision Industrie (5) f
";ﬂl Accounts Payable Manager - Vision Italy @ |
ﬂj‘} Accounts Payable Manager - Vision Operatio @ !
4} Accounts Payable Manager - Vision Services (i) |
Agcounts Payable Manager - Vision Spain (i)
@ Accounts Payable Manager

FD‘S_iP_{CAF @ |
T FOS_VisSGD_1CA (@) |
Data Security Policies for: @ AP_ACCOUNTS_PAYABLE MANAGER_FUSION_CORP_USA DATA i

Select a Policy and click the edit button to open the individual policy in a new tab.
Action »  View = New 7 Edit
Actions - B

|-I-1es-|_3ume Name
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. Audit of Security Changes

Who made what changes, and when

Manage Audit Policies
Configure the audt level for ndividual products, and for Oracle Fusion Applcabions, which buginuess obgect attrbutes to sudt.

Oracle Fusion Applications (APPS)

Fursion Applcations Busness Objects

Oracle Business Intelligence Enterprise Edition (OBIEE)
nnabysts and Dashbosrd sCoess, CrestmiUpsstingDeleting Wb Catalog obiects

Oracle Business Inteligence Publisher (BIP)

Lt sessions, raport requests, report exscutions.

Oracle Data Integrator (OOT)
Metadata changes of OO

Oracle Enterprise Scheduling Service (ESS)
ESS metadata changes, ESS mequest operations, Administrative cpesations to £S5 request processor and dspatcher

Oracle Metadota Services (MD5S)
Metadata changes ke sandbox publish, Frgort

Pages and Business Dbjects Extensibility (ADF)
Extersibdity changes via composers to pages and business obcts.

Oracle Matform Security Services
Security authonzabion, user suthenticston and assestion, credentisl store and ke stors seraces

Oracle Web Service Manager ((WSM)

Polices, GPA, Assestion Templates, Also ary changes bo OWSM Local Dwect F“_il.'!' attachients.

Oracle SOA Suwite (SOAY
SOA Metadata customizations,

37 | Copyright © 2013, Oracle and/or its affiliates. All rights reserved. [

At events Fall into two broad cabegores: &) Auditing of OWSM Polcy Erforcement e authenbcstion, suthonization, etc on & per reguest bass. hl}vlr-:nn!m'.—-r Opeer Stions thy

* Audit of Changes in the definition of a role
» Audit of Changes to the roles assigned to a
user

* Audit of the logins of highly privileged

accounts
» Implementation Consultant
» Security Manager
» Payroll Administrator
* Audit of the use of a highly privileged function

* Voiding of a Check

ORACLE




IT Audit - Security

Show User and Roles from Oracle Identity Manager (OIM)

ﬁ FUSIUN/

Attributes  Roles  Resources  Prowies  Direct Reports | Requests

»

Apply Revert
| Basic User Information
First Name  FUSION Manager Q,
Middle Name * Organization Xellerate Users Q, E
* | ast Name  FLSION # |ser Type  Full-Time Employee m
Design Console Access D
Email FUSION@dummy.orade ﬁ FUSIQN
Account Settings
User Login FUSION Attributes Rl Resources | Proxies  DirectReports | Requests
Identity Status  Active
Account Status  Unlocked Action +  View = {ﬁ Assign (i Revoke |} Open E[a Refresh
| Account Effective Dates Display MName Role Name Description R
Start Date ALL USERS ALL USERS Default role for all users D
S » Application Implementation Consultant ASM_APPLICATION_IMPLEMENTATION_CONSULTAN Manages enterprise-wide implementations. Callaboraa
» Employee PER_EMPLOYEE_ABSTRACT Identifies the person as an employee. a
4 Provisioning Dates » IT Security Manager FMD_IT_SECURLTY _MAMAGER_JOB Protects assets such as information technology systea

ORACLE
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Secure OOTB: Secure Across Info Lifecycle

« Sensitive data in file system and backups (data-at-
rest) protected using Transparent Data Encryption

 Sensitive data in cloned, non-production
databases protected using Oracle Data Masking

« Sensitive data protected from database
administrators and other privileged users using
Oracle Database Vault
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. Secure OOTB: Secure Across Info Lifecycle

Protect Data
in Motion with

Database Operational Data DBA /
Protect Data from Vault pBA Manager

Network View and Alteration

. . . Sel ect SALARY
Encryption using as well as Insider from users;
Advanced Security Threat using A ter system
Option Database Vault Alter table. .

(Hvizusyan

* Example roles and privs

is Dperational
Alter table .. _’)BA

&
‘*Sﬂ ect SALARY from USERS;

Sensitive Data in cloned instance
protected by Data Masking

oF -

g
-’

Protect User and Sensitive Data
at Rest by Encrypting Database
Columns using

Transparent Data Encryption

oRrACLE
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. Secure OOTB: Co-existing with your current
Security Infrastructure

Allows a user to log in once & access all Existi ng
applications... o
. § Identit
authentication Y
Management
Infrastructure
/_/l\v Custom
> Applications
B =
OID 3 —
Federation 4
nabled ieenicoris 1 1
{ =
"""" — _',,,f”/_ Service Providers Appll(?atlons
o Unlimited

oRrACLE
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ORACLE

FUSION APPLICATIONS

G

i
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OOTB

U roles you will recognize
as jobs

U hierarchy of duties
U data security policies
U SOD Policies

U Provisioning Events

A

O

Secure OOTB: Reference Implementation

APM
to extend

uthorization Policy Manager

U new jobs

U new duties

oRrACLE




. Configuration Flexibility

“What if | want to expand what reports
the channel directors can see?”

ORACLE
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. Configuration Flexibility
Add a Duty Role

Job Role

o + -
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. Configuration Flexibility

“Most business groups have their sales
reps do forecasting, but | know of one
where the sales managers do that, not
the sales reps. What should | do?”

ORACLE
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. Configuration Flexibility

Remove a Duty Role

Job Role

Duty Role X
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. Configuration Flexibility
Remove Duty Role and Add Custom Duty Role

Job Role

Custom Opportunity Read Only
Duty

. . ADD POLICIES . ..
Policies ——— ymver L==3 Security Policies
ONLY
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. Customization Considerations

Customization Ease of Use Rank (1 = easiest)

New Job role with Existing Duty role 1
New Job with New Duty role 2
New Policy with Existing Privilege 3
New Data Policy with Existing Condition 3
New Privilege for custom objects 4
New Condition 4-7

( For Advanced Implementers)

§ Custom Objects can be secured with an easy to use wizard and standard data security
privileges. When custom objects appear in APM, the associated data security can be
further customized.

ORACLE
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. Program Agenda

§ Security in Fusion Applications

§ The 10 Principles

§ Demonstration: Hire an Employee
§ Q&A

ORACLE




. Security Flow

§ Set up security profile

§ Create data role

§ Create role provisioning rule
§ Create employee

ORACLE
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. Security Flow

§ Set up security profile

§ Create data role

§ Create role provisioning rule
§ Create Employee
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. Security Flow

§ Set up security profile

§ Create data role

§ Create role provisioning rule
§ Create Employee
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. Security Flow

§ Set up security profile

§ Create data role

§ Create role provisioning rule
§ Create Employee
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