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Safe Harbor Statement

The following is intended to outline our general product direction. It is 
intended  for information purposes only, and may not be incorporated into 
any contract.  It is not a commitment to deliver any material, code, or 
functionality, and should not be relied upon in making purchasing decisions. 
The development, release, and timing of any features or functionality 
described for Oracle’s products remains at the sole discretion of Oracle.
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Program Agenda

§ Security in Fusion Applications 

§ The 10 Principles 

§ Demonstration:  Hire an Employee  

§ Q&A
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HR Generalist

Procurement Manager

CFO Payables 
Supervisor

Applications 
Admin

VP of Sales
Marketing Manager

Engineer

The Enterprise
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Fusion FinancialsFusion FinancialsFusion Financials

Fusion Human Capital 
Management

Fusion Human Capital 
Management

Fusion Human Capital 
Management

Fusion ProcurementFusion ProcurementFusion Procurement

Fusion Sales & MarketingFusion Sales & MarketingFusion Sales & Marketing

Fusion Project Portfolio 
Management

Fusion Project Portfolio 
Management

Fusion Project Portfolio 
Management

Fusion Supply Chain 
Management

Fusion Supply Chain 
Management

Fusion Supply Chain 
Management

Fusion Governance, Risk & 
Compliance

Fusion Governance, Risk & 
Compliance

Fusion Governance, Risk & 
Compliance

Functional Footprint – Role Based Access Control
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Fusion ProcurementFusion ProcurementFusion Procurement

• Buyer
• Category Manager
• Procurement Manager

• Procurement Contracts Administrator
• Procurement Catalog Administrator
• Procurement Applications 

Administrator
• Supplier Administrator

• Sourcing Project Collaborator

• Supplier Bidder
• Supplier Accounts Receivable Specialist
• Supplier Customer Service 

Representative
• Supplier Demand Planner
• Supplier Sales Representative
• Supplier Self Service Administrator
• Supplier Self Service Clerk

190 Seeded Job Roles across over 83 Applications

Functional Footprint – Role Based Access Control
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The Foundation – Fusion Middleware
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Transaction DB

Application UI (ADF) BI Dashboards Other UIs

Authentication Authorization
Credentials Store 

Framework
User & Role

Common Security Services

Access/SSO

Functional Permissions

Data Permissions

Webservices UCM BPEL/BPM ADFdi

WEB
SERVICE Desktop Integration

ADFdi

Common Security Services
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• Secure Out of The Box
• Across Tools
• Across the Info Lifecycle
• SOD

•Role Provisioning
•Transparent Policies
•Standards Based

•Clean Access Model
•Seamless Transition to IDM

• Faster On boarding
• SSO
•Management Approval Workflows
•Easier Regulatory Compliance
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Program Agenda

§ Security in Fusion Applications 

§ The 10 Principles 

§ Demonstration:  Hire an Employee  

§ Q&A
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Auditors

Supplier Manager

Administrators

SOD Policy Check 
Violations Approvals

Who has access to what ?

Corporate LDAP

Privacy protections are respected

3.Secure Across Tools3.Secure Across Tools
2.Workflows/Approvals2.Workflows/Approvals5.GRC Integration5.GRC Integration

9.Coexistence9.Coexistence

7. Security Audit7. Security Audit6. Transparent Security Policies6. Transparent Security Policies

8. Secure Across Info Lifecycle8. Secure Across Info Lifecycle 4. Pervasive Privacy4. Pervasive Privacy 10
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10 Principles

Business Users

Please ensure 
my TaxPayer ID 
is confidential !

Disk
Backups

Exports

Data in rest

Test

Prod
Test

Data in motion

1.RBAC1.RBAC
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Fusion Applications Security
1. Role Based Access
2. Account and Role Provisioning Events & Workflows
3. Enforcement Across Tools and Transformations
4. Pervasive Privacy Protections
5. Integration with Governance Risk and Compliance
6. Transparent Security Policies
7. Complete Audit of Security Changes
8. Secure Across the Information Lifecycle
9. Co-existing with your current Security Infrastructure
10. Comprehensive Extensible Reference Implementation
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Fusion Applications Security

E-Business Suite

Job Role   
Data Role 
Duty Role
Entitlement
Permission

PeopleSoft

Top Level Menu 
Employee ID + Role
Role(s)
Permission Lists
Executable 

Top Level Menu 
Responsibility
Sub Menu
Form Function
Executable 
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1

1
2

2
3
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A Role is a Job Description

A Duty is what you do in that Role.
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Once a New Employee is inducted, You grant them a Role

Employee Joins As 
Purchasing Manager of 
Vision Germany

Vision
Enterprises

Vision Germany Vision US

Employee is Granted
the Purchasing Manager Role with Data Secured by  
Vision Germany.  We call these roles:   Data Roles

Roles not tied to Job but 
to Employee, such as
• Employee (ERs)
• Purchase Requisitioner

We call these roles:  
Abstract Roles
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What can the new Employee Do and View ?

Based on their Role 
assignment the 
Employee  has duties.

Each of these duties 
provides access to 
functionality in Fusion 
Apps.  

This Access to 
Functionality is what we 
call Entitlements 
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Now the New Employee Starts Using the System

When the Employee 
starts using  Fusion Apps
She will be able to 
access the Menu Tasks 
she is entitled to.
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Menu Items
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Tasks
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Buttons, Regions and Actions
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Fusion Applications Security
1. Role Based Access
2. Account and Role Provisioning Events & Workflows
3. Enforcement Across Tools and Transformations
4. Pervasive Privacy Protections
5. Integration with Governance Risk and Compliance
6. Transparent Security Policies
7. Complete Audit of Security Changes
8. Secure Across the Information Lifecycle
9. Co-existing with your current Security Infrastructure
10. Comprehensive Extensible Reference Implementation
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Manual Process 
-No Auto Provisioning
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Account and Role Provisioning Events & Workflows
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Secure Out of the Box
1. Role Based Access
2. Account and Role Provisioning Events & Workflows
3. Enforcement Across Tools and Transformations
4. Pervasive Privacy Protections
5. Integration with Governance Risk and Compliance
6. Transparent Security Policies
7. Complete Audit of Security Changes
8. Secure Across the Information Lifecycle
9. Co-existing with your current Security Infrastructure
10. Comprehensive Extensible Reference Implementation
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Secure OOTB:  Enforcement Across Tools

Business Intelligence

Universal Content Management
ADF UI
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Secure OOTB:  Enforcement Across Tools

Trasactional UIs

Business Intelligence

Universal Content Management

Defined Once. Used Everywhere !
- ADF

- Enterprise Search

- Business Intelligence

- Reporting

- Mobile

- Web Services

- Content Management
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Fusion Applications Security
1. Role Based Access
2. Account and Role Provisioning Events & Workflows
3. Enforcement Across Tools and Transformations
4. Pervasive Privacy Protections
5. Integration with Governance Risk and Compliance
6. Transparent Security Policies
7. Complete Audit of Security Changes
8. Secure Across the Information Lifecycle
9. Co-existing with your current Security Infrastructure
10. Comprehensive Extensible Reference Implementation
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Secure OOTB:  Pervasive Privacy Protections

• Fusion Applications protect personally identifiable information 
(PII)

• PII = any piece of information which can potentially be used 
to uniquely identify, contact, or locate a single person. 
– Social Security Number (SSN)
– Driver’s license number
– State or National Identifier (Identification Card number)
– Passport Number
– Account number, credit card number (CCN) or debit card number
– Home or Physical address (e.g street address)
– Email address
– Telephone number
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Secure OOTB:  Pervasive Privacy Protections

A Supplier Manager can 
maintain supplier tax identifier 
for the business units in which 
they are authorized

Application UI (ADF)

Table

RBAC

Defined once ..

Used in UI

Used in VPD policyBypasses UI and gets direct access to database
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Fusion Applications Security
1. Role Based Access
2. Account and Role Provisioning Events & Workflows
3. Enforcement Across Tools and Transformations
4. Pervasive Privacy Protections
5. Integration with Governance Risk and Compliance
6. Transparent Security Policies
7. Complete Audit of Security Changes
8. Secure Across the Information Lifecycle
9. Co-existing with your current Security Infrastructure
10. Comprehensive Extensible Reference Implementation
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§ Preventive  AND Detective Access 
Controls

§ Simulation for Role Design

§ Preventive Provisioning

§ Pre-built Content and Reports

Manage Access & Segregation of Duties

Solution
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Preventive Provisioning 

Proc Manager- DE
Create Invoices
Create Payments

….

Proc Manager- US
Create Pos
….

GRC Control Name Enforcement 
Type

Create Invoices , Create 
Payments

Approval Required

Create Purchase Orders
, Create Invoices

Prevent
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Fusion Applications Security
1. Role Based Access
2. Account and Role Provisioning Events & Workflows
3. Enforcement Across Tools and Transformations
4. Pervasive Privacy Protections
5. Integration with Governance Risk and Compliance
6. Transparent Security Policies
7. Complete Audit of Security Changes
8. Secure Across the Information Lifecycle
9. Co-existing with your current Security Infrastructure
10. Comprehensive Extensible Reference Implementation
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Transparent Security Policies
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Fusion Applications Security
1. Role Based Access
2. Account and Role Provisioning Events & Workflows
3. Enforcement Across Tools and Transformations
4. Pervasive Privacy Protections
5. Integration with Governance Risk and Compliance
6. Transparent Security Policies
7. Complete Audit of Security Changes
8. Secure Across the Information Lifecycle
9. Co-existing with your current Security Infrastructure
10. Comprehensive Extensible Reference Implementation
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Audit of Security Changes
Who made what changes, and when

• Audit of Changes in the definition of a role
• Audit of Changes to the roles assigned to a 
user
• Audit of the logins of highly privileged 
accounts

• Implementation Consultant
• Security Manager
• Payroll Administrator

• Audit of the use of a highly privileged function
• Voiding of a Check
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IT  Audit - Security
Show User and Roles from Oracle Identity Manager (OIM)
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IT  Audit - Security
Show User and Role Change Reporting
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Fusion Applications Security
1. Role Based Access
2. Account and Role Provisioning Events & Workflows
3. Enforcement Across Tools and Transformations
4. Pervasive Privacy Protections
5. Integration with Governance Risk and Compliance
6. Transparent Security Policies
7. Complete Audit of Security Changes
8. Secure Across the Information Lifecycle
9. Co-existing with your current Security Infrastructure
10. Comprehensive Extensible Reference Implementation
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Secure OOTB:  Secure Across Info Lifecycle

• Sensitive data in file system and backups (data-at-
rest) protected using Transparent Data Encryption

• Sensitive data in cloned, non-production 
databases protected using Oracle Data Masking

• Sensitive data protected from database 
administrators and other privileged users using 
Oracle Database Vault
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Protect Data          
in Motion with 
Network 
Encryption using 
Advanced Security 
Option

u
t
h
e
n
t
i
^(

Select SALARY from USERS;

Protect Data from 
View and Alteration 
as well as Insider 
Threat using 
Database Vault

Alter table ….
Operational 
DBA

SMITH 345-67-8912
SCOTT 987-65-4321
KING 123-45-6789

$ 53,700
$229,500
$125,000

LNAME SSN SALARY

%5#ROB-!9(2
A0dubLvc
A0d$Gb)c

D$KfXa

(_f@eM
Gf&@eP

Select SALARY 
from users;

Alter system.
Alter table.. ü

X

Operational 
DBA

ü

Database 
Vault

X

Data DBA / 
Manager

* Example roles and privs

Secure OOTB:  Secure Across Info Lifecycle

Sensitive Data in cloned instance 
protected by Data Masking

SMITH 333-33-3333
SCOTT 222-22-2222
KING 111-11-1111

$77,000
$888,000
$99,000

LNAME SSN SALARYProtect User and Sensitive Data        
at Rest by Encrypting Database 
Columns using 
Transparent Data Encryption



Copyright © 2013, Oracle and/or its affiliates. All rights reserved.43

1. Role Based Access
2. Account and Role Provisioning Events & Workflows
3. Enforcement Across Tools and Transformations
4. Pervasive Privacy Protections
5. Integration with Governance Risk and Compliance
6. Transparent Security Policies
7. Complete Audit of Security Changes
8. Secure Across the Information Lifecycle
9. Co-existing with your current Security Infrastructure
10. Comprehensive Extensible Reference Implementation

Fusion Applications Security
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Secure OOTB: Co-existing with your current 
Security Infrastructure

Identity Provider 

Existing 
Identity 
Management 
Infrastructure 

Custom 
Applications

Service Providers

authentication

Service access

Allows a user to log in once & access all 
applications…

OID 
Federation 
Enabled

Applications
Unlimited
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Fusion Applications Security
1. Role Based Access
2. Account and Role Provisioning Events & Workflows
3. Enforcement Across Tools and Transformations
4. Pervasive Privacy Protections
5. Integration with Governance Risk and Compliance
6. Transparent Security Policies
7. Complete Audit of Security Changes
8. Secure Across the Information Lifecycle
9. Co-existing with your current Security Infrastructure
10. Comprehensive Extensible Reference Implementation
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Secure OOTB:  Reference Implementation

ü roles you will recognize 
as jobs

ü hierarchy of duties

ü data security policies

ü SOD Policies

ü Provisioning Events Authorization Policy Manager

APM
to extend

ü new jobs

ü new duties

OOTB
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Configuration Flexibility
“What if I want to expand what reports 
the channel directors can see?”
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Configuration Flexibility

Duty Role

Job Role Channel Director

Sales Transaction 
Analysis Duty

Add a Duty Role
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Configuration Flexibility
“Most business groups have their sales 
reps do forecasting, but I know of one
where the sales managers do that, not 
the sales reps. What should I do?”
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Configuration Flexibility

Duty Role

Job Role Sales Representative

Sales Forecasting Duty

Remove a Duty Role
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Configuration Flexibility

Policies

Duty Role

Job Role Sales Representative

Sales Representative Duty

Opportunity Sales 
Representative Duty

Security Policies

Custom Opportunity Read Only 
Duty

Security Policies

Remove Duty Role and Add Custom Duty Role

x
ADD POLICIES 

WITH VIEW 
PRIVILEGES 

ONLY
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Customization Considerations

Oracle Confidential

Customization Ease of Use Rank (1 = easiest)
New Job role with Existing Duty role 1

New Job with New Duty role 2

New Policy with Existing Privilege 3

New Data Policy with Existing Condition 3

New Privilege for custom objects 4

New Condition 4 – 7 
( For Advanced Implementers)

§ Custom Objects can be secured with an easy to use wizard and standard data security 
privileges. When custom objects appear in APM, the associated data security can be 
further customized.
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Program Agenda

§ Security in Fusion Applications 

§ The 10 Principles 

§ Demonstration:  Hire an Employee  

§ Q&A
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Security Flow

§Set up security profile
§Create data role
§Create role provisioning rule
§Create employee
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Security Flow

§Set up security profile
§Create data role
§Create role provisioning rule
§Create Employee
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Security Flow

§Set up security profile
§Create data role
§Create role provisioning rule
§Create Employee
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Security Flow

§Set up security profile
§Create data role
§Create role provisioning rule
§Create Employee
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