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Presentation Overview

Vendor Security Risk Management: This session will explore methods,
techniques and approaches to allow organizations to quantify and manage
vendor security risk. Security risks are related to vendors need to be
addressed in a number of Vendor Relationship Management Life Cycle
areas. This presentation will examine security risks specific to:

a) Planning:
i) Defining security requirements
b) Contracting:
i) Initial Assessment
i)  Minimum Controls
ii) Metrics
c) Vendor Management:
i) Problem Management
i) Continuous Monitoring
ii) Metrics Dashboard
iv) Ongoing Assessments
d) Vendor Sunsetting
i) Transition
i) Information and Asset Recovery
ii) Post Contract Controls



