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This presentation focuses on COBIT, a best practice for IT Governance. The
session will start with an overview of CobiT, will continue with more details
(critical success factors, control objectives and key goal & performance indicators)
on CobiT processes, with a focus on the specific demands of integrity,
confidentiality, availability and reliability. The presentation will also include the
future of CobiT and will end with implementation guidelines and some examples
concerning utilization of CobiT.
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CobIT : An IT control framework

¢ Starts from the premise that IT needs to deliver the
information that the enterprise needs to achieve its
objectives.

¢ Promotes process focus and process ownership

¢ Divides IT into 34 processes belonging to four domains
and provides a high level control objective for each

¢ Looks at fiduciary, quality and security needs of
enterprises,providing seven information criteria that can
be used to generically define what the business
requires from IT

¢ s supported by a set of over 300 detailed control
objectives

= September 26t 2005

+Planning

¢ Acquiring & Implementing
¢ Delivery & Support

¢ Monitoring

¢ Effectiveness
¢ Efficiency

< Availability,

¢ Integrity

< Confidentiality
< Reliability

¢ Compliance.
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CobIT Framework IT Domains

IT PROCESSES ARE DEFINED WITHIN THE FOUR

CoBIT FRAMEWORK DOMAINS
TN

BUSINESS OBJECTIVES

INFORMATION

IT RESOURCES

PLANNING

PDELIVERY
&
SUPPORT
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CobIT IT Domain Processes

PLANNING

ORGANISAYNI@IN

PLANNING & ORGANISATION

Define a strategic IT plan

Define the information architecture

Determine the technological direction

Define the IT organisation and relationships
Manage the investment

Communicate management aims and directions
Manage human resources

Ensure compliance with external requirements
Assess risks

10. Manage project

11. Manage quality

=
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CobIT IT Domain Processes

VIPLENMIENTATION

ACQUISITION & IMPLEMENTATION

1

O g b~ WN

Identify solutions

Acquire and maintain application software
Acquire and maintain technology architecture
Develop and maintain IT procedures

Install and accredit systems

Manage changes

== September 26™, 2005
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CobIT IT Domain Processes

DELIVERY & SUPPORT

1 Define Service Levels
2 Manage third-party services
3 Manage performance and capacity
4 Ensure continuous service
5 Ensure system security
6 Identify and attribute costs
7 Educate and train users
8 Assist and advise IT customers
9 Manage the configuration
10 Manage problems and incidents
11 Manage data
12 Manage facilities
13 Manage operations
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CobIT IT Domain Processes

MONITC

MONITORING

Monitor the processes

Assess the internal control adequacy
Obtain independent assurance
Provide for independent audit

1
2
3
4
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CobiT Control Objectives (even more detail!)

DS5 ENSURE SYSTEMS SECURITY
5.1 Manage Security Measures

5.2 ldentification, Authentication and Access
5.3 Security of Online Access to Data

5.4 User Account Management

5.5 Management Review of User Accounts
5.6 User Control of User Accounts

5.7 Security Surveillance

5.8 Data Classification

5.9 Central Identification and Access Rights
5.10 Violation and Security Activity Reports
5.11 Incident Handling

5.12 Re-Accreditation

5.13 Counterparty Trust

5.14 Transaction Authorisation

5.15 Non-Repudiation
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Sources of IT Risk

“IT related risk can be caused by any
combination of the processes, systems
(technology) or people (organization)
who use various systems in the course of
conducting business”
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Sources of IT Risk

©

Strategy
Processes

4t

Organization

Technology

Metrics/ Measures Structure

Skills Culture/Values
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Sources of IT Risk Definitions

Strategy
= (Goals & Objectives

» Key Stakeholders/Customers

= Value Proposition
» |Implementation

Technology

» Data Architecture and
Ownership

= System and Network
Architecture

= Configuration Choices

» Integration Methods

= Tools

Processes

= Policies
= System, Business and
Management Processes

Organization

= Core Competencies
= Leadership Styles
» Communication Lines

Common Language

» Risk language
* Process language
» Defining and discussing

Metrics/Measures

= Success/Achievement
= Process Control

» Timing of Measurements

= September 26", 2005

Skills

= People/Training Needs
» Delivery Mechanisms
» Learning Organization

Structure
» Qrganization Implications

» Roles, Responsibilities, and
Skills Needed to Achieve the
Goals and Objectives

= |ndividual Performance
Measures

Culture/Values
= Values and Beliefs
= Barriers
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CobIT Framework Risk Criteria

“IT related events occurring during the course
of conducting business, source risk which
can be defined in terms of 7 key Risk Criteria”
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Risk Factors

Events can be defined in terms of the processes, technology

(systems) and organization (people) that compose them

p

¢

EVENTS

Business
Opportunities

External
Requirements

Regulations

~

Business Operations

A

PROCESS

TECHNOLOGY

ORGANIZATION

~

|1 o>

MESSAGE INPUT

\—/
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/ RISK CRITERIA \

Effectiveness
Efficiency
Confidentiality
Integrity
Availability
Compliance
Reliability

¢ p

|1 >

SERVICE OUTPUT
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CobIT Framework Risk Criteria

EFFECTIVENESS

EFFICIENCY

CONFIDENTIALITY

INTEGRITY

Deals with information being
relevant and pertinent to the
business process as well as
being delivered in a timely,
correct, consistent and usable
manner

Concerns the provision of the
information through the
optimal use of resources

Concerns the protection of
sensitive information from
unauthorised disclosure

Relates to the accuracy and
completeness of information
as well as to its validity in
accordance with business
values and expectations

=== September 26", 2005

AVAILABILITY

COMPLIANCE

RELIABILITY OF
INFORMATION

Relates to the information
being available when required
by the business process now
and in the future

Deals with complying with
laws, regulations and
contractual arrangements.

Relates to the provision of
appropriate information for the
workforce of the organisation
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CobiT Cube

INFORMATION RISK CRITERIA

a
v

facilities
data

technologies

organisations—=peopte
application systems

IT PROCESSES
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CobiT Framework Risk Categories

“Once the IT sourced risk universe is defined, each
of its components can be prioritized so they can be
managed and audited optimally”
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CobiT : An IT control framework

The Elements of COBIT -- What ?

Executive Summary -- “There is a Method...”
Framework -- “The Method Is...”

Control Objectives -- “Minimum Controls Are...”
Audit Guidelines -- “Here’'s How You Audit...’
Implementation Guide -- “Here’'s How You Implement”

Management Guide -- “Here’'s How You Measure”

Afl oper siapcleire e WyLisea

CelLOfC|
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CobiT : An IT control framework

Why Should an Organisation Adopt COBIT?

IT an important element of Corporate Governance and Management
Accountability
Ensure Business Oriented Solutions
Framework for Risk Assessment
As a means to communicate with
Management, Users and Auditors
Authoritative Basis
§) internationally accepted
§) exhaustive
§] evolving
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CobiT : An IT control framework

Recent developments added a management and
governance layer, providing management with a
toolbox containing:

» Performance measurement elements (outcome measures and
performance drivers for all IT processes)

» Alist of critical success factors that provides succinct non-technical
best practices for each IT process

» A maturity model to assist in benchmarking and decision-making for
control over each IT process
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CobiT : An IT control framework

Key Goal Indicators

» describes the outcome of the process, i.e.
measurable after the fact; a measure of “what”;
may describe the impact of not reaching the
process goal

» IS an indicator of the success of the process and its
business contribution

» focusses on the customer and financial dimensions
of the balanced scorecard
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CobiT : An IT control framework

Key Performance Indicators

» are a measure of “how well” the process Is
performing

» predict the probabillity of success or failure

» focus on the process and learning dimensions of
the balanced scorecard

» are expressed in precise measurable terms
» should help in improving the IT process
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CobiT : An IT control framework

Example
Performance * #of IT customers

Measures  Costafceney of 1
. g:a?i(\:/isr?/e:f#value per

Financial

Customer employee Process
* Level of service delivery * Availability of systems &
up . services
* Satisfaction of existing . * Developments on
customers ennnmd : eesuesem SChedule & budget
* # of new customers < W EiERy > * Throughput & response
reached - times
* # of new service delivery . * Amount of errors and
channels _ rework
Learning
* Staff productivity &
morale
* # of staff trained in new
techno/services
* Value delivery per
employee up

* Increased availability
knowledge systems
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CobiT : An IT control framework

Critical Success Factors

» the most important things to do to increase the
probability of success of the process

» observable - usually measurable - characteristics
of the organisation and process

» focus on obtaining, maintaining and leveraging
capabillity, skills and behaviour
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CobiT : An IT control framework

Critical Success Factors - Examples

»The IT Strategic plan clearly states a risk position
such as leading-edge or road-tested, innovator or
follower, and the required balance between time-to-
market, cost of ownership and service quality

» If you are not ready to enforce the policy, don 't issue
the policy
P A building permit ’ programme for buiding IT

systems and a ‘ drivers licence ' programme for those
doing the building

» A good security plan takes time to evolve

Strategy

Policy

Compliance

Security
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CobiT : An IT control framework

Maturity Models

Non-
Existent Initial Repeatable  Defined Managed Optimised
T B B AT W T
e
Legend for symbols used Legend for rankings used
{:} Enterprise current status 0 - Management processes are not applied at all
<> _ o 1 - Processes are ad hoc and disorganised
International standard guidelines 2 - Processes follow a regular pattern
@ Industrv best practice 3 - Processes are documented and communicated
ustry P 4 - Processes are monitored and measured
* Enterprise strategy 5 - Best practices are followed and automated
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CobiT : An IT control framework

Management Guidelines Framework

Process Description

The control of

IT Processes

which satisfy

Business
Requirements

is enabled by

Control
Statements and considers

Control
Practices

Critical Success Factors
CSF

< Information
Criteria

< Resources

W Maturity Model

.

0

N

- Management processes are not applied at
all

- Processes are ad hoc and disorganised
- Processes follow a regular pattern

- Processes are documented and
communicated

- Processes are monitored and measured
- Best practices are followed and automated
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CobiT : An IT control framework

Management Guidelines Framework

Process Description

The control of

is enabled by

IT Processes

which satisfy

Business
Requirements

Control

Statements and considers

Gl 4

Control
Practices

Critical Success Factors
CSF

8-10

¢

Information
Criteria

Resources

9 Maturity Model "

0 - Management processes are not applied at
all

1 - Processes are ad hoc and disorganised
- Processes follc jular pattern

3 - Processes are anted and
communicated

4 - Processes are monitored and measured
5 - Best practices are followed and automated

N
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CobiT : An IT control framework

Generic Process Guideline

Control over an IT process and its activities with specific business goals

Is determined by the delivery of information to the business that
addresses the required information criteria and is measured by KGlIs

Is enabled by creating and maintaining a system of process and
control excellence appropriate for the business

considers CSFs that leverage specific IT resources and is
measured by KPIs
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CobiT : An IT control framework

Generic Process Guideline - Key Goal Indicators

> Increased level of service delivery

> Number of customers and cost per customer served
> Availability of systems and services

> Absence of integrity and confidentiality risks

> Cost efficiency of processes and operations

> Confirmation of reliability and effectiveness

> Adherence to development cost and schedule

> Cost efficiency of the process

> Stalff productivity and morale

> Number of timely changes to processes and systems
> Improved productivity (e.g., delivery of value per employee)

T — - S icmber 261, 2005
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CobiT : An IT control framework

Generic Process Guideline - Key Performance Indicators

» System downtime
» Throughput and response times
> Amount of errors and rework

> Number of staff trained in new technology and customer service
skills

» Benchmark comparisons
> Number of non-compliance reportings
» Reduction in development and processing time
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CobiT : An IT control framework

Generic Process Guideline - Critical Success Factors

> IT performance is measured in financial terms, as customer satisfaction, for process
effectiveness and future capability; IT management is rewarded based on these measures

> The processes are aligned with the IT strategy and with the business goals; they are scalable
and their resources are appropriately managed and leveraged

> Everyone involved in the process is goal focused and has the appropriate information on
customers, on internal processes and on the consequences of their decisions

> Cross-divisional co-operation and teamwork, as well as continuous process improvement

» Control practices to increase transparency, reduce complexity, promote learning, provide
flexibility and allow scalability

> Goals and objectives are communicated across all disciplines and are understood

> It is clear how to Implement and monitor process objectives, who is accountable for process
performance and who the customers of the process are

> A continuous process quality improvement effort is applied
> The required quality of staff and availability of skills exist
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CobiT : An IT control framework

Generic Process Guideline - Maturity Model

0> Non Existent. Complete lack of any recognisable processes. Organisation has not even recognised that there is an
Issue to be addressed.

15 Initial. There is evidence that the organisation has recognised that the issues exist and need to be addressed. There are
however no standardised processes but instead there are ad hoc approaches that tend to be applied on an individual or case
by case basis. The overall approach to management is chaotic.

2 Repeatable. Processes have developed to the stage where similar procedures are followed by different people
undertaking the same task. There is no formal training or communication of standard procedures and responsibility is left to
the individual. There is a high degree of reliance on the knowledge of individuals, hence errors are likely.

3 Defined. Procedures have been standardised and documented, and communicated through training. It is however left
to the individual to follow these processes, and any deviations would be unlikely to be detected. The procedures themselves
are not sophisticated but are the formalisation of existing practices.

4 I\/Ianaged. It is possible to monitor and measure compliance with procedures and to take action where processes
appear not to be working effectively. Processes are under constant improvement and provide good practice. Automation
and tools are used in a limited or fragmented way.

9» Optimised. Processes have been refined to a level of best practice, based on the results of continuous improvement
and maturity modelling with other organisations. IT is used in an integrated way to automate the workflow and provide
tools to improve quality and effectiveness.
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CobiT : An IT control framework

Management Guidelines : What next ?

» How to compare with the industry

» Benchmarking
> by industry, geography, size
» for different IT environments
» core business applications
» intranet and office automation
» emerging technologies

> CobiT Evolution

»access to expert info

»updates

»small & medium sized organizations
»implementation advise

= September 26", 2005
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The future of CobiIT

fgenda

» CobiT : An IT Control Framework
> CoolT |V Siraiae)
»  Five Major Projects

» [T Control Practices

» Maturity Benchmarking

» Implementation Guide

> CobiTOnline
» CobiTlite

» CobiT Examples
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CobIT 1V Strategy

Sharing knowledge
Values Leveraging expertise
*Influencing good practices

. To be the internationally accepted standard for good
Vision practice in control over IT, and to assist users from
assessment to implementation

.. Through a coherent up-to-date product set, further influence and support
Mission an expanding target audience with on-line continuously up-to-date
knowledge on IT control, assurance and governance

. executives & boards monitor
Target Audience management assess
professionals implement
who what
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CobIT 1V Strategy

Values

I-»Vision
I-»I\/Iission

I» Strategy

# Leverage expertise CSC & others to deepen knowledge base
+ To establish an effective and efficient update cycle

+ To widen the audience through initiatives focused on
academia, public sector, small and medium sized enterprises

+ To align with IT Governance requirements
+ To expand implementation advise

+ To build online tools that support
knowledge capturing & sharing

B0

measurement

B0

benchmarking
self-assessment

B0

= September 26", 2005
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CobiT 1V - Product Structure

IT Governance

Survey Practices
Responsibilities C %’g T
Executives & Boards \ Biﬁﬁi;aggggg,
Control IJ%Ge ’ \mplzrrsﬁg;auon
Maturity + Performance measures oo
Benchmark + Critical success factors
+ Maturity models
Business and Technology Management \
Control Audit Implementation
Objectives Guidelines Guide
Audit, control and security professional \

IT Control Practices

Self-assessment Tool

== September 26", 2005

Value Assessment
Risk Analysis
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CobiIT IV Updates

Update Approach

Control

T Management Objectives
Governance Guidelin .
uidelines Audit

Guidelines
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The future of CobiIT

fgenda

> CobiT : An IT Control Framework
» CobiTIV Strategy
»  Five Major Projects

~ T Conirol Praciicas

» Maturity Benchmarking
» Implementation Guide
» CobITOnline

» CobiTlite

» CobiT Examples
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IT Control Practices

Deliverable
Practice Risk/Value
P0O9.5.4 | When employees are given their « Ignorance of compliance

account, they should be provided
with initial or refresh- er training
and awareness on computer
security issues. They should be
asked to review the rules and
regulations for system access and
confirm they have understood.

requirements and sanctions
leading to rules not being
respected.

* Ignoring rules that are too
generic or descriptive

» Absence of awareness leading

to weak discipline

effectiveness

cost-efficiency

expedience

eed

Future development for
iIntegration with CobiT /ite
and Implementation Guide

L

September 26™, 2005
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IT Control Practices

Requirements

» The benefits listed under ‘why do it’ are tangible and motivate to implement controls

> The set of control practices is complete (e.g. key controls) and implementation satisfies the
control objective

> Control practices listed are generally accepted as good business practice
> Control practices suggest sustainable solutions

> The control practices are effective in addressing the risk linked to not achieving the detailed
control objective

> The control practices suggest efficient solutions

> The wording of the control practices is concise while providing clear and unambiguous
guidance on what is expected for implementation

> The control practices are realistic
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Risk/value
statements
developed at the
detailed control
objective level
rather than at the
practice level.

Where possible,
begin with an
introductory
“stem”, followed
by bullet points

No more than 5
risk/value
statements for any
given control
objective

Get guidance for
content from
CSFs &
Considerations in
Framework

At least 2 practices
per detailed control
objective

Number of practices

A "Why Do It?" justifies the implementation of the Control Practice by stating how
it can assist in controlling and managing risk and/or increasing benefits, either
immediately or by establishing a basis for continuous improvement. Managing ris}
means decreasing the probability of adverse consequences from threats and
vulnerabilities, safeguarding the assets, and limiting the impact on the business.
Increasing benefits means achieving efficiency and/or effectiveness gains.

I~ The provision of a systematic risk assessm

3.Control Practices for PO-9 _ _
Use the information

Business Risk Assessment Criteria, KGlS, KPIs

PO-9.1.
Why do it

in line with the control practices will:
(% Avoidthe decline in the effectiveness of the'tisk assessment process over time as a result of staff turnover and the time taken to
transfer knowledge between skilled assessors and new recruits

+ Ensure frequent updates to minodate new forms of business and IT risk (e g, the loss of intellectual capital, which weakens
the capability for busines8 innovation)

< + Promote the effective management of risk as the cross-discipline

# EResult in opportunities for organizational synergy and avoidance of duplication of risk management effort by aligning the IT risk
assessment framework with the broader corperate and IT governance processes

Involve sentor management representing the major business and I'T functions and therefore increase the initial acceptance ofthe
framework and facilitate their continued and active support of the risk assessment process

|+

Control Practices

( PO-9.1.1.| Senior management, representing the major business and IT functions, develops a systematic risk assessment frameworlk
and establishes a policy to define risk limits and risk tolerance.

PO-5.1.2. | Anintegrated business and IT risk assessment framework and approach, which forms part of the broader Corporate
Governance initiatives, iz used This integrated framework supports a holistic risk assessment approach that reviews the

< global as well as systems specific risk.

P0-5.1.3. The business risk assessment process is regularly updated with the results of audits, inspections and identified incidents.
The potential business impacts of new technologies are continually evaluated and are also used to update the risk
ATIEESMIENT PrOCEss.

P-5.1.4. The risk assessment framework provides an important input to both the business and the IT strategy. The walue of this
input 15 increased by the participation of senior management from across the organization in the risk assessment process
and the continual scanning of new technologies that itnpact on the business.

P0-9.2. Risk Assessment Approach

Why do jit?

iﬁstart”J ngelebrat... | %Planet Soao | ﬁPaImDes...l P09 | @Search Rl ¥ Microsof... MiCFDSOFt-‘-l |J 4 a @ |§%5® E@@a 4114 PM

IT Control Practices are key control mechanisms that support the achievement of
control objectives as well as the prevention, detection and correction of undesired
gvents through responsible use of resources, appropriate management of risk, and



The future of CobiIT

fgenda

> CobiT : An IT Control Framework
» CobiTIV Strategy

»  Four Major Projects
»|T Control Practices
= \Vlaturity sancnrmeariing

» Implementation Guide
» CobITOnline
» CobiTlite

» CobiT Examples
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Tick one Date (yymmdd)|:|
o A4
Large >5000M$* or > 15000 staff Assessor #|:|

]
Medium >500M$* or > 1500 staff GDLFERNF'LNCE
Small >50M$* or > 150 staff Organisation #|:| INSTITUTE"
*in turnover, budget or revenue
GEOGRAHY CobiT
NA North America (US, CA, MX)
EMEA Europe, Middle East & Africa Control and Governance Maturity Survey
AA Asia and Oceania
SA South & Central America
Global Operating in different regions Please provide a high level profile of the organisation being benchmarked by ticking the

IT Serv IT Senvice Providers
Other Other Please also identify where relevant, drivers that push organisations to mowve up a level, and
inhibitors from getting from one level to the next.
Process Domain | | Domain Il | Domain IlI DRIVERS INHIBITORS

PO1 define a strategic IT plan
PO3 determine the technological direction
PO5 manage the IT investment
PO9 assess risks

PO10 manage projects

All identify solutions

Al2 acquire and maintain applications s/w
AI5 Install and accredit systems
Al6 manage changes

DS1 define senice levels

DS4 ensure continuous senvice

4T

GOVERNANC

_

Septamber 26th 2005 - — £ NS\ s
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Maturity Benchmark

Drivers

» Compliance with law, standards
and regulations

» Cost reduction

> Mission and goals

> Performance improvement

> Risk reduction

> Reputation and trust

> Competitive environment

> Corporate values

> Political/economic environment

Inhibitors

Budget limitations

Availability of skilled staff
Management awareness
Management commitment
Lack of ownership

Existing architecture

No easy solution

Resource conflicts/priorities
Lack of tools
Political/economic environment

YV VV V VYV VY YV VYV
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Maturity Benchmark

Reference
Finance Health / Public Retail / ]
Pharma | Sector Manufac Weight

Pol 3 3 3 2 ; ; ; ——
Po3 4 3 2 2 —
S0 : 2 : £ L 1 [ [ |
—93 : > 3 L L L [ [ 1 |
~old s > 1 c L 1 [ [ |
AL s 2 1 L L 1 [ [ |
Al . > 1 2 L 1 [ [ |
A1l5 2 3 1 2
Al6 3 3 2 3 [ [ [ [ |
DS1 2 2 2 5 I I
DS5 4 3 3 5 [ [ [ [ |
DS10 3 3 2 5 [ [ [ [ |
DS11 4 2 1 ) [ [ [ T ]
T 0 M =

= September 26", 2005 Presented by: N EJAT AKSOY



The future of CobiIT

fgenda

> CobiT : An IT Control Framework
» CobiTIV Strategy

»  Four Major Projects
> |T Control Practices
> Maturity Benchmarking

>lmolarmearniaion Guide
> CobiTOnline
> CobiTlite

» CobiT Examples
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Implementation Guide

> Fit with IT Governance
> Drivers
> As-Is & To-Be

» Gap Analysis and Roadmap
»Improvement Plan
»‘Smart’ things that need to be done

» Tools
»Risk analysis Depth/
> Decision-support Application CobiTIV
»Control Diagnostic CobiTlll

» Updates

»Reuse CobiTl
» Technology update

Control & Performance Risk &
Audit Measurement Value
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Implementation Guide

Drivers and Definitions

Control Framework Implementation needs first an Second,

enterprise driver which is - the actual situation is measured (as-is),

-- value expectation - the prefered future situation is defined (to be)
-- risk assurance - the gap is analysed

-- performance requirement - an action plan is proposed

What?

Define strategy

Preserve value

happening

Resolve
problems

\ 4
improvement
. T AKSOY
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Implementation Guide

WHY?

WHAT?
WORTH IT? ,
%
> X %
NS @
Se | % %,
g S Environment ’ 2
s 3 +Ethics & Culture %,
SRS +Laws & Regulations %
q < +Mission & Vision
+Role Models
+Industry Practices &
------ &
% &
&
Q
p > HOW?
'41?//:?~M'°r C} &
HOW WELL? Gt G, e
: ey, ~CS
- Neg
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Implementation Guide

Environment
+Ethics & Culture
+Laws & Regulations
+Mission & Vision

+Role Models
+Industry Practices

Implementation
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Implementation Guide

From drivers with tools to solutions

X define your values and risks

R e gl TOOLS

D &3 valuelrisk
) 4 define key processes anaI;SiS

maturity models

I Processes 4 and decision analysis
‘Y Boston Squares for

N7 control cost vs risk
select Cof]tmls and control cost vs
value

Contrel OBJECtVES &
Critical Success; Factors

(& sanity check : does this deliver business value?

N rank on risk and/or value and on cost and expedience of the
gaasdentify quick wins and long term strategies
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Implementation Guide

IT Control Diagnostic ™$ Drivers

IT Domains and Processes

Planning& Organisation

PO1 Define a Strategic Information Technology Plan X X
PO2 Define the Information Architecture X X X
PO3 Determine the Technology Direction X X X
PO4 Define the IT Organisation and Relationships X X X X X
PO5 Manage the Investmentin Information Technology X X X
PO6 Communicate Management Aims and Direction X
PO7 Manage Human Resources X X X X
PO8 Ensure Compliance with External Requirements X
PO9 Assess Risks X
PO10 Manage Projects X X X
PO11 Manage Quality X
Acquisition & Implementation _
All  Identify Solutions X X X X
A2 Acquire and Maintain Application Software X X
A3 Acquire and Maintain Technology Architecture X X X
Al4  Develop and Maintain Information Technology Procedures
AI5 Install and Accredit Systems X
A6 Manage Changes
Delivery & Support
DS1 Define Service Levels X X X
DS2 Manage Third-Party Services X X X X X

X

X

September 26™, 2005

COST OPTIMISATION
ALIGNING IT AND BUSINESS
IT SERVICE DELIVERY
SELECTIVE OUTSOURCING
RESOURCE MANAGEMENT
SECURITY

ENTERPRISE ARCHITECTURE
SYSTEMS INTEGRATION

IT VALUE DELIVERY
PRIORITISING & PLANNING IT
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Implementation Guide

Maturity mGap Analysis

PO1 define a strategic IT plan
PO3 determine technological direction e A_*
PO5 manage the IT investment
PO9 assess risks A

PO10 manage projects A*

S—sk
All identify solutions | '

A As-Is
Y To-Be

Al2 acquire & maintain applications
Al5 install and accredit systems
Al6 manage changes

DS1 define service levels A

DS4 ensure continuous service E

DS5 ensure system security A
DS10 manage problems and incidents AI
DS11 manage data A >)

M1  monitor the processes A—*




Implementation Guide

Po1 Maturity

03

bs11 0os PrOfile

IT Control
Diagnostic

0 1 2 3 4 5
0 2 6 10 14 18 22 PO1 define a strategic IT plan y. H *
Needs Analysis =0 PO3 determine technological direction =~ ---eeeoeeeee H
PO5 manage the IT investment: H H
Planning Final Design and Approac] PO9 isk: ‘- - 5 *
A Trade-Off Review PO10 manage proj Ak
A A A A A A AL identify soluti A
Development 1L Al2 acquire & maintain applications hi
LA . . H
o=  Final Al5 install and accredit system: y . - :
_ _ Testi Q& QA Al6 manage changes h—*
/\ Milestone Reviews Data implementation @rmwmwau A Initial DS1 define service level M *
R Release DS4 ensure continuous servict ‘_ *
Schedule in weeks - A :
DS5 ensure system security y . * :
DS10 manage problems and incidents i A‘
Ds11 manage-dat y -
M1 monitor the proc b* i
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Implementation Guide

Clarify Process Structure

cost PO5
quality PO11
risk PO9
change Al6
IT Governance R project PO10
| . assurance security  DS4, DS5
fulfillment [ v investment PO5
monitor
<
I plan Governance
M, PO4, PO8, Generic
SOIUtiCiV ,\ervices
build run
Create value Maintain value
PO1, PO3, PO10, All, Al6 P09, DS4, DS10, DS11, DS13

B September 267, 2005 Presented by: N EJAT AKSOY



The future of CobiIT

fgenda

> CobiT : An IT Control Framework
» CobiTIV Strategy

»  Five Major Projects
»|T Control Practices
» Maturity Benchmarking
» Implementation Guide

E(E,OEI i lite

» CobhiT Examples
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CobiTOnline

Goal Statement

» Repository of all knowledge relative to IT
governance, performance measurement, control
assurance, control objectives and practices

» Web-based multi-user browsing, sharing and
assessment tool that can at the same time be the

front-end for
» practice surveys

» metrics for benchmarking
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CobiTOnline

- Seeking and depositing knowledge is basically

the same process ..... In reverse
/" find problem ™
use questionnaire make changes

\ Questionnaire 4-/

[Knowledge base

—

Incorporate examine run & try

changes knowledge knowledge
'\ new or changed z —

knowledge
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CobiTOnline

Statement of Need

» Generally an Increased Emphasis on IT Control and Security
» Market
» General economic environment creating pressure on costs; do the smart things...
» Increased Risk Awareness emphasized by 9-11
» Increased compliance requirements
» Increased Scrutiny of Use of IT Resources
» Profession

» Increasing Use of Internal Self-Assessment

» No Widely Adopted or Used Software Tool and Content for IT Compliance Reviews
» CobiT

» Need to Sustain its Acceptance in the Marketplace

> Need to Explore Additional Methods of Distributing and Interacting with CobiT

» Need to Increase Accessibility of CobiT to 30,000 + ISACA members

> Need to Leverage Tools and Knowledge Base for Continuing Education

= September 26t 2005
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CobiTOnline

Project Objectives

To promote COBIT as the industry standard for control and governance of IT
To provide a forum for sharing IT control and governance information

To generally improve the quality and completeness of this information

To facilitate wider use and adoption of COBIT by providing an online product
To raise the consistency of controls for the use of IT in enterprises

To build databases related to industry practices and costs of deploying and
maintaining IT in enterprises

To gather feedback from industry on how to improve COBIT material
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CobiTOnline

Value Proposition

Access to Information and Tools
» Knowledge - What is the latest up-to-date CobiT information?
» Self-assessment - What is the status of my IT governance and control?
= Comparison -
* Benchmarking to Standards - How does it measure against COBIT?

* Benchmarking to Peers - How does it compare to my peers?
* Benchmarking to Self - How has it changed over time?

Improved Control Assurance, Risk Management and Security
» Enhances Quality of Reviews - Standard and consistent baseline
» Saves Time - Easy to use tool
» Easy Access to Reference Material during Reviews

= Supports performance management of IT risk, control and security, establishing As-Is and To-Be
positions, identifying gaps and defining implementation road maps.
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CobiTOnline

Product Objectives

» To provide an easily accessible online Library of CobiT materials and data

» To provide an interface for maintaining CobiT content and for implementing future version of
COBIT content

» To include appropriate security features and obtain certification (e.g., WebTrust)

> To enable the capture of user data by authorized individuals

> To enable users to compare certain elements of client data against peer data

» To provide a method for Users to recommend changes to CobiT material

» To provide a capability to survey users on a variety of CobiT and governance related topics
» To enable users working together to share files

» To provide certain community features for users to share comments and experiences related to the
control and use of CobiT and the governance of IT
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CobiTOnline

Product Overview

A web-based, multi-user tool that is the front end for . ..

Presentation of COBIT Material

Assessment against COBIT

Comparison of the result of self-assessments to Benchmarks of Peers
Surveys of Maturity and Practices

User Feedback - Process for Recommending Changes to COBIT Material
Performance improvement planning based on road maps and gap analysis
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CobiTOnline

High Level Data

.o COBIT Content
Domains || . vare - Static Data Structure

i * Standard drivers and inhibitors i FE |
| v Reference [| * Initial maturity norm -+ User Assessments |
: - ¢ ID Data « Best practice maturity levels Lo ) |
: Processes * Name « Stakeholder issues i - Dynam|c Data i
! » Description » Cross-references b i
! l » High Level Control Statement i i « Industry i
! | 1 |User Context| « size
i > KGls ro » Geography !
' — Lo |
i » CSFs || i i i KGls * Usage Indicator i
| — »  KPIs o « Importance !
| i Lo . |
I ,| Information = . Applicable Criteria i Lo KPIs ) 'I‘Jns]‘ag‘:t;rr‘](i:acator :
! Criteria « Importance > Ml\jujj”:y ] + Description Lo P !
| B ode Lo !
: (5 levels) o _ . Score (0-5) !
: R IT u P Maturity « Drivers |
: Resources | | * Resources Used .| Control | = ID Model | . |nhibitors
! Objectives game_ . b :
| : escription e - |
I | Audit | P o Control | * Applicability :
! "|_Guidelines v ' | Objectives | *© Weight !
| Control D Lo * Score |
! Practices Description of What o « Remarks :
! Description of Why @ !
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CobiTOnline

what ITGI needs to
build, own & operate

Knowledge

Management

downloads

exchange of experience
discussion forums
knowledge capturing

value added tools
available on a
commercial basis
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CobiTOnline

Measures of Success

» Volume of usage
> Size of benchmark database

> Number of user-suggested and expert-
approved updates to knowledge base

» Favorable reviews in trade and professional
press

» Frequency, timeliness and cost-efficiency
of CobiT releases

CobiT
Knowledge

n;;::mon‘l:
&
Q’%’a
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The future of CobiIT

fgenda

> CobiT : An IT Control Framework
» CobiTIV Strategy

»  Five Major Projects
»|T Control Practives
» Maturity Benchmarking
» Implementation Guide
» CobITOnline

> CooiTljia

» CobhiT Examples
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CobiT : An IT control framework

The most important IT Processes

PO1 define a strategic IT plan

PO3 determine the technological direction
34 PO5 manage the IT investment

PO9 assess risks

PO10 manage projects

All identify solutions
15 Al2 acquire and maintain applications s/w
Al5 install and accredit systems
Al6 manage changes
DS1 define service levels
DS4 ensure continuous service
7 DS5 ensure system security
DS10 manage problems and incidents
Survey DS11 manage data
_Ml monitor the processes
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CobiTlite

Early stages

» difference in control environment

» preselection of processes and objectives

» 15 most important processes
» 318 CO’s down to 90 plus 15 simplified

» simple presentation form
» brainstorm approach

short communications path
effective span of control
simple command structure
less build, more buy

less complex IT infrastructure
less ‘savvy’ about IT

take more risk

strong profit orientation

less segregation

less IT capabilities

control
process

= September 26", 2005

PO1 define strategic IT plan

PO3
PO5
PO9
PO10
All
Al2
Al5
Al
DS1
DS4
DS5
DS10
DS11
M1

determine technological direction
manage the IT investment
assess risks

manage projects

identify solutions

acquire & maintain applications s/w
install and accredit systems
manage changes

define service levels

ensure continuous service
ensure system security

manage problems and incidents
manage data

monitor the processes
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CobiTlite

impact
A

Early stages

L 2

80/20 - ‘smart things to do’ X
high effectiveness, low cost and expedient
+ ‘mini’ minimim baseline approach

+ maximise at level 3 4 " cost

L 2

5 Optimised
Practice Risk/Value A M d
anage
P0O9.5.4| When employees are given their | « Tenorance of compliance ffecti : :
account, they should be provided requirements and ganctions effectiveness 3 | D efl ne d
with initial or refresh- er training leading to rules not being
and awareness on computer respected
security issues. They shouldbe | + Teporing rules that are too cost-efficiency O 2 - Repeatable
asked to review the rules and generic or descriptive
regulations for system access + Abgence of awarenegs 1 - Initial
) —— : nita
and confirm tlley have lea(hng to weal; (hsc]l)hne expedlence
understood.
O 4

Non-existant
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CobiTlite

Presentation Form

Prolg.eSS Process Overview -§ ©
g2
Business < O
Require-ment:  Measured by KGI's =
E;:;:_E E”zg'ed Measured by KPI's
FACILITIES
TECHNOLOGY

CSF'’s

APPLICATIONS
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The future of CobiIT

fgenda

> CobiT : An IT Control Framework
» CobiTIV Strategy

» Five Major Projects
»|T Control Practices
» Maturity Benchmarking
» Implementation Guide
»CobiTOnline
» CobiTlite
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CobIT i1s a very rich standard

CobiT was developed by experts with extensive experience in many
different industries

It includes all of the processes that can take place within an IT
organization

It describes CSF’s, KPI's, KGI's and processes that may not
necessarily be relevant to a given organization’s needs

Depending on the organization, attempting to implement the complete
standard can cost more that the value created by a successful
Implementation

Cobit can be used to develop:
= |T Governance
As well as

= |T Audit
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CobiT should be adapted to the target
organization’s needs

Organizational
Framework

'_. r Jf‘ a
Experienc

Wat to

SUpoort ; .
~UPPoAt INPIETENI,

Flow to
Irnplernent?
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CobiT Framework Component To Implement

Strategic
IT Audit

KPI, KGI

IT from to cost
to profit

Board of Directors
IT Directors

Critical
Success Factor

To evolve I

Board of Directors
IT Director

Maturity Model

Where to evolve

Board of Directors
IT Director
User Department

Control
objectives

Managing
App’n System

User Department
IT Director

Control
objectives
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Managing
IT Processes

IT Director
User Department

Juswedaq 1pny
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What to implement

Flat CobiT Implementation ?
O Large
O Time consuming
O Generic

Value Added Implementation ?
O Quick-win oriented
O Organizational Specific CobiT implementation (Value Added to the
Organization)
U Tools supported implementation (Value Added to Work to be
performed)
[ Decisions Tree
O Database Cobit Tool

[ Best Practices
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A limited CobiT implementation

Step 1 Step 2 Step 3

Pilot Enhance Cobit
Implementation Implementation

Start UP

Understanding of
Processes and Controls

Defining Project Objectives
and Boundary

Next Pilot

Selecting Control Objectives

Applying Decision Tree
(Audit Drive)

Team identification Next CobiT Component

Customizing Control
Objectives

Residual Risk Identification
and Reduction

Tools identification

“CobiT Ready”
Auto Assessment

Initialize CobiTOnline like- Action Plan to became
Tool Cobitized

e Cobit Component to
implement
e Quick-wins

. Risk_ldentification and

e Potential Risk Scoring e Global CobiT

Project Management
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Why Outside Support?

To choose the component to start with

To guide the selection and the customizing of Control Objectives

To derive benefits from the integration of CobiT and other tools
O Drivers to guide Audit/Governance Activities (Decision Tree)
U Direct access to reference material (Best Practices)

O CobiTOnline like Cobit Tool to serve as repository for collecting and
documenting Activities

O Balanced and tested Work Programs to perform Audit/Governance
activities
To compare YOUR implementation to others
To have both Local Experts and International Experts
To help you to implement CobiT as more than an Audit tool
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Some CobIT Examples

Presented by: N EJAT AKSOY



Telco CobiT IT Audit Approach (Very Limited)

IT Audit Infrastructure Pilot Audit Design and

Tender
Development

Project Management >
< Qua“ty Control >
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Telco CobiT IT Audit Approach (Very Limited)

Process
Telco Processes to be CobiT Process Audit R Audit Duration and
Audited Description Difficult Improvement Activities Manpower
P Y Possibility P
Manage CSF, KPI, KGI Assessments
. - 2 Weeks -1
DS3 Rating - Billing Performance and Max Max Sun E10000 System Auditor
Capacity Performance Testing
X - Ensure Continuous CSF, KPI, KGI Assessments, .
DSs4 Rating - Billing ) Max Max . 1 Week- 1 Auditori
Service Network Testing
DS5 Rating - Billi Fnsure Systems M M CﬁlF’tKPI’IEGI Auss'ezs":ems 2Weeks - 2
ating - Billing Security ax ax etwor v.e nix .ys em Auditors
Security Testing
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Bank CobiT IT Audit Approach (Very Detailed)

Evaluate
Pilot
results

Define
Audit Plan

Perform Initi
Risk
and Control

Identify goals
& resources

Perform 1st

Train & Assessment
communicate Audit Pilot Plan next
with people steps
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Some Deliverables

Strategic IT & Audit Stream

= Migration Plan and Guidelines on “How to further COBITize” the organization,
with actions and milestones, defining the key players and their roles

= |T Audit and Control Handbook (within the CobiTOnline like Tool) and related
documentation (to be further developed within and after the commencement of
the project).

= Audit and Findings Report Templates

» Checklists and Tools which are of Global Best Practice nature and COBIT
compatible to be adopted according to prior project phases and steps

= Documentation describing the future IT Audit function (the approach,
organization and monitoring) with the required IT Audit and Control capabilities
and capacity requirements

» Clear definition of career path for the Audit professionals

= Documented ISACA and CISA exam knowledge base with major points to be
addressed within the “Prospective IT Auditors™ training sessions

Abkalibe aince Rlon andecommendations
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Bank CobiT IT Audit Approach (Very Detailed)

Process Definitions

Define a Strategic
IT Plan

Quick Wins

POO1R3

Short Term
(lower impact)

POO1R1

Short Term
(lower
likelihood of
success)
POO0O1R4

Long Term

POO0O1R2

PO02

Define the
Information
Architecture

PO2R1,PO2R2

PO2R3,PO2R4

PO03

Determine
Technological
Direction

PO3R1

PO3R4

PO3R2

PO3R3, PO3R5

PO04

Define the IT
Organisation and
Relationships

PO4R2

PO4R1, PO4RS,
PO4R4

PO05

Manage the IT
Investment

PO5R1

POS5SR2, POSRS,
POS5R4

PO06

Communicate
Management Aims
and Direction

PO6R3

PO6R2

POG6R1
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Bank CobiT Based IT Organization Governance
Model - Project Approach

Objectives and targets presented above require us to identify, build,
and implement the most optimal and most feasible organizational
model for the Bank IT organization (referred to as “best fit”).

In order to accomplish this target, we have developed a 5-phase
approach:

xgboration of Best-\ Building of \ Oraanizational \“
Fi Organizati 9 Alighre ation of Results
“TO-BE” Infr g /




Bank CobiT Based IT Organization Governance
Model — Preliminary To-Be Organization

Chief
Information
Officer (CIO)

ustomer Ca
Center

SWIFT
Department

Central IT
Department

Branch IT
Leadership

Cards
Department

Alternative

Distribution

IT Audit
Department

Coordinator

Coordinator

Coordinator

Coordinator

Coordinator

IT Resource ; Testing
Management =
N —

Desktop
] Management =
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IT Planning & Application Operations Exploitation & Network y Lar_ld_scape, | —
) Logistics & Management &
Analysis Development Management Support Management . L
Admin Monitoring
Business Analysis Technical Analysis System Help Desk & User Hardware & IT ; :
and Specifications and Specifications Administration Support N ManagemEy Landscape Qi sical Secully
Business L Database o Procurement Application
Continuity prolectng Administration gser praning | Managemesy Management Security
Project ' Application c Communications Strategy & Asset Network &
Management grogramming Administration jeporting Supngly Management Management Systems Security
IT Policy Integration with Computer Service Level f
Management Other Systems Operations Management Rala Security
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Bank CobiT Based IT Organization Governance
Model — Preliminary To-Be Organization

ject Stee !
) formatio
ommittee i

anageme Manager
Development & Procedura'l
e Implementation
9 & Analysis
Technical End-User
Architecture Preparation

Systems & Data
Integration

Technical Field
Implementation

onsultan

CIO

IT
Director

Coordinator /
Deputy Director

Service Chief / Group
Manager

Collective Manager

Specialist

Analyst
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Branch IT
eadershifg

Zone [T
eadershif

Accountal

Branch IT
Manager

System &
Network
Administration

Application
Administration

Database
Administration

Technical Staff
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To Reach Me For More Information

Nejat Aksoy

Manager

Ernst & Young US
Nejat.aksoy@ey.com
+1 (408) 947 4953

=l ERNST & YOUNG

Quality In Everything We Do
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