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The Accounting Profession and 
Privacy

� Privacy is a risk management issue.  CPAs help 
manage organizational risk.

� CPAs measure performance outcomes against 
stated performance criteria and principles.

� If outcome measurement is to having meaning 
and engender trust, measurement benchmarks 
and recognized practices are required. 

� U.S. CPAs and Canadian Chartered 
Accountants have worked together on similar 
projects in the past.
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What is the Privacy Framework?
! The American Institute of 

Certified Public 
Accountants (AICPA) and 
the Canadian Institute of 
Chartered Accountants 
(CICA) have developed a 
privacy initiative to help 
guide organizations served 
by CPAs and Chartered 
Accountants (CA) in 
implementing privacy 
programs.

! The enterprise-wide privacy 
framework is one of the 
tools that has been 
established.

� Core set of criteria for privacy 
and the handling of personal 
information throughout an 
organization

� Incorporates concepts from 
domestic and foreign laws, 
regulations, guidelines, and 
other bodies of knowledge on 
privacy

� Part of the overall Trust 
Services initiative

� Security
� Privacy
� Process integrity
� Availability
� Confidentiality
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What is Privacy?
Privacy is defined as the 
rights and obligations of 
individuals and 
organizations with respect 
to the collection, use, 
retention, and disclosure of 
personal information. 
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What Does the Framework 
Address?
! The AICPA/CICA privacy 

framework contains 10 
privacy components and 
related criteria that are 
essential to the proper 
protection and 
management of personal 
information. These privacy 
components and criteria 
are based on internationally 
known fair information 
practices included in many 
privacy laws and 
regulations of various 
jurisdictions around the 
world and in common and 
leading practices.

! Components of the Privacy 
Framework
� Management
� Notice
� Choice and Consent
� Collection
� Use and Retention
� Access
� Disclosure
� Security
� Quality
� Monitoring and nforcement
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What are Criteria?
The criteria identified 
in the 10 privacy 
components provide 
a basis for designing, 
implementing, 
maintaining, and 
evaluating a privacy 
program in order to 
meet an entity�s 
needs.

! Criteria Characteristics
� Relevant
� Complete
� Objective
� Measurable

! Categories
� Policies and 

communications
� Controls and 

procedures



Components of the 
Privacy Framework
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What are the Components?
1. Management: The entity defines, 

documents, communicates, and 
assigns accountability for its 
privacy policies and 
procedures.

2. Notice: The entity provides 
notice about its privacy policies 
and procedures and identifies 
the purposes for which personal 
information is collected, used, 
retained, and disclosed.

3. Choice and Consent: The entity 
describes the choices available 
to the individual and obtains 
implicit or explicit consent with 
respect to the collection, use, 
retention, and disclosure of 
personal information.

4. Collection: The entity collects 
personal information only for 
the purposes identified in the 
notice.

5. Use and Retention: The entity 
limits the use of personal 
information to the purposes 
identified in the notice and for 
which the individual has 
provided implicit or explicit 
consent. The entity retains 
personal information for only 
as long as necessary to fulfill 
the stated purposes.
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What are the Components?
9. Quality: The entity maintains 

accurate, complete, and 
relevant personal information 
for the purposes identified in 
the notice.

10. Monitoring and Enforcement: 
The entity monitors 
compliance with its privacy 
policies and procedures and 
has procedures to address 
privacy-related complaints and 
disputes.

6. Access: The entity provides 
individuals with access to their 
personal information for review 
and update.

7. Disclosure: The entity discloses 
personal information to third 
parties only for the purposes 
identified in the notice and with 
the implicit or explicit consent of 
the individual.

8. Security: The entity protects 
personal information against 
unauthorized access (both 
physical and logical).
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Policies and Communication: 
Privacy Policies

Communication to 
Internal Personnel

Section Definition
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Responsibility and 
Accountability for 

Policies
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Procedures and 
Controls: Review 

and Approval

Consistency of Privacy 
Policies and Procedures 

With Laws and 
Regulations
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Consistency of 
Commitments With Privacy 

Policies and Procedures

Infrastructure and 
Systems Management
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Supporting 
Resources

Qualifications of 
Personnel
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Changes in 
Business and 
Regulatory 

Environments



The Privacy Framework in 
the Worlds of Regulation, 
Self-Regulation, and Best 
Practice
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Comparison with International Concepts

(Enforcement by 
the Office of the 
Privacy 
Commissioner)
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Privacy Regulation, Self Regulation, 
and Best Practices

Illustrations
� Company A adopts the Framework 

as the basis of its privacy program 
for its U.S.-based online operations.  
The Framework�s components and 
criteria are described in Company 
A�s online privacy policy.  The 
Framework�s criteria and 
illustrations served as the basis for 
the SOP Company A adopted.

� Company B adopts the Framework 
as the basis for its global privacy 
program so it can follow consistent 
privacy practices and use similar 
terminology across its various 
countries of operations. Although 
country specific exceptions and 
variations still exist, they are being 
captured in policy and 
procedures. The majority of the 
organization's transactions are 
successfully governed by the 
Framework's privacy criteria. 

� As indicated in the previous slide, 
the privacy framework components 
match those of various privacy 
regulations.

� A recent study done by the 
Ontario privacy commissioners 
found the framework to aligned 
with PIPEDA, Canada�s Personal 
Information Protection and 
Electronic Documents Act

� Where privacy is implemented in a 
self-regulatory manner, the 
Framework can serve as a practical 
resource for the effective 
incorporation of privacy within the 
organization.

� The illustrations and additional 
considerations that are provided 
with each of the Framework criteria 
allows for flexible adoption of the 
criteria and the best practices that 
are associated with them.



Resources
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Resources

The AICPA and the 
CICA have many 
resources that will 
help you establish 
and maintain an 
effective privacy 
program. 

! AICPA Privacy Framework
� http://www.aicpa.org/pri

vacy
! CICA Privacy Resources

� http://www.cica.ca/priva
cy

! CPA2BIZ Privacy 
Resources
� https://www.cpa2biz.co

m/ResourceCenters/Info
rmation+Security/Privac
y/default.htm
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