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Oracle Application Security & ControlsOracle Application Security & Controls

� Steps to design and conduct an audit of the 
automated controls of the Oracle application, 
their risks and impact on the input, processing, 
and output of financial information

� Define scope of audit

� Understand organizational hierarchy in the Oracle 
application

� Identify automated controls in the Oracle application 
& supplemental manual controls
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Oracle Application Security & ControlsOracle Application Security & Controls

� Define scope of audit

� Objectives

� Business cycle

� Processing location

� What applications?       
Which modules?

� Which �organizations�
or �operating units�?
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Oracle Application Security & ControlsOracle Application Security & Controls

� Understand Organizational Hierarchy in 
Oracle application

� Classifications

� Set of books

� Operating units

� Inventory organizations
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Oracle Application Security & ControlsOracle Application Security & Controls

Set of Book                                  Global Consolidated Books
Define Organization                     US Reporting Books      UK Reporting Books
� Operating Unit information

Operating Units              US operating unit           UK operating unit
Striped setup:
e.g. Match Approval Level
(2,3, 4 way match)

Responsibilities     US Purchasing User               UK Purchasing User
Profile option: MO: Operating Unit
Profile option: GL Set of Books Name

Inventory Organizations                 Global Inventory Org
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Oracle Application Security & ControlsOracle Application Security & Controls

� Why do we care?

� Segmentation of data to provide access security

� Some setups are segmented (striped) by 
organization 

� These impact:

� sample selection and sample size

� access required for conducting the audit
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Oracle Application Security & ControlsOracle Application Security & Controls

� Define scope of audit

� Understand organizational hierarchy in 
the Oracle application

� Identify automated controls in the Oracle 
application & supplemental manual 
controls
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Oracle Application Security & ControlsOracle Application Security & Controls

� Identify automated controls in the Oracle application & 
supplemental manual controls

� Understand business process flow and risk

� Identify & evaluate key controls

� Source of controls, and their types

� Manual

� Combined (e.g. reports, alerts)

� Automated � Inherit, Setup, Workflow/customized 
program, Access

� Change control
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Oracle Application Security & ControlsOracle Application Security & Controls

sk Controls Activities Who 
Performs

Control 
Type

Automation 
Type

Compliance Effectiveness/
Efficiency

Safeguarding 
Reliability on 

Financial 
Statements

ized 
 are 

or 
t

X X C, M Invoice that does not match to a Purchase 
Order will not be not processed without the 
appropriate approvals.

AP Anaylst Manual N/A

X C, M "Match Approval Level" is set to 3-way at the 
System Level as the default to ensure that 
purchase order, receipt, and invoice 
quantities must match within tolerance before 
the invoice can be paid.

Application: 
Payables

Automatic Setup

X C, M Any overrides of the "Match Approval Level" 
at the Item, Vendor, or Purchase Order level 
requires approval and is reviewed on a 
regular basis.

Purchasing 
Manager

Manual N/A

X C, M Matching tolerances are set to 0% for Quantity 
Ordered tolerance, 0% for the Quantity 
Received tolerance and 0% for the Price 
tolerance.  If the transaction exceeds the 
designated tolerance level, the invoice will be 
placed on hold and will not be paid.

Applications: 
Payable

Automatic Setup

X C, M On a weekly basis, the "Invoice on Hold" 
report is generated and reviewed to detect 
invoices being released from holds without 
adeuqate approval.

AP Manager Combination Report

Control Objective

Choices can be as follows
· "C' for completeness or
· "E" for existence or occurrence or
· "P" for presentation and disclosure or
· "O" for rights and obligations or
· "M" for Measurement or valuation

Ri

Unauthor
invoices
processed f
paymen
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Oracle Application Security & ControlsOracle Application Security & Controls

� Ways to gather automated control 
information

� Online review

� Reports (limited, e.g. Financials/Purchasing 
Options Listing, users of a responsibility)

� Export table on forms screen (File -> Export -> 
Save As)

� Database scripts
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Oracle Application Security & ControlsOracle Application Security & Controls

� Example - Procure to Pay for UK

� Procurement: manual, custom requisition 
application, Oracle Purchasing

� Invoicing & Payment: Oracle payables

� Period-end Close: Oracle payables, 
general ledger

� ��
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Oracle Application Security & ControlsOracle Application Security & Controls

� Procurement: manual, 
custom requisition 
application, Oracle 
Purchasing

� Invoicing & Payment: 
Oracle payables

� Period-end Close: 
Oracle payables, 
general ledger

� etc.

� Operating units

� Set of books

� Responsibility

� Example - Procure to Pay for UK



132004 SF ISACA Fall Conference2004 SF ISACA Fall Conference Presented by Ellen Chan and Yogita ParulekarPresented by Ellen Chan and Yogita Parulekar

Oracle Application Security & ControlsOracle Application Security & Controls

Purchase 
Requisition Purchase Order

Invoice on hold

Invoice

Receiving

Approve?

Match?

Supplier

Requisitioner

Supplier Payment

Hold resolved
or released?

Supplier

Yes

Yes

No

Yes

No
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Oracle Application Security & Controls Oracle Application Security & Controls --
SetupSetup

Purchasing
! Document types security and setup
! Approval group & approval assignment
! Price tolerance levels

Purchase 
Requisition Purchase Order

Invoice on hold

Invoice

Receiving

Approve?

Match?

Supplier

Requisitioner

Supplier

Payment

Hold resolved
or released?

Supplier

Purchasing
! Matching 

hold for 
suppliers 
(Hold 
Unmatched 
Invoices) Purchasing

! Matching 
Approval Level

Accounts Payable
! Matching 

tolerances
! Invoice holds 

(Invoice 
Approvals)

No

No

Yes

Yes

Yes
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Oracle Application Security & Controls Oracle Application Security & Controls --
SetupSetup
! Purchasing

! Document types security and setup



162004 SF ISACA Fall Conference2004 SF ISACA Fall Conference Presented by Ellen Chan and Yogita ParulekarPresented by Ellen Chan and Yogita Parulekar

Oracle Application Security & Controls Oracle Application Security & Controls --
SetupSetup
! Purchasing

! Use Approval Hierarchies = Yes, approval paths based on 
position hierarchies (described in the next two slides)

! Use Approval Hierarchies = No, approval paths based on 
supervisor structure.
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Oracle Application Security & Controls Oracle Application Security & Controls --
SetupSetup
! Purchasing

! Approval group & approval assignment

Define approval group (dollar limit and account limit) 
-> Assign to HR job by document type
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Oracle Application Security & Controls Oracle Application Security & Controls --
SetupSetup
! Purchasing

! Approval group & approval assignment

Define approval group (dollar limit and account limit)
-> Assign to HR job by document type
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Oracle Application Security & Controls Oracle Application Security & Controls --
SetupSetup

! Purchasing
! Price tolerance levels
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Oracle Application Security & Controls Oracle Application Security & Controls --
SetupSetup

! Purchasing
! Matching Approval Levels

! Two�Way: Purchase order and invoice quantities must match within tolerance 
before the corresponding invoice can be paid.

! Three�Way: Purchase order, receipt, and invoice quantities must match within 
tolerance before the corresponding invoice can be paid.

! Four�Way: Purchase order, receipt, inspection, and invoice quantities must match 
within tolerance before the corresponding invoice can be paid.
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Oracle Application Security & Controls Oracle Application Security & Controls --
SetupSetup
! Purchasing/Accounts Payable

! Matching hold for suppliers



222004 SF ISACA Fall Conference2004 SF ISACA Fall Conference Presented by Ellen Chan and Yogita ParulekarPresented by Ellen Chan and Yogita Parulekar

Oracle Application Security & Controls Oracle Application Security & Controls --
SetupSetup
! Accounts Payable

! Matching tolerances (Quantity Ordered/Received, Price)
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Oracle Application Security & Controls Oracle Application Security & Controls --
SetupSetup

! Purchasing
! Invoice holds (Invoice Approvals)
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Oracle Application Security & Controls Oracle Application Security & Controls --
AccessAccess

! Basic segregation of duties
! Suppliers
! Purchase order creation
! Invoice entry
! Receiving
! Payment processing

Purchase 
Requisition Purchase Order

Invoice on hold

Invoice

Receiving

Approve?

Match?

Supplier

Supplier Payment

Hold resolved
or released?

Supplier

Yes

Yes

No

Yes

No

Requisitioner
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Oracle Application Security & Controls Oracle Application Security & Controls ��
AccessAccess

! Steps and Methods
! Audit for incompatible access within each responsibility

Function Security Menu report
! Main Menu

! Sub Menu 1
! Function A
! Function B

! Sub Menu 2
! Function C
! ��

! Function exclusions

! Audit for incompatible access for a user by granting multiple 
incompatible responsibility to the user

Users Form
Active Users Report
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Oracle Application Security & Controls Oracle Application Security & Controls --
AccessAccess
! Function Security Menu report
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Oracle Application Security & Controls Oracle Application Security & Controls --
AccessAccess

! Users form
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Oracle Application Security & Controls Oracle Application Security & Controls --
AccessAccess

� General access controls

� Password related profile options (11i)

� SIGNON_PASSWORD_FAILURE_LIMIT

� SIGNON_PASSWORD_HARD_TO_GUESS

� SIGNON_PASSWORD_LENGTH

� SIGNON_PASSWORD_NO_REUSE
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Oracle Application Security & ControlsOracle Application Security & Controls
Purchasing
! Document types security and setup
! Approval group & approval assignment
! Price tolerance levels

Purchase 
Requisition Purchase Order

Invoice on hold

Invoice

Receiving

Approve?

Match?

Supplier

Requisitioner

Supplier

Payment

Hold resolved
or released?

Supplier

Purchasing
! Matching 

hold for 
suppliers 
(Hold 
Unmatched 
Invoices) Accounts Payable

! Matching 
tolerances

! Invoice holds 
(Invoice 
Approvals)

! Adjustment to 
paid invoices

Need to supplement 
with Manual Controls
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Oracle Application Security & ControlsOracle Application Security & Controls

� Resources

� User guides

� Technical reference manual

� Help link via the application

� Test environment
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