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IT Resources (COBIT Definition)

® DATA are objects in their widest sense (i.e., external and internal), structured and non-
structured, graphics, sound, etc.

@ APPLICATION SYSTEMS are understood to be the sum of manual and programmed
procedures.

® TECHNOLOGY covers hardware, operating systems, database management systems,
networking, multimedia, etc.

@ FACILITIES are all the resources to house and support information systems.

® PEOPLE include staff skills, awareness and productivity to plan, organize, acquire,
deliver, support and monitor information systems and services.
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g Auditing Application Systems Approach

@ Understand the business process or function that the application supports

— e.g. Sales commission, order processing

@ Meet with the business personnel to understand the business process
— Map out the process
— |dentify application inputs, outputs, interfaces
— ldentify application controls and manual controls
— ldentify application outputs

— Highlight any issues or concerns from the business owners
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Auditing Application System Approach

Review application system documentation
Analyze the flow of transactions through the system
Prepare a risk assessment to analyze the application’s controls

Identify Preventative and Detective controls
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B 28 Application Input Controls

.

|/ [T
— Authorization of end users

— Unique user ids and passwords

— Segregation of duties enforced by the application
— Audit trails turned on and reviewed periodically
— Review of system admin privileges

— Input authorization
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Application Input Controls

— Input data validation checks
- Limit test — a test of reasonableness
Validity test — a comparison against master files

- Self checking number — a check for accuracy
— Batch integrity of online or database systems
— Input controls for batch processing
- |tem count - to assure all items are processed
- Control total — to assure a critical field of data is entered correctly

- Hash total — may be a total of all order numbers cosrr
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Application Processing Controls

— Online systems — test the validation checks are applied to data being input

— Batch processing

- Use of computer file identification systems (headers) to prevent use of improper data
and program files (only payroll systems will process data labeled as payroll data)

- Comparison of control totals gathered during input with total transactions processed.

— Processing Controls
- Editing
- Validation Routines

— Review exception or error processing reports coBrT
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Application Output Controls

e

— Report distribution

— Balancing and reconciling
— QOutput error handling

— Output report retention

— Verification of receipt of reports
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Application Controls

— Purchased Application System
- Stability of the software company
- Support for the application software

- Documentation

— Developed Application System

- Application documentation (- program flowcharts, decision tables, data element
definitions etc.,)

- Application operations documentation (- input and output descriptions job
restart/recovery, error messages etc.,)

COBIT

- End User documentation INFORMATION CRITERIA
@ Effectiveness
R I I @ Efficiency
Application support personnel o Cotenialty
& Integrity
@  Availability
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#¥  General Controls

o

— Backup and Recovery
- Application backed up periodically
- Tapes offsite

- Recovery procedures documented and tested
— Physical Security
— Information Security
— Network Controls
— System Software Controls

— Database Controls coBIT

INFORMATION CRITERIA
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Verify Application Controls

@ Application controls include methods for ensuring that:

—  Only complete, accurate and valid data is entered and updated
—  Processing accomplishes the correct task

—  Processing results meet expectations
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Verify Application Controls

® Observe and Test Users Performing Procedures:

All Rights Reserved.

Review and test access authorizations and capabilities
Separation of duties

Authorization of input

Balancing

Error control and correction

Distribution of reports

Manual controls

Recovery procedures
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Customer. Regional Sales Manager

Sales Order Staff:

Order Entry and
Pricing Reports

Managing &
Processing
Orders
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Manually Released

Sales Orders Credit Manager
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SAP performs certain validations before orders are processed
further. For example, customer reference details are checked
against Customer Master file records, system ensures
completeness of order details and checks stock availability.
Validation failures result in orders being placed in incomplete
order queues which is checked daily by sales office staff.

All orders are automatically credit checked by SAP against
agreed credit limits before they are processed further. Blocked
orders appear on the blocked sales distribution listing which is
reviewed throughout the day by the Accounts Receivable
Manager.

Blocked orders that are manually released are reviewed daily by
the Credit Manager.
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Key Controls

<‘> Order reports are reviewed daily by
Regional Sales Managers (CPD) and
European Operations Manager (BSD) for
unusual order quantities + prices.

<5> Some customers orders are processed
through EDI. Sequential number checks are
performed to ensure all orders are captured
with error messages sent to the European
Operations Manager.

@ Order pricing reports detailing prices < cost
are sent to the Regional Sales Manager and
European Operations Manager on a regular
basis.

Deloitte



==
SE==ss
ﬁﬁﬁﬁﬁ

T

R
Jm
| )
L]
1
I
1]
11
1

Invoices

SAP Invoice Matching

Sister Companies”
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51

“External” Suppliers

Review of
Blocked Invoices @
Report of {21
unblocke =
d invoices
Processing
Accounts

Payable

Accounts Payable +

Finance Manager L
g Divisional Accountant

- @y E==

Invoices Posted to
General Ledger module

Stock
Recelpts

Mismatch Reports

Key Controls

@ All Suppliers - Invoice price details are matched to standard
costs on purchase orders. Any difference (zero tolerance) will
cause the invoice to be blocked. Blocked invoices are
reviewed by Accounts Payable and the Finance Manager on a
daily basis.

External Suppliers Only - Invoices are blocked for payment
where there are quantity mismatches between supplier
invoices and goods physically received and recorded on SAP

@ (zero tolerance).

Divisional Accountants review month-end reports identifying
all blocked invoices that have since been cleared.
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Key Controls

<3> Although they do not result in the blocking of
invoices, the SAP system reports mismatches
between the following which are investigated
and actioned:

einvoice and purchase order quantities - all
suppliers;

einvoice, supplier shipping notification and GRN
quantities - Sister companies only.
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+23 AuditNet: Audit Work Programs - Microsoft Internet Explorer provided by Inovant

File Edit ‘iew Favorites Tools  Help

HBack v = - @ @ | @Search @Favnrites @Media @ | %v

Address I@ htkp: /e, auditnet, org/asapnew. htm
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Auditors Sharing Audit
Programs
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10.
11.
12,
13.
14.
15,
16.
17.
13.
19,
20.
21.
22,
23,

NEW PROGRAMS ADDED THIS MONTH

BY () 5§ wmbe

Applications Controls Questionnaire (Sep 04)

Car Bental Audit Program (Sep 04)

FDA TRE Evaluation Checklist (Sep 04)

Fixed Assets ICQ) (Sep 04)

HIPAA Privacy Audit (Sep 04)

Inventories IC() (Sep 04)

EDP-IT General Controls Review (Sep 04)
Foundation Audit Program (Sep 04)

Generic Flow Charts (46) -Visio Format (Sep 04)
Labor Syvstem Audit Program (Sep 04)

Oracle Database Anditing

Password and Security Controls (Sep 04)

Payroll ICC) (Sep 04)

Performance Management ICCO) (Sep 04)
Purchasing & Accounts Pavable IC() (Sep 04)
Sales & Accounts Receivable ICC) (Sep 04)

SAP Processing Monitorization Checklist (Sep 04)
Sarbanes-Oxley 404 Network Security (Sep 04)
Sarbanes-Oxley General Entity Wide Controls (Sep 04)
Using the Work of Internal Auditors Checkhst (Sep 04)
Web Applications Due Diligence (Sep 04)
Whistleblowing IC() (Sep 04)

Windows NT 2000 Audit Program (Sep 04)

Contribution Beguired Andit Prosrams




Selected Resources

@ Information Systems Audit and Control Association www.isaca.org

@ IT Governance Institute www.ITgoverance.orq

@ Auditors Sharing Audit Programs www.auditnet.org

@ MIS Training Institute www.misti.com
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http://www.isaca.org/
http://www.itgoverance.org/
http://www.itgoverance.org/
http://www.auditnet.org/
http://www.misti.com/

Q&A
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Contact Information
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Monica O’Reilly

Senior Manager
Enterprise Risk Services
Deloitte

415 783 5780
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