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TO:
Senior Client Manager

FROM:

Lead Auditor


DATE:

February 4, 2003

SUBJECT:
2003 Network Security Infrastructure Audit
The Internal Audit Department (IAD) and Information Security Services (ISS) will participate in a joint assessment of security practices in place to protect XYZ Company’s network infrastructure from external threats associated with Internet and 3rd party network connectivity.  This review will begin on February 18, 2003, and will continue through June 2003.

The primary purpose of this assessment is to obtain an understanding of the policies, procedures, and tools associated with securing the network infrastructure.  The overall objective of the review is to identify major risks and evaluate whether sufficient mechanisms and tasks are in place to mitigate those risks.  IAD and ISS will assess the network security infrastructure by following guidelines and principles that are set forth in the COBIT (Control Objectives for Information and Related Technology) framework.  A detailed review of COBIT will be provided in the Kick-Off Meeting during the week of February 17, 2003.

The COBIT Control Objectives applicable to this review include:

	· DS5 Ensure Systems Security

· DS5.1 Manage Security Measures

· DS5.2 Identification, Authentication and Access
· DS5.4 User Account Management
· DS5.5 Management Review of User Accounts
· DS5.7 Security Surveillance

· DS5.10 Violation and Security Activity Reports

· DS5.11 Incident Handling

· DS5.12 Reaccredidation 

· DS5.20 Firewall Architectures and Connections with Public Networks

· DS9 Manage the Configuration

· DS9.1 Configuration Recording

· DS9.2 Configuration Baseline
· DS9.3 Status Accounting
· DS9.4 Configuration Control
· DS9.7 Configuration Management Procedures
· M1 Monitor the Processes

· M1.1 Collecting Monitoring Data
· M1.2 Assessing Performance
· M1.4 Management Reporting


Our goal is to jointly assess the environment to identify control strengths, weaknesses, and risk mitigating solutions.  The joint assessment will be facilitated through work sessions to document agreed upon ratings and corrective actions.  Responses will be validated and summarized into a Joint Risk Assessment Memorandum.  

IAD will leverage information gathered in the past through risk self-assessments (RSAs), audit reports, assessments, opinions, test reports, summaries, and Intranet data. 

If you have questions or concerns, please contact me at ###-###-####.

CC:

	Client #1

Client #2

Client #3….



