
CHECKPOINT FIREWALL AUDIT 




BANK

LIMITED SCOPE INFORMATION TECHNOLOGY POLICY
AUDIT PROGRAM
A: Audit Date

	AUDIT OBJECTIVE/ PROCEDURE
	W/P REF
	BUDGET
	DONE BY

	IT Organization:

· Determine the IT Organization structure.  (What is the reporting structure)?

· Determine if roles/responsibilities are clearly defined.

· Determine if there had been changes in the structure over the past twelve months.

· Determine if Bank has an IT Steering committee or something similar to direct technology for the company.

· If a committee of some sort is present, determine if there are documented goals and directives in place.

SCOPE:  Discuss with management and master binder of Bank Policies.
	N-1
	
	

	Policy Identification:

· Determine what policies are in place regarding Information Technology.

· Determine if policy(ies) are current or are in need of updating.  (Do they take into account current systems in place?)

· Determine if there are policies in the process of being developed as of the audit date.

SCOPE:  Discuss with management and master binder of Bank Policies.
	N-2
	
	

	Supervision:
· Determine the approval process for proposed IT Policies.

· Review policies in place and determine if they have been approved by the BoD.

SCOPE:  Discuss with management.
	N-3
	
	

	Policy Communication:

· Determine the mode policies are communicated to personnel.

· Determine if there is a method of dispersing policy updates.

· Determine if current policies are accessible to employees.

SCOPE:  Discuss with management.
	N-4
	
	

	Management Perception:

· Determine management's view of IT's role in meeting business objectives.
· Determine if the systems meet the information needs of senior management.

SCOPE:  Discuss with management.
	N-5
	
	

	Past Examination Issues:

Review the most recent regulatory examination and internal audit reports for any criticisms regarding Information Technology and related policies.

SCOPE:  Discuss with management and past OCC and Internal Audit reports.
	N-6
	
	

	Planning
	In-charge
	16
	

	Work paper Review
	Manager
	8
	

	Report/Exit
	In-charge
	16
	

	Wrap Up
	In-charge
	4
	

	Total Plan Hours
	
	
	


A.
FIREWALL DOCUMENTATION

1. Develop background information about the firewall(s), in place, e.g., segment diagrams, software, hardware, routers, version levels, host names, IP addresses, connections, any specific policies for an overview of the firewall security.

2. Determine if the expectations/goals/strategies of the firewall have been identified and they are sound.  This may be a formalized written policy or an informal laundry list generated by security and used to establish the rules placed in the firewall components.

B.
FIREWALL LOGICAL ACCESS

STANDARD:  Logical access to the various components (routers, firewall software) of the firewall solution is appropriately restricted to the individuals with an authorized need for such access.`

1. Determine the individuals who have log in capability to the firewall components are appropriate (each administrator has his/her own username, strong authentication [SecurID or digital certificate] is required, and is listed in the GUI, not using the cpconfig command line). 

2. Determine password management features in place for the applicable firewall components and the shadow password file (etc/security/password) is used.


a. Discuss with the appropriate ACIS staff:

Password management guidelines exist.

Password is required.

Passwords are not displayed.

Password is user maintainable.

Password is changed every 90 days.

Password is not reused within a two-year period of time. 

Minimum password length is at least 8 characters.

Password construction requirements address:

Upper case letters,

Lower case letters, 

Numbers,

Special characters, 

Include characters from 3 of the four groups of characters, and

UID is not part of the password.  

Grace restrictions are limited to 1.

Number of login attempts allowed before being blocked.  Is this logged?

User ids & passwords encrypted across network (one-time passwords - uniquely encrypted each sign on).

Automatic timeout feature exists.

3. Determine logical connections to the firewall components are secured, e.g., encryption, IP restrictions for remote administration needs.  Products such as ssh (encryption connection) and TCP wrappers (IP restrictions) may be appropriate.  

If TCP wrappers are used determine if the reverse look up (paranoid) option was activated (compiled). Second, determine if the advance configuration is used.  This configuration keeps all the binaries in their original locations, which may be critical for future patches.

4. Review for dial in access directly to the firewall server.

5. Are modems automatically disconnected by the system after a specified length of time of inactivity?  After connection is broken?

Who has dial-in access?

Who authorizes and approves dial-in access?

What security mechanism is used to control dial-in or remote access?

Is there an audit trail (i.e. any reports) of dial-in access and are these reports reviewed?

C.
FIREWALL CONFIGURATION

STANDARD:  The firewall configuration in place provides for an adequately maintained and effective firewall.  Repeat each step as applicable for each firewall component.

1. Determine the firewall component logical/physical locations agree with the firewall strategy.

2. Determine the firewall components are on the latest possible version and security patches are current.  Application of security patches – Is there a patch ID that equates to a certain level of applied patches.  Expect patches to be applied bi-weekly, if less why.

3. Determine the security administrator solicits to Bugtraq and/others to be notified of the latest bugs and exploits.

STEPS 4-19 Determine the operating system has been fortified (armored) that the firewall software resides on.

4. Identify the installation cluster used (core, end user, developer, entire distribution).  Anything above end user should be explained, such as Developer, is adding potentially exploitable software (compile libraries). 

5. Obtain the /etc/inetd.conf file.  Ftp and Telnet should be the only active services.  If others are present determine why. Confirm what you have commented out with the following command (this will show you all the services that were left uncommented)          #grep -v "^#" /etc/inetd.conf.

6. Obtain the /etc/rc2.d file.  This file contains the startup scripts launched by the init(iation) process.  Most of these are not needed.  The following scripts are not needed and pose serious security threats:

/etc/rc2.d FILE

· S73nfs.client - used for NFS mounting a system. A firewall should never mount another file system. 

· S74autofs - used for auto-mounting, a firewall should never mount another file system. 

· S80lp - used for printing, your firewall should never need to print. 

· S88sendmail - listens for incoming email.  Your system can still send mail (such as alerts) with this disabled. 

· S71rpc - portmapper daemon, a highly insecure service (required if you are running CDE). 

· S99dtlogin - CDE daemon, starts CDE by default (GUI interface).

NOTE: To stop a script from starting during the boot process, replace the capital S with a small s. This way the script can be started again just by replacing the small s with a capital S.

7. Obtain the /etc/rc3.d file.  More startup scripts launched by the init process are contained within. Two of these scripts are not needed.  

/etc/rc3.d 

· S15nfs.server - used to share file systems which should not be done with firewalls. 

· S76snmpdx - snmp daemon

NOTE: To stop a script from starting during the boot process, replace the capital S with a small s. This way the script can be started again just by replacing the small s with a capital S.

8. If the following files are not present on the system request that they be created: 

· The file /etc/issue. This file will be an ASCII text banner that appears for all telnet logins . This legal warning will appear whenever someone attempts to login to your system. 

· The file /etc/ftpusers.  Any account listed in this file cannot ftp to the system.  This restricts common system accounts, such as root or bin, from attempting ftp sessions.  The following command should create this file:

cat /etc/passwd | cut -f1 -d: > /etc/ftpusers 

NOTE: Ensure that any accounts that need to ftp to the firewall are NOT in the file /etc/ftpusers. 

9. Determine that root cannot telnet to the system. This forces administrators to login to the system as themselves and then su to root.  This is a system default, but always confirm this in the file /etc/default/login, where the console command (console=/dev/console) is left uncommented.

10. Determine the telnet OS banner has been eliminated and suggest creating a separate banner for ftp.  For telnet, create the file /etc/default/telnetd and adding the statement:

BANNER=""                # Eliminates the "SunOS 5.6" banner for Telnet 

For ftp, create the file /etc/default/ftpd and add the statement:

BANNER="WARNING:Authorized use only"      # Warning banner for ftp. 

11. Determine if there are any compilers on the Solaris box and the need.  Generally there should not be any compilers.

12. Determine if these files: .rhosts, .netrc, and /etc/hosts.equiv are secured.  The r commands use these files to access systems.  To lock them down, touch the files, then change the permissions to zero. This way no one can create or alter the files. For example, 

/usr/bin/touch /.rhosts /.netrc /etc/hosts.equiv 

/usr/bin/chmod 0 /.rhosts /.netrc /etc/hosts.equiv 

13. Determine if the TCP initial sequence number generation parameters is randomized. This is done by setting TCP_STRONG_ISS=2 in the file /etc/default/inetinit.  By truly randomizing the initial sequence number of all TCP connections, we protect the system against session hijacking and IP spoofing. By default, the system installs with a setting of 1, which is not as secure. 

14. Determine if the following lines are in /etc/system:

set noexec_user_stack=1 

set noexec_user_stack_log=1 

The settings protect against possible buffer overflow (or stack smashing) attacks.

15. The rpc.cmsd subsystem of OpenWindows/CDE has been identified as a security risk. This daemon is required for the GUI interface.  RPC.CMSD DAEMON should be removed. 

16. Determine if the following commands have been placed in one of the start up scripts for the IP module: 

### Set kernel parameters for /dev/ip 

· A Solaris system will send an echo reply by default to respond to a broadcasted echo.  Disable responding to echo request broadcasts with this ndd command:

ndd -set /dev/ip ip_respond_to_echo_broadcast 0 

· A Solaris system with IP forwarding enabled forwards directed broadcasts by default. It can be disabled with this ndd command:

ndd -set /dev/ip ip_forward_directed_broadcasts 0 

· A Solaris system will respond to unicast and broadcasted timestamp requests. Use this ndd command to disable them respectively:

ndd -set /dev/ip ip_respond_to_timestamp 0 

ndd -set /dev/ip ip_respond_to_timestamp_broadcast 0 

· A Solaris system with IP forwarding enabled forwards source routed packets by default. It can be disabled with this ndd command:

ndd -set /dev/ip ip_forward_src_routed 0 

· A Solaris system will accept redirect error requests.  Only routers should redirect.  Use this ndd command to ignore ICMP redirect errors:

ndd -set /dev/ip ip_ignore_redirect 1

These settings will strengthen network security for the O/S.

O/S LOGS

17. Obtain the firewall operating system configuration (/etc/syslog.conf) for rejection and logging of activities.  

· How were these configurations derived? 

· Review to determine the following such system activities are logged – Prefer that the *.debug parameter is in place:

· Login (unsuccessful and successful),
· Logout (successful),
· Use of privileged commands (unsuccessful and successful),
· Application and session initiation (unsuccessful and successful),
· Use of print command (unsuccessful and successful),
· Access control permission modification for users and security parameters (unsuccessful and successful),
· Unauthorized access attempts to files (unsuccessful), and
· System startup and shutdown (unsuccessful and successful).

· The system log (/VAR) been isolated into its own partition.  All the system logging and email goes to /VAR/adm.  This protects root from overfilling and crashing. 

· Check for two additional log files: sulog and loginlog. /var/adm/sulog logs all su attempts, both successful and failed. This allows you to monitor who is attempting to gain root access on your system.  /var/adm/loginlog logs consecutive failed login attempts. When a user attempts to login 5 times, and all 5 attempts fail, this is logged.  

· To enable the files, just touch the files /var/adm/loginlog and /var/adm/sulog. Ensure both files permissions are chmod 640, as they contain sensitive information.

· All dropped packets, denied connections, and rejected attempts,

· Time, protocol, and user name for successful connections through the firewall,

· IP addresses,

· Error messages from routers, bastion host, and proxying programs.

· Is summarization of the logs done? 

· For events that are logged, is the log parameter to record all the information activated (track long parameter)

18. Document the logging results are monitored and follow up actions is performed.

19. Determine how the system and firewall logs are rotated to reduce disk space problems.  Rotation should be automatic.  Document how long they are kept.

STEPS 20-30 Determine the firewall software has been properly configured.

20. CheckPoint FireWall-1 comes with several ports open (by default).  These ports are for administration, and found in the control properties. They should be disabled and rules in the data base established to allow access to the server.

· If the ports or services are needed to administer the firewall, then set up a rule that limits what source IPs can connect to them.

TEST THE FIREWALL

21. Attempt to port scan the firewall(s), from both the internal network and the Internet, scanning for ICMP, UDP and TCP.  There should be no open ports and should not be able to ping it.

REVIEW & TEST THE RULE BASE DESIGN

22. Determine a stealth rule has been placed at the beginning of the rule base.  The stealth rule protects the firewall, ensuring that whatever other rules you put in later will not inadvertently compromise your firewall.  If administrative access is required then a rule should be placed before the stealth rule. All other rules should go after the lockdown rule going from most restrictive to general rules.  Review the remaining rules.

23. Determine a cleanup rule has been placed at the end of the rule base.  The cleanup rule drops everything not explicitly allowed in the rule base.  At the end of the rule base there is an implicit drop, which does not log dropped connections.  

24. Obtain and review the connections table for time out limits and number of connections. 

· Default is 60 minutes (3600 secs), reduce to 15 minutes (900 secs). This decreases the “window of opportinuty” a bad-guy can use to fill your connections table.

· Increase the default 25,000 connection, maybe 50,000? This makes it more difficult to fill the connections table.

25. Attempt to test the rule base by scanning secured network segments from other network segments.  Goal:  Ensure the firewall is enforcing ACIS expectations and is accepting ONLY the traffic that is authorized.  Strategy:  Place a system on the DMZ and attempt to penetrate the secured segments, as the DMZ is highly vulnerable.

NOTE: Many firewalls may have several network segments to protect and may require testing each.

26. Identify accessible resources behind the firewall that are to be encrypted and determine the connections are encrypted.  This may entail using a sniffer to capture log in data to the firewall and traffic going through the firewall.

27. Determine if there is a change control process in place for the rule base.  Note if the following information is included in the rule:

· Name of person modifying rule 

· Date/time of rule change 

· Reason for rule change. 

28. Determine the use of the firewall’s automatic notification/alerting features and archiving the detail intruder information to a database for future analysis. 

FIREWALL APPLICATION LOGS

29. A separate partition for the firewall logging should be considered.  For Checkpoint Firewall 1, all logging by default happens in /etc/fw/log a.k.a. /var/opt/CPfw1-50/log.  Expect to see a second drive.  If its not mirrored suggest using it for firewall logging.

D.
PHYSICAL SECURITY

STANDARD:  Physical access to the various components (routers, firewall software) of the firewall solution is appropriately restricted to the individuals with an authorized need for such access.

1.
Document and explain the lines connected to the firewall hardware for reasonableness.

a. Obtain a schematic of the lines connected to the applicable firewall hardware.


b. Discuss with the appropriate staff the purpose of each line.

Note:  The firewalls are located in ACIS’ computer room.  The physical access and environmental controls are reviewed during the ACIS review.

E.
CONTINUITY OF OPERATIONS
STANDARD:  Adequate precautions exist to minimize the effects of a disaster on routine business operations and processing.

1.
Determine the level, if any, of Fault Tolerance (E.G., Mirroring of data) that has been implemented for the firewall server.

Redundant components should be installed where critical failure points exists, or spare parts should be on site.


a. Discuss with the appropriate ACIS staff the procedures/components in place.


b. Use the hardware and software configuration information to identify hardware and software in place which provide redundancy and back up.

2.
Identify the firewall’s single point of failure(s), if any, and plans exist to address the situation(s).

a. Discuss with the appropriate staff the procedures/components in place.

3.
Determine that the backed up server software and data files retention and rotation rationale for the software has been adequately addressed to integrate with any D/R plan.

Obtain and review a schedule of the retention periods for the firewalls’ software components and a schedule of the rotation cycle of both firewalls software.

Document where the tapes are sent for off site storage.

4.
Determine the D/R plan includes the firewall server. 

Obtain and review the ACIS D/R plan to determine the firewalls are included.

Sources:

http://www.enteract.com/~lspitz/armoring.html
http://www.enteract.com/~lspitz/audit.html
http://www.enteract.com/~lspitz/rules.html
http://www.enteract.com/~lspitz/intrusion.html
http://www.sun.com/blueprints/1299/network.html
http://www.sun.com/blueprints/1299/minimization.pdf

http://www.phoneboy.com/fw1/faq/0289.html
http://www.auditnet.org/asapind2.htm
Handbook of IT Auditing E6-05 p37 Auditing Firewalls

Audit and Security of Unix Based Operating System –MIS

Building Internet Firewalls O’Reilly and Associates
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