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CoBIT Knowledge

- First exposure?

- General understanding?
- Strong knowledge of CosIT framework?

Current Users of CoBIT

- Incorporated Into Audit Process?

- Adopted by IT Management?
- Users of a framework other than CoBIT?
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Overview of COBIT® Components

Integrating COBIT® Domains into IT Audit Planning & Scope Development
- Audit Universe Considerations
- Ensuring Consistent Coverage
- Integrating Relevant Industry Standards, Guidelines, and Best Practices
- Organizational I'T Policy, Standard, Guideline, and Procedure Considerations

Integrating COBIT® into the IT Audit Lifecycle

Using COBIT® to Establish IT Risk & Control Measurement

Resources & Wrap-up
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IT Governance Institute
(http://www.itgi.org/ )
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GOVERNANCE, CONTROL
DIT for INFORMATION]
L CHNOLOGY

“Generally applicable and accepted international standard
of good practice for IT control”

ontrol
jectives
for Information
and Related | echnology

“An authoritative, up-to-date, international set of generally
accepted Information Technology Control Objectives for
day-to-day use by business managers and auditors.”
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i} COBIT’s Scope & Objectives

CoBIT® 4.0 was developed and by the IT Governance Institute
(www.itgi.org) and was released in December, 2005.

CoBIT® has evolved into an IT governance / control framework:

A toolkit of “best practices” for IT control representing the
consensus of experts

IT Governance focus

Linkage with business requirements (bridges the gap between control
requirements, technical issues, and business risks).

Management — process owner — orientation (accountability)
Measurement and maturity driven
Generic focus — applicable to multiple environments

Organizes IT activities into a generally accepted process model (in
alignment with ITIL, ISO, and other relevant “best practices’)

Identifies the major IT resources to be leveraged
Defines control objectives and associated assurance guidelines
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CoBIT® As A Framework

Enables the to review specific IT processes against
CoBIT’s Control Objectives to determine where controls are
sufficient or advise management where processes need to be
Improved.

Helps answer guestions - “Is what 1’m doing
adequate and in line with best practices? If not, what should | be
doing and where should | focus my efforts?”

CoBIT® is a framework and is NOT exhaustive or definitive.
The scope and breadth of a CoBIT® implementation varies from
organization to organization.

CoBIT® prescribes “what” best practices should be in place. An
effective implementation requires that CoOBIT® be supplemented
with other sources of best practice that prescribe the “how” for IT
governance and controlled process execution.
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0318 Hierarchy of CoBIT® Components

GOVERNANCE, CONTROL

eand AUDIT for INFORMATION]
and RELATED TECHNOLOGY

Board Briefing on

Practices IT Governance, 2" Edition
Responsibilities

Executive and Boards \

= Performance measures . . *
= e Management Guidelines
- models “HOW You
Measure Your
Business and Technology Management \ Performance ...”
What is the IT How to assess the IT How to implement it
control framework? control framework? in the enterprise?

Governance, Assurance, Control and Security Professionals

“The Method Is...”# “How You Audit...”¢ “How You Implement...”

IT Governance
Implementation Guide

Cos!T Frammework™ IT Assurance Guide

“Minimum Controls Are...”

T Control Objectives -
for Sarbanes-0Oxley L0l cllioRalar

Control Objectives™

CosiT

Control Practices Security Baseline

* Now integrated into CoBIT 4.0
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WIl Relationship of CoIT® Components

eand AUDIT for INFORMATION]
and RELATED TECHNOLOGY

Business
requirements iT information
IT
Processes
Oitrolieg p,,
Control
Objectives

Activity Audit Control
Goals Guidelines Practices

Ky
Perfomnance
Indicators

Key Goal Maturity
Indicators Madels
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AJL)

Starts from the premise that IT needs to
deliver the information that the enterprise
needs to achieve its objectives

Promotes process focus and process
ownership

Divides IT into 34 processes belonging to
four domains (providing a high level control
objective for each process)

Looks at fiduciary, quality and security needs
of enterprises, providing seven information
criteria that can be used to generically define
what the business requires from IT

Is supported by a set of over 200 detailed
control objectives

IT Domains

Plan & Organize
Acquire & Implement
Deliver & Support
Monitor & Evaluate

Information Criteria

Effectiveness
Efficiency
Availability
Integrity
Confidentiality
Reliability
Compliance

Business Requirements
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] CoBIT® Structure
sl Aligning Requirements, Processes, Resources & Activities

and RELATED TECHNOLOGY]|

Business
Requirements
IT Domains Natural grouping of
Processes IT processes, of’_cen matchipg
Resources an organizational domain

of responsibility.

Processes A series of joined
activities with natural

, S )
Q\@\x\) ((\% (control) breaks.

é Dom@
Procesif—&

? Activitieﬂ:;q

Information Criteria
< P

NAata
tettet

ACtiVitieS Actions needed to achieve
a measurable result.
S l Activities have a life-cycle

Eacilities....

Dpnplp

IT Processes

whereas tasks are
fo) discreet.
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CoBIT® Structure IT Domains
AG.0Js)I Examp|e e Plan & Organize

o N e Acquire & Implement

BUSINESE OEJECTIVES [N STE iy bt s

* Monitor & Evaluate

I T Processes
e * Change Management
e « Contingency Planning

FOd  Dalins i T procesias, ergnisason and relifenships.
P05 Mansgutha Mimmsmme o (e

e =_» Problem Management.:

o Mgy, [l e i e
PO Msmsandmansgs Mrses. | ®@ ATt asannannnnnanne

Pl ek * Policy & Procedures
» Acceptance Testing
* etc...

WE1 eanknrand ssalusis IT psrlonmanos.
Eankariand sakists i arral.
WET Ersnrs reguiaiony complan s

WEA Prowds IT jrssmancs.

Activities

.
.....

Propose solution

<51 D arines el WRLMags S4TviEE sl

% HNFmﬂrw..’“m Hy. &1 | darrity uteraeed salriines : :

e BCe e Clpachy. ° I :
£t i b i i, et . » Monitor solution ;
D55 ey and abeak pats g;?;&ml:;:uﬂ ““ B
I e i i e -» Record known problem-
Ce3d Wlarape the comliguration A7 sl and acerad R solutions and changes. v, o

<514 Warage problens. Kl
C1 W difa
Cil Mo e pemcal ewbeeolment. [ e e
CEdMaage ssndons. |l e et

°
O
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PO 1
PO 2

" PO3
- PO 4
- PO5
. PO6
. PO7
. POS8
. PO9
- PO 10

________________________________________________________________________________________________________________

Plan & Organize

Define a Strategic IT Plan

Define the Information Architecture

Determine Technological Direction ;
Define the IT Processes, Organization, & Relationships |
Manage the IT Investment ’
Communicate Management Aims and Direction

Manage IT Human Resources

Manage Quality

Assess & Manage IT Risks

Manage Projects

________________________________________________________________________________________________________________

April 20, 2006

SF ISACA - April Chapter Luncheon Page 13



Acquire & Implement

All Identify Automated Solutions

Al 2 Acquire and Maintain Application Software

Al 3 Acquire and Maintain Technology Infrastructure
Al 4 Enable Operation and Use

Al 5 Procure IT Resources

Al 6 Manage Changes

Al7 Install and Accredit Solutions and Changes

___________________________________________________________________________________________________________________________
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Deliver & Support

DS 1 Define and Manage Service Levels
DS 2  Manage Third-Party Services

DS 3  Manage Performance and Capacity
DS 4  Ensure Continuous Service

DS5  Ensure Systems Security

DS 6 Identify and Allocate Costs

DS 7  Educate and Train Users

DS 8 Manage Service Desk and Incidents
DS9 Manage the Configuration

DS 10 Manage Problems

DS 11 Manage Data

DS 12 Manage the Physical Environment
DS 13 Manage Operations
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Monitor & Evaluate

M 1 Monitor and Evaluate IT Performance
M 2 Monitor and Evaluate Internal Control
M 3 Ensure Regulatory Compliance

M 4 Provide IT Governance
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ool Linking The Processes To Control Objectives
s (34 High-level and 200+ Detailed Objectives)

and RELATED TECHNOLOGY]|

CosIT’s Waterfall and Navigation Aids

Linking Process, Resource & Criteria

Plan &
Organize
Acquire &

IV Process
Support Domains
Monitor &
Evaluate

Information &4 &L &4
Criteria S

The control of
IT Process

that satisfies

Business Requirements
by focusing on

IT Goals
is achieved by

h Key Controls |
Is measured by C &40 IT

b Key Metrics E&-4S” Resources
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and AUDIT for INFORMATION
and RELATED TECHNOLOGY]|

Deliver and Support
Ensure Systams Sacurity

HIGH-LEVEL CONTROL OQRIECTIVE

Process
Description

DS5 Ensure Systems Security

The nesd o maintmin the insgnty of information and protect TT msssts raquires & securily mansgement process. This process
includes sstsblishing and mainisining IT ssourity roles and respornesibi lties, policies. sandards and procedures. Sscurity managsment
alsx includss pedorming ssourity monitoring ond pericdic testing and implensenting corrs dive achions foridentifisd ssoanty
weaknesses or incidents. Effective seaunity nanagernent protects all IT assets to minimise the business impact of secunty
wlnembilities ond incidents.

=

IT Domains &
Information Indicators

Control over the IT process of

Ermsure systems sequrity
that satisfles the businsss requiremant for IT of

mainbsining the integrity of information and precessing infmstructurs snd minimisng the impact of
seourity wulnembilities ond incidents

by fecusing on
defining I'T seurity policies. progedures and sandards. snd monitonng detecling reporling II P roceSS G Oal S
and resclving ssourity volnerabilities and incidents

Is achlevad by

= Undertanding secunty requirements, vulnembilities ond threats
= Managing vser identiti=s and autharisations in a sandindissd manner

= Testing s=ourity regularly

and ls measured by
+ Number of incidents dymaging reputation with the publ

i o io
= Mumber of sysbems whene sevurily requirsinenls are not met II Key M etr I CS
= Number of violations in ssgregation of duties

IT Governance &
IT Resource Indicators

Ll W N
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osl8 Example of CoBIT® 4.0 - DS5 (page 2)

and R[i[.AT‘ED'I;I-.(‘I INOLOGY

Deliver and Support

Enaure Systems Secusily

DETAILED COoMTROL CYBIECTIVES
[SE Ensure Systams Securlty

DES] Monngement of IT Sseariny
Bdanngs [T securky al the highest approprizls organisational ke, 5o (he MInagemenl of seounty aclions i in 1ne with
DL TS e P,

DE5Z 1T Securlcy Flan

Tran:Hate bisiress Information requiremenis, [T configundon, infonmation rik action plans and information ssurly culiues Ik an
oruerall [T security plan The plan is implemenied in wemrky policles and procedirss iogeiher wih appropriak iressimenis n
services, personned, softwars and handware. Sexurly policke: and procedines ane ¢ omminicaied to sakehoklers and users.

s Identing Mansgem ot

A1 users {Ipernal, exizmal and emporary) and ther aciiily on 1T sysisms (busness application, @y sem operation, development
and mainienanoes) thoukd b migquety idemfiable. Cer oo oess righis bo sysisme and daia should be in diee with deflned and
doumented bushess reeds and job Tequitsmenis. Cier o0 oess rlghis ars requesed by (e Mangemel, spproved by syism ownsr
and mplkmenizd by the secWEy-regporsible person. User |dentilies and aocess rights are mainansd in @ cenimal eposkory
Cost-eiTect e dechnical and procs dural measorss ars d=ploped and kepi correni io establich eer identfioation, implemend
auffentcalion and enforce sco=ss righis

o e e Detailed

Ersurs That raquesiing, ssnblishing, tsong srpending, mediying and closng ussr acoounis aed relabed user privilepes ans
aeddre ssed by weeT @00 ounil management. An approsl procesdors aullining the dabs of sy sem oansr graniing the scoess privikegss
should be ncluded. Thess procsdurs: should apply for all users, noduding adminigraiors {privilzged wers), nizmal and exi=zmal C

users, for nonma and smergency cases Rights and chligations reative to aooes 4o enlerprite sysbems and infomadon ae O n rO
contraciually arangsd Tor all iypes of ussrs. Perform repular ManagemsE review of all iccounis and relaied prisilezes

DESS Securiy Testleg, Survelllance and Monlioring = =
Ermsurs That [T sscuriily Implementation i jesizd ond monibored proacively. [T seourky should be ness aediisd pericdically io ensues O bJ eCtIVeS
the approved securky level is mamniined 4 kegaing i moniiorng Tncilon snables The early deizcion. of el o sboormal

octivities thal may meed (o be adapessed. Acoess o the lopgng ninmaion 15 n line wih busness equinemenls nisms of aoosss

righis and rei=ntion requiremenis.

D56 Sacuricy Incldes | Delnickan

Ersurs ihat the dhancterisics of polential securniey incidenis are clzady defined and commmicaied so s=oariiy inckdenis can be
Property tresbed by The Doldent of problem Munsgsmsnt procsss Charcterisic: nclds o descripdon of ahal & corsidersd a
securby Ncldent and s impact kevel A Hmied mimber of Impact levels ops deflnsd and for =ach the speciflo potions recuirsd and
the pecpie who newd o be nolifked ars ddeniified.

DEST Projection of Secarity Techaology
Ersurs ihat imponzni sscoriiy-relaied iechnology is mads resistant io tanpering and securiiy doecomentation & nol disclosed
unnecessanly, Le, iikseps o low profile. Howsver, do not make secunty of sysems rellant on secescy of sscunty specifloatore.

DESE Cryplosraphles Key Managomont

Determine thal policies and procedorss are in plice o organise the generation, change, nevocation, destniction, disiibuiion,
ceTlificalion, Mong:, enry use ard archiving of ayplegrphic k2ys o msum Wi proection of key: agalnst modilication s
uresibeor e O sl ceure,

DESS Mallclous Soflware Prevention. Detectlon and Correctlon

Ereurs That preventdve, deiscdve and corrotve MEssnrss are in place (sspecially up-to-dsls serorky palches and vins conrcT)
T s The ongansaton 1o prole ol information #ysems and 2 dnology oM mafwine (VICILes, Worlls, Spywane, spamn, intermally
developed rauduknl softwars, =ic.

DE510 MNelwork Ssourlly
Ersurs That sscuniny techniques and reabed IS rag=ment procsdure: &g, frewalls, iearey appllancss, neiwork sepmenttion sred
Intrusion detecdon) are used 10 aihor e aooess and comrol Indormaticn Tows. from ard 1o neorks.

D=1 Exchisge of Scaslvhve Dam
Ersurs sersiiive ransaction daly ane exchangsd onky over 3 tnsted pah of mediom with conirols o prosids aphenticky of ©onlent
proct of submisHon, proof of recelpd and nen-repudlation of origin.
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03518 CoBIT® Management Guidelines

CoBIT 3" Edition added a Management and
Governance layer, providing management with a
toolbox containing...

A maturity model to assist in benchmarking and decision-making for
control over IT

A list of critical success factors (CSF) that provides succinct non-
technical best practices for each IT process

Generic and action oriented performance measurement elements (key
performance indicators [KPI] and key goal indicators [KGI] - outcome
measures and performance drivers for all IT processes)

Purpose...
* |IT Control profiling — what is important?

* Awareness — where is the risk?
* Benchmarking - what do others do?
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CoBIT® Maturity Model

Maturity Model: Method of scoring the maturity of IT prcesses...

GAP Analysis
J\ (Current Vs. Goal)

—

B
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