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Audience Poll

COBIT Knowledge

- First exposure?

- General understanding?

- Strong knowledge of COBIT framework?

Current Users of COBIT

- Incorporated Into Audit Process?

- Adopted by IT Management?

- Users of a framework other than COBIT?
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AGENDA

- Integrating Relevant Industry Standards, Guidelines, and Best Practices

- Audit Universe Considerations

Integrating COBIT® into the IT Audit Lifecycle

- Ensuring Consistent Coverage

Integrating COBIT® Domains into IT Audit Planning & Scope Development

Overview of COBIT® Components

Using COBIT® to Establish IT Risk & Control Measurement

Resources & Wrap-up

- Organizational IT Policy, Standard, Guideline, and Procedure Considerations

Topic



Overview of COBIT® Components

IT Governance Institute

(http://www.itgi.org/ )



April 20, 2006 SF ISACA - April Chapter Luncheon Page 5

COBIT® - Background

C Control

OB OBjectives

I for Information
T and Related Technology

“Generally applicable and accepted international standard 
of good practice for IT control”

“An authoritative, up-to-date, international set of generally 
accepted Information Technology Control Objectives for 

day-to-day use by business managers and auditors.”
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COBIT’s Scope & Objectives

� COBIT® 4.0 was developed and by the IT Governance Institute 
(www.itgi.org) and was released in December, 2005.

� COBIT® has evolved into an IT governance / control framework:
� A toolkit of “best practices” for IT control representing the 

consensus of experts

� IT Governance focus

� Linkage with business requirements (bridges the gap between control 
requirements, technical issues, and business risks).

� Management – process owner – orientation (accountability)

� Measurement and maturity driven

� Generic focus – applicable to multiple environments

� Organizes IT activities into a generally accepted process model (in 
alignment with ITIL, ISO, and other relevant ‘best practices’)

� Identifies the major IT resources to be leveraged

� Defines control objectives and associated assurance guidelines
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COBIT® As A Framework

� Enables the auditor to review specific IT processes against 
COBIT’s Control Objectives to determine where controls are 
sufficient or advise management where processes need to be 
improved.

� Helps process owners answer questions - “Is what I’m doing 
adequate and in line with best practices?  If not, what should I be 
doing and where should I focus my efforts?”

� COBIT® is a framework and is NOT exhaustive or definitive.  
The scope and breadth of a COBIT® implementation varies from 
organization to organization.

� COBIT® prescribes “what” best practices should be in place.   An 
effective implementation requires that COBIT® be supplemented 
with other sources of best practice that prescribe the “how” for IT 
governance and controlled process execution.
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Hierarchy of COBIT® Components

“The Method Is...”

“How You 
Measure Your
Performance …”

“Minimum Controls Are...”

“How You Implement...”“How You Audit...”
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Relationship of COBIT® Components
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COBIT® Structure
Overview

�Starts from the premise that IT needs to 

deliver the information that the enterprise 

needs to achieve its objectives

�Promotes process focus and process 

ownership

�Divides IT into 34 processes belonging to 

four domains (providing a high level control 

objective for each process)

�Looks at fiduciary, quality and security needs 

of enterprises, providing seven information 

criteria that can be used to generically define 

what the business requires from IT

�Is supported by a set of over 200 detailed 

control objectives

�Effectiveness

�Efficiency

�Availability

�Integrity

�Confidentiality

�Reliability

�Compliance

�Plan & Organize

�Acquire & Implement

�Deliver & Support

�Monitor & Evaluate

Information Criteria

IT Domains

Business Requirements
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COBIT® Structure 
Aligning Requirements, Processes, Resources & Activities

• Natural grouping of 

processes, often matching 

an organizational domain 

of responsibility.

• A series of joined 

activities with natural 

(control) breaks.

• Actions needed to achieve 

a measurable result.  

Activities have a life-cycle 

whereas tasks are 

discreet.

Domains
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Activities

Business
Requirements

IT 
Processes IT 

Resources

Qualit
y

Fiduciary

Securit
y

Information Criteria

IT
 P

ro
c
e
s
s
e
s

P
e

o
p

le
A

p
p

li
c

a
ti

o
n

s
 

D
a

ta

In
fr

a
s

tr
u

c
tu

re
F

a
c

il
it

ie
s

  

Domains

Processes

Activities

IT
 R

es
ou

rc
es



April 20, 2006 SF ISACA - April Chapter Luncheon Page 12

COBIT® Structure
Example

IT Domains
• Plan & Organize

• Acquire & Implement

• Deliver & Support

• Monitor & Evaluate

IT Processes
• Change Management

• Contingency Planning 

• Problem Management

• Policy & Procedures

• Acceptance Testing

• etc...

Activities
• Record new problem

• Analyze problem

• Propose solution

• Monitor solution

• Record known problem

• etc...
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COBIT® High-Level Processes / Objectives

Plan & Organize

PO 1  Define a Strategic IT Plan

PO 2 Define the Information Architecture

PO 3  Determine Technological Direction

PO 4  Define the IT Processes, Organization, & Relationships

PO 5  Manage the IT Investment

PO 6  Communicate Management Aims and Direction

PO 7  Manage IT Human Resources

PO 8  Manage Quality

PO 9  Assess & Manage IT Risks

PO 10 Manage Projects
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Acquire & Implement

AI 1  Identify Automated Solutions

AI 2  Acquire and Maintain Application Software

AI 3  Acquire and Maintain Technology Infrastructure

AI 4  Enable Operation and Use

AI 5  Procure IT Resources

AI 6  Manage Changes

AI7 Install and Accredit Solutions and Changes

COBIT® High-Level Processes / Objectives 
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Deliver & Support

DS 1  Define and Manage Service Levels

DS 2  Manage Third-Party Services

DS 3 Manage Performance and Capacity

DS 4  Ensure Continuous Service

DS 5  Ensure Systems Security

DS 6  Identify and Allocate Costs

DS 7  Educate and Train Users

DS 8  Manage Service Desk and Incidents

DS 9  Manage the Configuration

DS 10  Manage Problems

DS 11  Manage Data

DS 12 Manage the Physical Environment

DS 13  Manage Operations

COBIT® High-Level Processes / Objectives
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Monitor & Evaluate

M 1  Monitor and Evaluate IT Performance

M 2  Monitor and Evaluate Internal Control

M 3  Ensure Regulatory Compliance

M 4  Provide IT Governance

COBIT® High-Level Processes / Objectives
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Linking The Processes To Control Objectives
(34 High-level and 200+ Detailed Objectives)
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COBIT’s Waterfall and Navigation Aids
Linking Process, Resource & Criteria

Information
Criteria

Process
Domains

IT
Resources

IT Process

The control of

Business Requirements

that satisfies

IT Goals

by focusing on

Key Controls

is achieved by

Key Metrics

is measured by
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Example of COBIT® 4.0 - DS5 (page 1)

Process 

Description

IT Domains &

Information Indicators

IT Goals

Process Goals

Key Practices

Key Metrics

IT Governance &

IT Resource Indicators
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Example of COBIT® 4.0 - DS5 (page 2)

Detailed 

Control

Objectives
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COBIT® Management Guidelines

COBIT 3rd Edition added a Management and 

Governance layer, providing management with a 

toolbox containing…

� A maturity model to assist in benchmarking and decision-making for 

control over IT

� A list of critical success factors (CSF) that provides succinct non-

technical best practices for each IT process

� Generic and action oriented performance measurement elements (key 

performance indicators [KPI] and key goal indicators [KGI] - outcome 

measures and performance drivers for all IT processes)

Purpose…

• IT Control profiling – what is important?

• Awareness – where is the risk?

• Benchmarking - what do others do?
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Maturity Model:  Method of scoring the maturity of IT processes…

GAP Analysis
(Current Vs. Goal)

COBIT® Maturity Model

Management’s 
Target Goal


