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SECOND QUARTER 2004

Winner of the 2000 Wayne K. Snipes Award — Best ISACA Chapter in the USA and the World

Winner of the 1999 Newsletter Contest — Best Newsletter for Large Chapters in North America & Worldwide
Winner of the 2000 Newsletter Contest — Best Newsletter for Large Chapters in North America

Winner of the Outstanding Web Site Award — 2003 Gold Level; 2001 and 2002 Silver Level
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Thanksgiving (without turkey)

Thanks for allowing me to be your leader
and to learn from all of you. Please allow me
to say thanks to you ALL! It seemed like
yesterday when | took office. At a blink of
the eyes, it is the end of the Chapter year
and time for me to pass the torch to the
next group of capable leaders. | want to
express my utmost gratitude to all the
brilliant Board members who supported me
and the Chapter in this past year. It was an
honor to serve as the Chapter President and
be able to work with all these bright and
unselfish individuals who dedicated their
time and talent. This year contributed to
one of the most rewarding chapter of my
life. It provided me an invaluable leadership
experience working with some of the best
professional leaders. It is appeasing to know
that there is always someone who would be
willing to step up in case of crisis, someone
who have great ideas and a team of modest
individuals who would take an idea and
make it happen! I truly lived the fact that a
President is only as strong as the team that
supports them. Not only do the following
individuals deserve appreciation; they also
set great examples for future leaders and |
especially wants to say thank you:

Executive Officers

Lisa Corpuz led the Communications
Committee and ensured timely production
of the Chapter’s Newsletter. Lisa is a
committed contributor who will take the
leading role in the upcoming year.
Congratulations, Lisa!

Miguel O. Villegas is an outstanding leader
who brought to the Board many years of
professional experience and new ideas.
Special salute to Mike for taking the Fall
Conference to the next level of excellence.

Conny Cheng, a strong contributor, was
diligent in maintaining our Chapter records
and action item list, which is essential to the
Chapter’s smooth operations. She is
particularly notable for early delivery of
quality work product.

Anne Woodbury, another strong
contributor, put forth great efforts in
maintaining our Chapter’s books and
budgets. She is a good example for being
able to balance work in the consulting world
and life as a mother of two.

Beverly Davis, our past president continued
to display great leadership and
organizational skills in ensuring a superb
series of educational events. Beverly, thanks
for giving me so much support and being a
great mentor for me!

Directors

Brian Alfaro has supported the chapter in a
number of roles and remains an active
liaison with our student chapter.

Bill Davidson, a past president and a
long... time Board supporter, has served in
a number of Board roles. He is a solid
contributor, resourceful, and is never selfish
to share his experience and insights.

Kevin Fried played a key role on our Fall
Conference Committee. Special recognition
is given to Kevin who, with a short notice,
put together the May event alone and made
it a great success. He is always there when
we need a helping hand. Kudos Kevin!

Robert Grill is a versatile contributor
paving his way towards being a future
leader. Bob is known for his technical
articles and is ready to accept any challenges
without reservation.



PRESIDENT'S MESSAGE — continued

Dave Lufkin continues to provide solid
and consistent support to the Chapter.
Dave is also someone you can turn to for a
helping hand.

Dave McCandless is another outstanding
contributor who has been vital in
improving our Web site and earned us the
gold level award for having an outstanding
chapter Web site. Dave is currently
working on revamping the Web site. He
also is a key contributor for the upcoming
deployment of online payment option to
serve our members. Stay tuned for his
great work!

Todd Weinman, a former Chapter
President, has been playing an integral part
in the Fall Conference and is always very
supportive. He helped the chapter recruit a
number of high caliber individuals.
Thanks Todd!

Special recognition is given to Eleanor
Lee and Tim Stapleton. Although they
are not Board members, Eleanor put in
tireless efforts in leading this year's CISA
Review course and Tim stepped in half
way in the Best Paper Contest project and
carried it to its fruition. Thanks Eleanor
and Tim!

I would also like to take this opportunity
to recognize a former president and Web
Master, Lance Turcato. Lance designed
our first Web site and established good
organizational structure. With the great
work from Lance and Dave McCandless,
we have earned the Gold seal award
recognition in the design, content and
management of our chapter Web site for
the past two years. Kudos Lance and Dave!

I am happy to see that most of these
dedicated people will be serving and
carrying the same high spirit to take our
chapter through another glowing year.
With the conclusion of the Chapter
elections and our Annual Membership
Meeting that took place on June 17th,
please join me in congratulating the
following officers and directors for
2004/2005:

President: Lisa Corpuz
1st Vice President: Miguel O. Villegas
2nd Vice President: Robert Grill

Past President: Christina Cheng
Treasurer: Heidi Yu

Secretary: William Davidson

Directors: Beverly Davis, Kevin Fried,
Robert Grill, Dave McCandless, Michael
Nelson, Todd Weinman, Jimmy Yip

Last but not least, special recognition has
to go to all of our sponsors and supporters
who have provided financial sponsorship
as well as quality contributors and
speakers. Your support propels us to even a
higher level of achievement. Thank you in
advance for your continued support in the
future: Bank of America, Bart, Deloitte &
Touche, Ernst & Young, Federal Home
Loan Bank, Guidance, KPMG, Lander
International, Pricewaterhouse Cooper,
Providian Financials, Polivec, Qualys,
Safeway, Inc., Valacon, Wells Fargo

Chapter Activities

This is the first year for the Best Paper
Contest from students and professionals.
Thanks to all the team members for their
diligence and all the evaluators for their
time. You allowed me to experience how
teamwork conquers everything. We now
have a blue print to go by and will
continue to perfect this program to bring
an open forum for talented writers to
share their inspirations. | enjoyed meeting
these wonderful writers and evaluators in
our recognition and networking event in
June. Stay tuned for an event review in the
next newsletter.

Our CISA review course takers as well as
CISA and CISM examination candidates
breathed a sigh of relief after June 12th
when the two examinations took place.
Now that they are behind us, it is time to
celebrate! We will be recognizing the
examination passers in December. Special
thanks is extended to our CISA domain
instructors who provided great guidance
and inspirations to the CISA review course
students. See page 8 for more details.

Our Fall Conference Committee has

been putting in steadfast efforts to make
our upcoming conference another bravura
event. It is planned to take place in the
San Francisco Palace Hotel on October
4-6. We will again be offering vendor
exhibitions, networking opportunities,

quality lectures, door prizes and more!
This is truly the one educational event
that makes the biggest bang for your buck
and something that you don't want to
miss. For your convenience, we will be
launching on-line payment and
registration in July. SO MARK YOUR
CALENDAR AND REGISTER EARLY!

With the increase in popularity of the
Certified Information Security Manager
(CISM) designation, our Chapter will be
launching a CISM review course in 2005.
Our chapter will be the first and only
chapter that organizes such a review course
in the Bay Area. We need your input and
support to make it a success. More detail
will come as this review course slowly
takes shape.

Before | end this term, please also allow
me to thank a very important man in my
life — my husband, Bosco Chan. Without
his support and tolerance, | would not
have had the time and perseverance to
fulfill my presidency. He took great care of
our two children and shared much of the
housework while | attended to my ISACA
tasks. He always provides a supportive
shoulder for me to lean on. Bosco, | will
continue to serve on the Board... So
thank you again for all your love, patience,
understanding and benefaction!

Incidentally, I would also like to take this
opportunity to thank the spouse and
family members of all our volunteers. One
may not realize the amount of family
quality time our volunteers have given up
to serve our members and to make our
chapter a success. Your continued support
to our volunteers and to our chapter is
vital to our growth and strives for
excellence. Hats off to all of our
supporters!

It is always more gratifying to give than to
receive. If you can volunteer any of your
time to join us to achieve a meaningful
cause and to have fun along the way,
please feel free to contact me at 925-520-
8390.

Sincerely,
Christina Cheng, President



SF ISACA 2003/04 EDUCATION EVENTS SCHEDULE

By Beverly G. Davis
Education Committee Co-Chair

The Education Committee is pleased to
update you on the success for this year’s
Education events. The education events
completed so far have been well received
by our members. The members have
indicated that the hands-on training
events are the most effective. The
Education Committee has completed this
year’s plan and was very successful in
presenting challenging training activities.
The committee worked hard and
diligently to ensure that each scheduled
event provided a rewarding educational
experience.

As we organized for the upcoming fiscal
year volunteers are gearing up to plan a
new and exciting schedule. The Member
Survey is now available for you to provide
input on as to presentation topics. Please
contact Beverly Davis at
davisb@fhlbsf.com if you are interested in
completing a survey.

A special thank you is extended to our
presenters who have given of their time
and talents to provide professional
development to our membership. Their
contributions allow the chapter to extend
our product offerings at an economical

CALENDAR OF UPCOMING EVENTS

cost. We appreciate those members with
talent and the commitment to being a
presenter. We would like to thank Goran
Kovacevic, Ed Byers, Neville Morcom,
Rodney Kocot, Alex Ciurczak, and Alan
Wonyg, for their continued support
towards fulfillment of our Education
event calendar.

Sincerely,
The Education Committee volunteers:

« Christina Cheng
 Robert Grill, Co-Chair
e Nina Irani

e Terri Lowe

« Tim Stapleton

« Dema Vidal

» Migual Villegas

e Jimmy Yip

Date

March 18, 2004

April 15, 2004
May, 2004

June 17, 2004
July 15, 2004

October 4-6, 2004

National events
May 9-13, 2004

June 27-30, 2004

Event

SFISACA Full Day Seminar
Securing UNIX

Auditing and Managing 3rd Party Relationships
Implementing COSO

Wine and Cheese Reception

Communication Skills

SFISACA Fall Conference

North American CACS

ISACA International Conference

Place

The Palace, San Francisco

The Palace, San Francisco
The Palace, San Francisco
The Palace, San Francisco
The Palace, San Francisco

The Palace, San Francisco

Chicago, lllinois

Cambridge, MA

More information

details to be posted at www.sfisaca.org

details to be posted at www.sfisaca.org
details to be posted at www.sfisaca.org
details to be posted at www.sfisaca.org
details to be posted at www.sfisaca.org

details to be posted at www.sfisaca.org

details to be posted at www.sfisaca.org

details to be posted at www.sfisaca.org



WEB SERVICES

By Bob Grill
IS Auditor for Wells Fargo Bank

Web Services, like ERM systems in the
90’s, are surrounded by a lot of
conversation and acronyms. This article is
an attempt to describe the nuts and bolts.
In summary, this is nothing new,
computers have always exchanged data,
Web Services are an attempt to get all
manufactures of computers and software
to agree how to exchange data.

Web Services is a term to describe a set of
standards for exchanging information.
Just like someone who speaks French can't
communicate with someone who speaks
Hebrew, without a translator. The same is
true with computers that speak different
languages. Accordingly, industry
manufacturers such as Sun Microsystems
and Microsoft propose languages to
exchange information, they refer to these
languages as standards, in this case “Web
Services Standards”.

The main goal of Web Services is to
program the computer so it can talk to
others. For example, a purchase order has
data such as a date, amount, quantity,
buyer and seller. Without Web Services,
two computers would not be able to
transfer a purchase order from buyer to
seller without a translator.

The standards that are required to be
developed to facilitate the exchange of the
purchase order information are:

« A standard for sending the message over
the network and dealing with errors

« A standard for labeling the data, such as
date, quantity and the other attributes
of a purchase order.

« A standard for advertising to potential
buyers that you accept purchase orders
for an item if they are sent according to
the Web Services Standard.

« A standard for security, such as
encryption.

In the future, it is envisioned that Web
Services will be used to transfer
application logic as well as data.

What Auditors need to look out for

e Trust — Like many Network related
technologies, each computer in the
conversation; in this case between buyer
and seller, trust that both parties will
follow the rules. Auditor’s should verify
that, neither computer depends on the
other following the rules to operate.
Often computers depend on the other
following the rules and when the rules
are broken the detrimental consequences
occur, such as the computer crashing or
revealing sensitive information. The root
cause of these consequences is
improperly programmed input controls.
Auditor’s could verify that a process is in
place for testing that input controls are
in place and functioning.

« Both parties verify that they are
exchanging information with the
intended parties and repudiation
cannot occur.

« Errors — Messaging Exceptions are
identified and resolved.

¢ Audit Trail of what messages were
received and transmitted is maintained
and reconciled to related financial data.

* Eavesdropping — If the transaction
involves sensitive data, the data is
encrypted.

There are acronyms such as; XML,
WSDL, SOAP, UDDI, JMS, COBRA,
DCOM, RPC, HTTPR, EDI, ebXML, etc.
These are terms used to describe the
technology to enable the conversation.
Just think about these terms as
grammatical descriptions of the language
used to transfer data. Grammar jargon in
English, instead of Web Service language
are terms like Gerund, Modifier,
Conjunction, Verb. Most people can have
great conversations without knowing
these terms.



THE CENTER FOR INFORMATION SECURITY

For more information contact:

Neal O'Farrell
neal@4cis.org
(925) 914 0248

Mike Nelson
mike@4cis.org

The Regional Training Institute (RTI) — a
nonprofit enterprise of the Contra Costa
Community College District — has
opened the “Center for Information
Security” — a first-of-its-kind program that
will offer affordable, cutting edge training
on all aspects of cybersecurity to
businesses, government and law
enforcement throughout the Bay Area.

“We are pleased to launch the Center for
Information Security which we believe is
the first program of its kind within
California’s community college system,”
said Contra Costa Community College
District Chancellor Chuck Spence. “The
Center underscores how RT1 and the
District — despite budget cutbacks — are
committed to serving our community. We
greatly appreciate the help of the sponsors
of the Center which we hope will
ultimately help educate more
communities about the importance of
cybersecurity.”

Located at RTI's headquarters at 1250
Arroyo Way in Walnut Creek — Dubbed
“Americass first Cyber Secure City” — the
Center for Information Security is
believed to be the nation’s first training
program of its type to be offered through
a community college district. RT1 and
College District officials hope that the
Center could be used as a model for any
of the nation’s 1,200 community colleges.

For security and IT professionals, the
Center will be offering a comprehensive
program of intermediate and advanced
security training, on issues such as risk
assessment methodologies, advanced
forensics and incident investigation,
business continuity planning, digital

signatures, firewall deployment and
management, and employee security
awareness.

“We're very proud of the leadership role
our city has taken in protecting the
community from cybercrime and raising
public awareness about the importance of
information security,” said Elmer Bugg,
Executive Director of the Regional
Training Institute. “Our goal is to create a
model for any community college district
that wants to provide a comprehensive
security education program which benefits
the entire community, including
businesses, law enforcement and
government officials.”

The center was opened with the assistance
of local and global security firms like
SecureNet Technologies in San Ramon,
RSA Security, and SonicWALL, as well as
Bay Area members of the ISSA and
ISACA.

“Cyber security awareness is a major
challenge for all Americans, as we're
confronted daily with a host of
cybercrimes from computer viruses and
identity theft, to online predators and
even cyber terrorists,” said Neal O’Farrell,
a world-renowned security expert and
advisor to the Center. “Awareness and
education should begin at a community
level, and I'm delighted to see the
Regional Training Institute take the lead
in creating a community college-based
response to this critical need.”



ANNOUNCEMENTS

www.sfisaca.org

Buy a saver pass and save on training $$$

We would like to encourage members and non-members to participate in all Chapter Events
and Seminars. As a way of encouraging participation, we are offering discounted rates for the
advanced purchase of multiple education sessions. Saver Passes can be purchased in lots of ten
for $300 and can be shared and are transferable. Please check our Web site for more details.

Refer a new member — receive a free gift

Take advantage of the Chapter’s New Member Referral Program. Chapter members who refer
an individual who joins ISACA-San Francisco Chapter will receive a free gift (gift will be
delivered to the referring member after payment for the new membership has been received
and processed by ISACA International). Don't miss an opportunity to help your colleagues
keep abreast of developments in 1S audit, security and control. Encourage your colleagues and
friends to join ISACA today! For more information or to submit your referral to the New
Member Referral Program, please send our Membership Committee Chairperson, William
Davidson (wdavids@bart.gov), the name, address, phone number, and e-mail address for the
individual being referred.

Your e-mail address

If you have not sent your current e-mail address to ISACA International, then please send your
address to wdavids@bart.gov to ensure that you receive important information electronically.
You may also access our Web site at www.sfisaca.org to update your contact information.

ISACA international

847-253-1545 voice » 847-253-1443 fax « www.isaca.org
membership@isaca.org « certification@isaca.org ¢ education@isaca.org ¢ bookstore@isaca.org
conference@isaca.org « research@isaca.org ¢ marketing@isaca.org

CISA item writing program

In order to continue to offer an examination that measures a candidate’s knowledge of current
audit, security and control practices, new questions are regularly required for the CISA
Examination. Questions are sought from experienced practitioners who can develop items that
relate to the application of sound audit principles and practices. Continuing education hours
and cash payments are offered as participating in the CISA Item Writing Program, please
request information about the program from ISACA International, Certification Department
(certification@isaca.org).

Contribute to this newsletter

To submit an article or to contribute other items of interest for inclusion in future newsletters,
please contact our Communications Committee Chair, Lisa Corpuz at (415) 278-8713, or
Lisa_Corpuz@Providian.com.
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Learn about the San Francisco Chapter
Learn about the CISA certification
Learn about the CISM certification

Test your skills with our CISA sample
test questions

Complete our member survey

Access information regarding
ISACA international

Access information regarding our
Student Chapters

Register for monthly meetings
Register for seminars

Access information regarding
ISACA conferences

Register for the CISA review course

Access our Chapter newsletters and
monthly bulletins

Update your membership information
(address, phone, E-mail)

Access IS audit, control and security
resources

Research employment opportunities
Join a Chapter committee

Learn how you can join ISACA —
understand the benefits

Contact Chapter Officers and Directors



JUNE 17TH RECOGNITION — WINE AND CHEESE RECEPTION

Mike Nelson, Best Paper Contest Winner Top to Bottom: Beverly Davis, Tim Stapleton, Helen Leung




SAN FRANCISCO CHAPTER BOARD ROSTER 2003/2004

Executive Board

President

Christina Cheng

Safeway, Inc.

(925) 520-8390
christina.cheng@safeway.com

1st Vice President

Lisa Corpuz

Providian Financial

(415) 278-8713
Lisa_Corpuz@providian.com

2nd Vice President

Miguel (Mike) O. Villegas

Wells Fargo

(415) 396-6549
Miguel.O.Villegas@wellsfargo.com

Treasurer

Anne Woodbury
Deloitte & Touche

(510) 273-2358
awoodbury@deloitte.com

Secretary

Conny Cheng
Deloitte & Touche
(415) 783-4176
cocheng@deloitte.com

Past President

Beverly Davis

Federal Home Loan Bank
(415) 616-2766
davisb@fhlbsf.com
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Directors

Directors

Brian Alfaro

Deloitte & Touche
(408) 704-4131
balfaro@deloitte.com

Bill Davidson

Bay Area Rapid Transit — IAD
(510) 464-6954
wdavids@bart.gov

Kevin Fried

Deloitte & Touche
(415) 783-4639
Kefried@deloitte.com

Robert (Bob) Grill

Wells Fargo

(415) 396-2919
Robert.L.Grill@wellsfargo.com

Dave Lufkin

Bank of America

(925) 675-1878
Dave.m.Lufkin@bankofamerica.com

David McCandless
McCandless Systems
(925) 938-6508
dmm@mccandless.com

Todd Weinman

Lander International
(510) 232-4264, ext. 17
todd@landerint.com

ISACA — San Francisco Chapter
Communications Committee

PO Box 26675

San Francisco, CA 94126

Committees

Academic Relations
Brian Alfaro

CISA Review
Eleanor Lee

Communications

Lisa Corpuz, Chair

David McCandless, Web master
Heather Barloga

Doug Feil

David Lufkin

Maria Shaw

Tim Stapleton

Aron Thomas

Membership
Bill Davidson, Chair

Education

Beverly Davis, Co-chair
Bob Grill, Co-chair
Nini Irani

Terri Lowe

Tim Stapleton

Dema Vidal

Jimmy Yip

Fall Conference
Mike Villegas, Chair
Conny Cheng

Kevin Fried

Bob Grill

Maryam Malek
Dave McCandless
Tim Stapleton

Todd Weinman

Advisory Board

Advisory Board
Robert Abbott
Kathryn Dodds
Chuck Dormann
Doug Feil

Carol Hopkins
Roberta Hunter
Edmund Lam
Dave Lufkin
Lance Turcato
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