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State of the Onion

• Last to think of and
first to blame

• Desired to be as
invisible as IT

• Confusion on REAL
risk

• Evolving the CISO
from technology to
business

• Visibility (audit
committees, board reporting,
line item budgeting)

• Proof in REAL risk
mitigation

Still the Same Forward Progress
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Metrics Today
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Step 1

• Must be a Visible Priority from the Top

• Consistent and Committed
Communication

• Earned Credibility
Business ManagersBusiness Managers

CXO

A
ll 
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ev
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Board

Engagement At All Levels

Establish Management Commitment/Expectations
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Easier Said Than Done

• Know thy buyer!

– Pain Buyer: Feasts on FUD

– Gain Buyer: Feasts on Risk

– Cost/Efficiency Buyer: Feasts on Appearing
Smart
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The Pain Buyer
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Step 2

Use Business Terms … Not Security Ones

Shareholder value

Gross MarginDamage to Brand

Payback period Risk to Uptime

Material Weakness

Annualized Loss Expectancy

Fines for Non-Compliance

Return on Capital Employed

Apply their terms based on buyer type
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Step 3

Develop a Marketing Plan

Case Study: Citigroup Building Permit Process

– New York City Centric

– Safety Centric

– Highly Visible with Company-wide Messaging

– Provable, Simple results (Permit vs. Permit-less
Development)

The Right Brand Will Shift a Culture
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Step 4

• Know Where You Are Today

• Existing Process On Track?

• Establish Practical, Measurable, and
Attainable Metrics/Goals

• Build a Business Case for Success

Under Promise, Over Deliver

Develop Management Strategy
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Step 5

• Attacks prevented per day

• Productivity loss per week

• Incidents per month

• Traffic Volume per hour

Communicate in Rates

Dollars Per Hr Drives a Sense of Urgency



San Francisco Chapter

2007 Fall Conference

11

Step 6

• Track and Analyze Time Spent on Key
Initiatives

• Develop and Validate Your Fully Loaded
Cost Per Hr Assumption

• Rank Order Time Intensive Initiatives

• Model Real Automation Efficiencies

Track your time

Soft Costs are Neglected Most Often
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Step 7

Categorize your Metrics

NIST 800-55 IT Security Metrics Development Process

Provides a Framework for Your Audience
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Step 8

• Easiest Way to Stretch Your $$$

• Fresh Set of Eyes

• What are Others Like Me Doing?

Use Your Supplier Network for Metrics

It’s Free Work …Take It!
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Step 9

Evaluate Metrics Periodically

• Replace Metrics that Show Little Variance

• Track which ones are reused the most by
your management

• Replace Sandbag Metrics

• Focus on Accuracy, not Precision

Improving Your Metrics Earns Credibility
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Step 10

• How am I doing?

• Compared to who?

• Compared to when?

• Focus on Largest Discrepancies

• Throw Away the Spider Charts!

Keep it Simple!!!

If Your 5 Year Old Gets It, Then Stop There
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Summary

1. Management Commitment
2. Use Business Terms
3. Develop a Marketing Plan
4. Develop a Management Strategy
5. Communicate in Rates
6. Track Your Time
7. Categorize Metrics
8. Use Your Supplier Network
9. Evaluate Metrics Periodically
10.Keep it Simple
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Resources

• http://csrc.nist.gov/publications/nistpubs/800-55/sp800-
55.pdf

• http://www.sans.org/reading_room/whitepapers/auditing/
55.php

• Security Metrics: Replacing Fear, Uncertainty, and
Doubt  - Andrew Jacquith

• http://www.csoonline.com/read/070105/metrics.html
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Questions?

Yong-Gon Chon

Senior Vice President, Services

703-245-9753

ychon@secureinfo.com


